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ABSTRAKT

Diplomova prace se zamétuje na detekci aktivit itocnikd v cloudovych prostiedich, se zvlast-
nim diirazem na cloudovou platformu Amazon Web Services (AWS). Prace popisuje zdk-
ladni charakteristiky cloudovych prostfedi, jejich typy, infrastrukturu, sluzby a produkty
poskytované cloudovymi platformami a jejich vzdjemné propojeni. Déle zkouma techniky,
taktiky a postupy (TTP), které mohou byt utocniky vyuZity k provddéni Skodlivych aktivit v
téchto prostfedich. Soucdasti prace je ndvrh a implementace detekénich vzora specifickych
technik v bézné pouzivanych detekCnich jazycich, jako je Sigma. Vysledkem je vytvoreni

nastroji a metodologie, které mohou slouzit k efektivnéjsi ochrané cloudovych prostiedi

pred kybernetickymi hrozbami.

Klicova slova: Cloudova bezpecnost, Amazon Web Services, detekce ttocnikti, TTP, Sigma

ABSTRACT

The thesis focuses on detecting adversary activities in cloud environments, with a particular
emphasis on the Amazon Web Services (AWS) cloud platform. It describes the fundamen-
tal characteristics of cloud environments, their types, infrastructure, services, and products
provided by cloud platforms, as well as their interconnections. Furthermore, the thesis exam-
ines techniques, tactics, and procedures (TTP) that adversaries may use to conduct malicious
activities in these environments. The work includes the design and implementation of de-
tection patterns for specific techniques using commonly employed detection languages such
as Sigma. The result is the development of tools and methodologies that can enhance the

protection of cloud environments against cyber threats.

Keywords: Cloud security, Amazon Web Services, adversary detection, TTP, Sigma
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INTRODUCTION

Cloud computing is also now a fundamental component of contemporary information tech-
nology infrastructures, providing organizations with agile resources and economic solutions.
Such swift uptake of cloud services has initiated new security issues that need careful consid-
eration, particularly in threat identification and mitigation contexts. Among the prominent
cloud service providers, Amazon Web Services (AWS) is notable for its broad array of ser-
vices, vast global footprint, and strong underlying infrastructure. Yet, precisely because of
the broad set of AWS services, it is a complicated environment in which attackers may take
advantage of misconfigurations, vulnerabilities, or inadequate monitoring practices. Thus,
efficient detection mechanisms need to entail not just conventional security controls but also

specialized methods and techniques designed for cloud-specific threats.

The current thesis aims to explore the intricacies involved with AWS security and provide
detection patterns that respond to relevant attacker techniques. The initial chapters will pro-
vide an introduction of basic concepts around cloud security, illustrating how shared re-
sponsibility models, virtualization, and software-defined networking redefine both defensive
and offensive strategies. These elements form the foundation for subsequent, more focused
discussions on security features particular to AWS. This thesis will cover the architectural
elements of AWS, including features like identity and access management, networking, and
logging services. Through an exploration of how these elements integrate, it will unveil their

importance in constructing successful threat detection systems.

A key element of this research entails examination of the attack techniques, tactics, and
procedures (TTPs) employed by attackers on cloud infrastructures. Knowing TTPs allows
for the design of patterns to detect anomalies that would otherwise pass undetected. It is not
a case of simply copying known detection methods, but rather of tailoring them in forms that
will be compatible with the dynamic and malleable nature of the cloud. To demonstrate this
process, the thesis will identify specific attack vectors that target AWS, such as the misuse

of access keys, privilege escalation, or lateral movement through misconfigured services.

The primary contribution of this thesis lies in the development and validation of detection
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patterns for the chosen techniques. Drawing on mature frameworks like MITRE ATT&CK,
this thesis aims to formally specify these patterns, explaining their scope, objectives, and
real-world steps necessary for implementation. The tests will be conducted in controlled
environments to ascertain the feasibility and accuracy of each proposed detection method.
Lastly, this thesis aims to provide security practitioners with theoretical insights and also
practical solutions, with the hope of having a better understanding of AWS-based threats and

enhancing the security posture of organizations operating in public cloud environments.
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1 INTRODUCTION TO CLOUD COMPUTING

Cloud computing is the latest phase of information technology (IT) and has reshaped the
way that enterprises acquire and utilize computation resources. It enables enterprise ser-
vices to benefit from servers, storage devices, databases, networking capabilities, software
applications, and analytics tools via internet-based services. The key characteristics of cloud
computing are its on-demand capability, whereby users can access resources from any lo-
cation at any time and incur little startup costs; scalability, which enables organizations to
scale resources up or down to meet changing needs. It also provides a strong basis for the

effective deployment and management of applications [1].

This framework offers a number of benefits. First, it provides cost-effectiveness by doing
away with the necessity for large capital outlays in hardware; an organization simply pays
for its use. Second, its scalability is another significant advantage that enables firms to adjust
or modify their operations promptly to match market demand. Cloud computing enables
innovation by providing access to cutting-edge technology and the capacity to rapidly build

and deploy applications [1].

There are many problems associated with cloud computing. First, security is a big issue as
organizations can face breaches and cyber-attacks as their data are kept outside the organi-
zation. Further, dependence on external service providers can create problems related to the

reliability of services, control over data, and reduced control over key infrastructures [1].

Understanding cloud computing’s complex issues, especially those that involve security, is
crucial in setups like AWS. Weighing the balance between benefits and possible risks, or-
ganizations can devise measures to realize optimum potential of the cloud platforms while
implementing strategies to protect their valuable digital assets, which may become necessary

as utilization of the cloud services continues to grow [1].

1.1 Advantages of Cloud Computing

The implementation of cloud computing exhibits a lot of benefits that propel modern en-

terprises towards better efficiency and innovation [1]. Mentioned that leading advantages
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are modernization and innovation, scalability, flexibility and reach, cost reduction, disaster

recovery, data protection. Each of them is described in more details as follows:

1. Modernization and Innovation: Cloud computing is a driver of digital transforma-
tion as it enables organizations to improve their IT infrastructure and bypass the con-
straints of legacy environments. The cloud environment, with its exposure to new
technologies such as artificial intelligence, machine learning, and big data analytics,
offers a setting that is highly conducive to innovation. This, in effect, speeds up the
creation and deployment of new applications and services at a pace never before, en-

abling businesses to remain competitive and respond swiftly to market changes [1].

2. Scalability: One of the greatest benefits of cloud computing is in the ability to ad-
just resources based on changing demand. In situations where an organization finds
itself facing unexpected surges in user demand or, on the other end of the spectrum, a
short-term reduction in workload, cloud offerings furnish the resources required for ad-
dressing the shifts. Such responsiveness allows organizations to maintain best-in-class
operational performance without suffering the adverse effects of either overprovision-

ing or underutilization, with overall efficiency of operations being enhanced [1].

3. Agility and Accessibility: Cloud services are very flexible in that they enable users
to access applications and data from nearly any place through network connectivity.
Such extensive accessibility enables remote working and collaboration to be effortless,
as teams can collaborate irrespective of their geographical locations. Furthermore,
the cloud accommodates an extensive range of devices and platforms, thus enabling
users to utilize the best available without fearing that they will encounter compatibility

problems. [1].

4. Cost Savings: Cloud computing reduces capital spending significantly, as there is no
longer a need to invest in huge hardware and infrastructure. Instead, an organization
can opt for a pay-per-use model, where it pays only for what it uses. These CAPEX-to-
OPEX shifts not only reduce overall spending but also make finances more predictable
and flexible, thus providing businesses with better means to strategically invest their

budget [1].
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5. Disaster Recovery: In fact, the majority of cloud providers incorporate disaster re-
covery solutions that render the cloud a viable platform for recovering and storing
business data. Disaster recovery solutions on the cloud provide permanent protection
and storage of data in various strategic locations. This method significantly reduces the
possibility of data loss due to natural disasters, hacking, or any other system malfunc-
tion, thereby ensuring organizational continuity and resilience by facilitating instant

restoration of critical functions following a disaster. [1].

6. Data Security: Contrary to popular myths, cloud computing has the potential to
strengthen data security via higher-level security protocols and adherence to standards
by cloud service providers. The providers put significant financial investment in se-
curity technologies, including encryption, intrusion detection systems, and frequent
security audits, to protect sensitive information. Additionally, the cloud platform en-
ables centralized security policy management and access controls, providing uniform

and strong security for all applications and data [1].

Last but not least, the benefits related to cloud computing transcend mere cost efficiencies
and involve items such as modernization, scalability, flexibility, efficient disaster recovery
mechanisms, and enhanced data protection. Such a benefit enables firms to support innova-
tion, extend operations efficiently, and conduct business in a sound and secure manner within

an increasingly changing digital and competitive environment.

1.2 Cloud Disadvantages

While cloud computing provides a wide variety of advantages, [1] defined nearly multiple
dissadvantages that must be remembered. Security and privacy threats, the requirement of
a stable internet connection, vendor lock-in, and service outages are some of the main dis-
advantages. Remembering these is important if an organization is to make highly informed
decisions and formulate effective mitigation strategies. The disadvantages are explained in

more detail in following list

1. Security and Privacy Risks: The primary and most significant issue in cloud com-

puting is the potential for security breaches and privacy invasion. When data is stored
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externally, the organization must rely on cloud service providers to safeguard the data.
Despite the implementation of sophisticated security protocols, there may be a few
loopholes, which can expose the data to unauthorized access, cyber-attacks, or data
leakage. Data protection law compliance in the cloud can also be harder, since organi-
zations have to make sure that the cloud providers they utilize are compliant with all
applicable legal and industry requirements to safeguard personal and propriety infor-

mation [1].

2. Internet Connection Requirement: At its most fundamental level, cloud computing
necessitates a constant and reliable internet connection. In the absence of a stable
internet connection, customers are not able to fully exploit the advantages offered by
cloud-based systems, which can lead to business processes being severely disrupted.
This dependence can be particularly troublesome for regions with inferior or unreliable
internet infrastructure, especially in instances of unscheduled service outage. Also,
the operation of cloud-based applications depends necessarily on available Internet
bandwidth and latency, which may impact user experience and efficiency of mission-

critical business processes [1].

3. Potential for Vendor Lock-In: Vendor lock-in happens when an organization devel-
ops a high level of dependence on one cloud service provider, hence making it hard
to change to other providers or transfer services to other platforms. Such dependence
may inhibit operational flexibility and undermine bargaining power because changing
to another provider may entail high costs, complicated data migration procedures, and
potential compatibility problems. Also, the proprietary technologies and services of-
fered by certain cloud providers may increase the potential for vendor lock-in, thereby
reducing an organization’s freedom to take advantage of best-of-breed solutions or

benefit from competitive pricing and innovation offered by other vendors [1].

1.3 Types of Cloud Services

Platform as a Service (PaaS) is an evolution of the Infrastructure as a Service (IaaS) model,
but with a greater level of abstraction such that end-to-end development and deployment

processes can be hosted in the cloud. Higher than the infrastructure is application devel-
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opment tools, middleware, database management systems, and runtime environments. This
wide platform enables developers to concentrate on application development and deploy-
ment without concern for the management or upkeep of the underlying hardware or software
elements. Platform as a Service (PaaS) in particular facilitates the automation of the develop-
ment cycle, fosters collaboration among development teams, and facilitates practices such as
continuous integration and deployment (CI/CD). It is most widely utilized in the creation of
web applications, mobile applications, and microservices-based systems that demand high-

velocity iteration and scalability [2].

1.3.1 Infrastructure as a Service

Infrastructure as a Service provides the basic building blocks required in cloud computing
and provides virtualized computer resources over the internet. IaaS enables the provision
of key infrastructure elements like virtual machines, storage drives, networking capabilities,
and operating systems on a pay-as-you-use basis. This enables organizations to rent hard-
ware resources without physical maintenance, thus facilitating scalability and flexibility in
resource usage. But the users continue to have control over operating systems, applications,
and storage; thus, [aaS will be more suitable for those organizations that require customized
environments and greater control over IT infrastructure [2]. The common use cases would be
website hosting, management of development and test environments, and storage and pro-
cessing of bulk data. Another use case would be deploying own machine learning models as

described in [3].

1.3.2 Platform as a Service

Platform as a Service is an extension of the Infrastructure as a Service (IaaS) model, and it
brings a higher level of abstraction in order to provide holistic development and deployment
within the cloud. PaaS includes, besides the baseline infrastructure, application development
tools, middleware, databases, and runtime environments. Such a comprehensive platform
enables developers to focus on the development and deployment of applications without
worrying about management or maintenance of the underlying hardware or software compo-

nents. PaaS especially helps speed up the development lifecycle, fosters collaboration among
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development teams, and supports practices such as continuous integration and deployment
(CI/CD). It is mainly used in the development of web applications, mobile applications, and

microservices architectures, which require fast iteration and scaling [2].

1.3.3 Software as a Service

Software as a Service is the most abstract level of cloud service, where complete software
applications are provided over the Internet. With SaaS, users do not need installation, man-
agement, or maintenance of software on their local devices, as applications are hosted and
maintained by the service provider. Users can access SaaS applications via a web browser
or even dedicated client applications, which assures them of easy access and reduces the
complexity in managing the software. This can be well suited for end-users looking for a
ready-to-use solution of different business functions, such as customer relationship manage-
ment (CRM), enterprise resource planning (ERP), email services, and collaboration tools.
SaaS has several advantages: automatic updates, scalability, and integration with other cloud
services that enhance how productivity and operational efficiency are achieved. It’s critical
for organizations to understand the differences between IaaS, PaaS, and SaaS in order to

make informed decisions about their cloud strategies [2].

Each of these service models offers different levels of control, flexibility, and management
capabilities; this way, an organization can choose the alternative that best fits its technical
specifications and operational objectives. In the context of this dissertation, it is important to
understand these cloud service models in order to deal with security challenges and adver-
sary identification on such open platforms as Amazon Web Services—AWS. Various service
models introduce distinct security concerns and threat environments, thereby requiring cus-
tomized security approaches to safeguard assets and maintain the integrity of operations
conducted in the cloud. In other words, IaaS, PaaS, and SaaS are core service models that
provide varying levels of infrastructure manageability and service deliverability in cloud
computing. This can give organizations a better opportunity to optimize their cloud deploy-
ments for greater scalability, flexibility, and efficiency while addressing the specific security

and operational challenges of each model [2].
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2 AN OVERVIEW OF CLOUD SECURITY

Cloud computing has revolutionized the way organizations manage their IT infrastructure,
providing unparalleled scalability, flexibility, and affordability. With an increasing number
of organizations now moving critical workloads and sensitive data to the cloud, security

assurance in such environments has become a concern of highest priority [4].

Cloud security represents a set of policies, controls, and technologies implemented for the
protection of cloud-based systems, data, and applications. While the cloud brings both ben-
efits and challenges intrinsic to its shared characteristics, advanced security features are pro-
posed by cloud providers; the customer must, however, adapt his security practices in line
with the unique architecture of the cloud [4]. Security in cloud environments is built on

foundational knowledge described in [5].

In this chapter, we will be discussing some of the underlying principles regarding cloud secu-
rity, the model of shared responsibility, looking into common threats in these environments,
and strategies to reduce these vulnerabilities. The information is vendor-agnostic—meaning
most concepts presented herein can be applied to virtually any cloud platform. Therefore,
this high-level review should give readers an essential understanding of cloud security aware-

ness, enabling them to understand what makes it so complex yet important [4].

2.1 The Shared Responsibility Model

One of the important principles of cloud security is the shared responsibility model. This
model defines how cloud service providers and their customers share security responsibili-
ties. The understanding of this model is an essential pre-requisite for a effective management

of security in cloud environments [4].

The cloud service provider is, in general, responsible for the security of the underlying in-
frastructure, including physical hardware, networking, and virtualization layers. Customers,
on the other hand, are responsible for securing their deployments on top of the cloud envi-
ronment, including, among other things, their applications, data, user access, and network

configurations. These responsibilities may be allocated differently depending on the cloud
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service model in question: [aaS, PaaS, or SaaS [4].

For example, in an IaaS, the customer has complete control over the operating system, ap-
plications, and network settings; hence, the customer is responsible for their security. On the
other hand, in the case of SaaS, the provider manages almost all the layers; therefore, the

customer’s primary care is on user access and protection of data [4].

This shared responsibility model emphasizes the fact that security is a partnership. Neglect-
ing one side of the partnership could create vulnerabilities, so collaboration between the

providers and customers is crucial [4].

2.2 Key Threats in Cloud Security

While cloud platforms provide significant advantages, they also present unique vulnerabili-

ties. Below are some of the most critical threats faced in cloud environments:

2.2.1 Misconfigurations

The most frequent risks found in cloud computing environments involve misconfigurations.
These may be poorly configured storage buckets, overmissive access policies, or unsecured
application interfaces. These kinds of errors can expose sensitive information or allow unau-

thorized access [4].

Mitigation Strategies: One can reduce misconfiguration-related risk considerably by means
of regular configuration assessment, using automated tools to detect vulnerabilities, and fol-

lowing proven security best practices [4].

2.2.2 Data Breaches

Data breaches continue to be a major threat in cloud computing. Whether due to insider
threats, external attackers, or weak access controls, compromised data can result in substan-

tial financial losses and damage to reputation. [4].
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Mitigation Strategies: Encrypting data both at rest and in transit, implementing strong access

controls, and conducting regular audits of data usage can help mitigate this risk [4].

2.2.3 Distributed Denial of Service (DDoS) Attacks

DDoS attacks attempt to flood a cloud service with too much traffic so that it becomes un-
reachable by legitimate users. They have the ability to disrupt business functions and result

in huge financial loss [4].

Mitigation Strategies: Employing distributed architecture, utilizing content delivery net-
works, and deploying automated traffic filtering mechanisms can help absorb and mitigate

such attacks [4].

2.2.4 Insider Threats

Insider threats involve malicious or accidental actions by employees or trusted individuals
that compromise security. These threats are particularly challenging as insiders often have

legitimate access to sensitive systems and data [4].

Mitigation Strategies: Monitoring user activity, enforcing least privilege access, and foster-

ing a strong security culture within the organization are crucial to addressing insider threats

[4].

2.2.5 Credential Theft

With users managing multiple accounts across platforms, the reuse of passwords and weak
authentication mechanisms can lead to credential theft. Compromised credentials are a gate-

way for attackers to access cloud systems [4].

Mitigation Strategies: Enforcing multi-factor authentication (MFA), implementing identity
federation, and using modern identity management platforms are effective ways to combat

this issue [4].
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2.3 Strengthening Cloud Security Posture

To maintain a strong security posture in cloud environments, organizations must adopt a

combination of proactive and reactive measures [4].

2.3.1 Proactive Security Measures

Proactive measures aim to prevent threats before they materialize. Key actions include:

Access Control: Implement multi-factor authentication and granular role-based ac-

cess controls to limit unauthorized access.

Configuration Management: Regularly review and update system configurations to

ensure alignment with security best practices .

Data Protection: Encrypt sensitive data and ensure robust backup policies to maintain

data integrity and availability [4].

2.3.2 Reactive Security Measures

Reactive measures focus on identifying and responding to security incidents effectively. Key

actions include:

1. Incident Response Planning: Develop comprehensive incident response plans tai-

lored to cloud environments.

2. Monitoring and Logging: Utilize logging tools to monitor user activity and detect

anomalies in real time.

3. Threat Intelligence: Leverage threat intelligence platforms to stay informed about

emerging risks and vulnerabilities [4].

2.4 Key Principles of Cloud Security

Several principles underpin effective cloud security strategies:
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Principle of Least Privilege: Users and systems should have only the minimum level

of access necessary to perform their tasks.

Defense in Depth: Layered security controls reduce the likelihood of a single point of

failure.

Continuous Improvement: Regularly update security policies and practices to adapt

to evolving threats.

Automation: Automate repetitive security tasks to reduce human error and improve

efficiency [4].

2.5 Conclusion

The landscape of cloud security continues to change, demanding that organizations reconcile
agility with security. By comprehending the shared responsibility model, defining principal
threats, and implementing comprehensive strategies, organizations can successfully secure
their cloud environments. This chapter establishes a foundation for cloud security under-
standing, observing that the defense of cloud environments is more than surmounting techni-
cal challenges and is a strategic necessity. Later chapters will explore certain areas of cloud

security in greater detail and will cover incident response and risk management [4].
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3 AMAZON WEB SERVICES SECURITY CONTROLS

Amazon Web Services is one of the prominent cloud computing platforms that offer a wide
variety of services to fulfill different business needs. Analysis will be done on its wide
variety of service offerings in this section. This section provides detailed explanation of
AWS services that focuses on cyber security of the environment. These services are divided
into a number of categories depending on what specific area of security they serve. AWS
contains dozens of services that have at least some connection to security; the most important

services for the thesis are listed below.

3.1 Identity & Access Management

Services in this group focuse on on identity and access management in the AWS environ-

ment. Utilizing these services is crucial proactive step to avoid cyber security incidents.

3.1.1 AWS Identity and Access Management

AWS Identity and Access Management (IAM) is a fundamental security service that man-
ages who and what resources users, groups, and roles can access in an AWS environment. By
centralizing identity and access control, IAM ensures that each entity, both human and ma-
chine, possesses only the permissions necessary to perform its role. The method referred to
as the principle of least privilege significantly minimizes the attack surface by avoiding both
unauthorized behavior and unintentional misconfigurations that lead to exposing sensitive

information [6].

IAM facilitates administrators in establishing permission boundaries, which define the upper
limit of privileges assignable to any given individual or role. The permission boundaries have
an important function in maintaining consistent and predictable configurations in various
groups and endeavors. For instance, while someone might have the role of an administrator,
defined permission boundaries might stop access to highly sensitive services or limit activity

that might inadvertently compromise security vulnerabilities.
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Alongside permission bounds, IAM facilitates the creation of groups, enabling administra-
tors to manage the privileges of multiple users under one policy. The method strengthens ac-
cess right assigning and access right editing; rather than granting privileges on an individual-
by-individual basis, membership in a group effectively governs an authorized activity of a

user in a more integrated and efficient way.

A concrete example of a restrictive policy designed to grant only the minimum necessary
access 1s shown in Listing 3.1. This policy limits a user to listing and retrieving objects
from a single Amazon S3 bucket, preventing any write or delete operations. Such a policy

exemplifies how least privilege is realized in practice.

-~

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action":
"s3:ListBucket",
"s3:GetObject"

0NN Nk W=

]

3
"Resource": g
"arn:aws:s3:::example-bucket",

"arn:aws:s3:::example-bucket/*"

N = O O

w

]
}

=

v

16}

Listing 3.1 Restrictive IAM Policy Example

Through systematic use of restrictive policies, permission boundaries, and groups, AWS
IAM plays a pivotal role in safeguarding an organization’s cloud environment, ensuring that

resources remain protected from both inadvertent and malicious activities [6].

3.1.2 AWS IAM Identity Center

AWS IAM Identity Center, also known by its former title, AWS Single Sign-On, is an inte-
grated system for identity and access management for multiple AWS accounts and multiple
cloud applications. As an integrated portal for sign in, IAM Identity Center makes identity,
access, and membership in groups considerably easier to manage. In addition to enabling
ease of use, IAM Identity Center enhances security through encouraging consistent applica-

tion of access policies [7].
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A notable strength of AWS IAM Identity Center is in its ability to federate with external
identity providers, such as Microsoft Active Directory, Okta, and any solution following the
SAML 2.0 standard. Such federations allow organizations to take advantage of their current
systems for identity management, thus lowering administrative overheads and minimizing
configuration mistakes. In addition, the service supports Multi-Factor Authentication (MFA),

giving an extra layer of protection against access by unknown individuals.

A concrete implementation example is the setup of a federation scenario where an enterprise
identity provider authenticates users and then redirects them to AWS IAM Identity Center.

The high-level authentication flow can be summarized in the following steps:

1. A user attempts to access an AWS application (for instance, the AWS Management

Console).

2. The application redirects the user to the identity provider for authentication.

3. Upon successful authentication, the user is issued a security token by the identity

provider.

4. This token is then exchanged with AWS IAM Identity Center, which verifies the user’s

identity and retrieves the associated permissions and role mappings.

5. The user gains access to the AWS application according to the defined roles and poli-

cies.

This protocol makes individuals have to verify only once through the corporate identity
provider. Then, only necessary privileges are delegated by AWS IAM Identity Center ac-
cording to the concept of least privilege. In combining administration of users and optimiz-
ing policy administration, AWS IAM Identity Center is vital in maintaining strong security
in today’s cloud systems [7]. A concrete example of SSO credential theft is described in the

practical part of the thesis.
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3.1.3 AWS Secrets Manager

AWS Secrets Manager is an enterprise-level and scalable solution designed for storage, main-
tenance, and retrieval of sensitive data, including but not limited to, database credentials, API
keys, and various types of tokens. Its ability to provide access to sensitive data in an aggre-
gated and specialized way through Secrets Manager avoids vulnerabilities due to accidental
access and disclosure, something necessary for maintaining a safe operating environment.
Secrets Manager also comes integrated with automated rotation capabilities for secrets, thus

ensuring credentials are up to date and hence minimizing compromised-key-induced risk [8].

Three frequently used API calls illustrate the core functionality of AWS Secrets Manager:

1. CreateSecret: This call allows you to create a new secret, specifying its name and
the sensitive data it contains. You can store credentials, encryption keys, or any con-
fidential string. By centralizing the creation and encryption of secrets, this approach

negates the need for manually distributing credentials across multiple systems [9].

2. GetSecretValue: Once a secret is stored, you can retrieve it using this API call.
The secrets are always encrypted at rest using AWS Key Management Service (AWS
KMS), and decryption occurs only when you request the secret’s value. This safe-
guards the secret from potential data breaches, as it is never stored in plaintext on

client-side systems [9].

3. RotateSecret: One of the most powerful features of AWS Secrets Manager is the
ability to automatically rotate secrets. Regular rotation significantly reduces the win-
dow of opportunity for attackers, as it invalidates old credentials within a specified
interval. The RotateSecret call can be configured to work with custom Lambda

functions, enabling flexible rotation strategies across various types of secrets [9].

The incorporation of Secrets Manager in an organization’s security system allows for safe
storage, regular rotation, and direct access by authorized personnel or services. Such ad-
vanced and centralized approach to securing and managing secrets effectively reduces cre-
dential compromise threat and strengthens a strong and governed position in today’s cloud

environment.
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3.2 Network Security

The services described in this section protect against types of attacks from the network.

3.2.1 AWS Web Application Firewall

The AWS Web Application Firewall (WAF) is an integral defensive component for web
applications by carefully analyzing and moderating inbound web traffic on the application
layer. Using AWS WAF, administrators have access to define both static (managed) and
custom rulesets, enabling them to filter through recurring attack vectors such as SQL injec-
tion and Cross-Site Scripting (XSS) and to define custom discovery and response strategies
according to unique threats. Such flexibility is found to be immensely valuable in scenar-
10s where timely response is required and where frequent updates to recently evolved attack

mechanisms have to be made [10].

A standout feature of AWS WAF is the ability to define custom detection rules [11]. These
rules can identify malicious traffic that falls outside standard or commonly known attack
patterns. For example, an organization concerned about a specific Command and Control

(C2) URL could create a custom rule that inspects the URI path for suspicious patterns:

|

2{ "Name": "MalwareC2Rule",

3 "Priority": 1,

4 "Statement":

5 "ByteMatchStatement": {

6 "SearchString": "http://x.x.x.x/malwarec2.php",
7 "FieldToMatch": { "UriPath": {} 37,
8 "TextTransformations":

9 { "Priority": O, "Type": "NONE" }
10 ]

11 } "PositionalConstraint": "CONTAINS"
12

13},

14 "Action": { "Block": {} 1},

15 "VisibilityConfig":

16 "SampledRequestsEnabled": true,

17 "CloudWatchMetricsEnabled": true,

18 "MetricName": "MalwareC2Rule"

19

20 }

Listing 3.2 Custom WAF Rule Example

When traffic matches this pattern, AWS WAF will block the request, helping to prevent
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malicious C2 communications. This level of granularity is essential for incident response, as

it allows teams to swiftly deploy new rules against emerging threats.

Alongside the provision of customized regulations, AWS WAF offers managed rule sets
available through Amazon Web Services and several third-party vendors for greater pro-
tection. The rule sets include extensive collections of current vulnerabilities and undergo
periodic updates to protect against recently discovered exploits. Administrators have access

to include both managed rules and customized regulations to provide strong protection.

Regarding pricing, AWS WAF is on a pay-for-use system, where charges for every Web
ACL, every rule deployed, and web requests processed are included. Such flexible pricing
allows companies to adapt their defensive approach according to their needs, thus keeping
wasteful expenditure to a minimum. Due to its built-in managed rule sets, bespoke detecting

ability, and clear pricing, AWS WAF is always an integral part of any solution in the cloud.

3.2.2 Amazon VPC Security Groups

Amazon Virtual Private Cloud (VPC) Security Groups are virtual firewalls attached to in-
stances in a VPC, controlling inbound and outbound network traffic in accordance with ac-
cess configurations defined by the client. The flexibility in operation gives administrators
authority to have strict controls in place, such that only necessary ports and protocol access
is available to authorized network objects. Organizations, by using security groups, maintain
the concept of least privilege, thus minimizing possible effects in case of any breach in their

systems [12].

Security Groups operate on an individual-instance level, thus becoming an integral building
block in a multiple-tier architecture. As default, they block all types of traffic, and adminis-
trators have to consciously define any authorized inbound and outbound transmissions. The
approach avoids any unexpected vulnerabilities by configuration mistakes and makes them
stronger in general. Moreover, their stateful behavior allows them to allow any return flow

in response to prior accepted flows [12].

By adopting Amazon VPC Security Groups, businesses can maintain granular traffic gover-
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nance, protecting their cloud-based assets in a cost-effective and scalable manner [12].

3.3 Security Monitoring & Threat Detection

Services described in this section focuses on security monitoring and detecting on suspicious

events within the environment.

3.3.1 AWS Security Hub

AWS Security Hub is an integrated security management platform, enabling aggregation,
categorization, and prioritization of data sourced through multiple AWS services and part-
ner solutions in a single console. Leveraging data collected by various threat discovery
tools, such as Amazon GuardDuty, Amazon Inspector, and Amazon Macie, Security Hub
gives businesses an integrated view of their state of security. Consolidation of data through
multiple threat discovery mechanisms makes possible the discovery of vulnerabilities, con-
figurations, and possible dangers in the AWS platform, hence enabling threat assessment and

consequent corrective measures [13].

A core strength of AWS Security Hub is in its seamless and holistic integration with a wide
range of AWS services. For instance, if GuardDuty identifies an alert for suspect activity on
an Amazon EC2, Security Hub collects and places such an alert in context in combination
with alerts from several other security monitoring systems. The integrated view strengthens
the correlation of events otherwise siloed in individual dashboards. The analysts therefore
have better visibility to keep an eye on possible attack movement or configuration changes

in various contexts, thus optimizing both detection and response [13].

Within the Security Hub, discovery is normalized and grouped by type, following the format
reserved for AWS Security Findings, thus presenting consistent representation of security
data. The format provides necessary details, such as severity, resource types, and timestamps,
thus enabling teams to improve or accelerate their investigational workflows. Discovery
also has the ability to forward data to services such as Amazon EventBridge, where such
services may execute rule-based remediators, for instance, running an AWS Lambda function

to isolate an affected instance [13].
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Figure 3.1 AWS Security Hub Integration With Other Services (from [14])

A noteworthy strength of AWS Security Hub is in its ability to produce and maintain context-
dependent insights, including special queries or filters to prioritize given security findings.
As an example, a team of security professionals might define a custom insight to identify root
account use by staff who do not have legitimate reasons for using such accounts in multiple

AWS contexts. An illustration of such an insight might include:

{

1

2 "Name": "RootAccountUsagelInsights",

3 "Filters": f

4 "Title": { "Value": "root account", "Comparison": "
CONTAINS" } 1,

5 "SeverityLabel": [ { "Value": "CRITICAL", "Comparison": "
EQUALS" } 1

6

7}

Listing 3.3 Custom Insight Example

By surfacing critical root account usage findings, incident responders can promptly investi-

gate and mitigate any high-risk actions performed by overly privileged identities.

Furthermore, Security Hub offers curated and managed insights. These insights are built,
curated, and regularly kept up to date by AWS, including recognized best practices and
recommended investigations. For instance, a managed insight might identify IAM users
whose IAM policies are overly liberal and therefore deviate from documented best practices.

If Security Hub identifies a policy giving unrestricted administrator access to an IAM user



TBU in Zlin, Faculty of Applied Informatics 35

who does not have multifactor authentication, it creates an equivalent insight. In an incident
response workflow, such an insight might be used by security analysts to analyze access logs,
network activity, and related findings in GuardDuty to identify if the TAM user conducted any
malicious behavior. If such behavior is found, teams might choose to take back such a policy,
enact multifactor authentication, or take other corrective actions to uphold the principle of

least privilege [13].

Through the consolidation of security data, AWS Security Hub facilitates near-real-time cor-
relations of findings and presents managed insights and context-optimized data to security
professionals. The capability strengthens discovery, investigation, and threat response in to-
day’s cloud environments. In addition, by having strong interoperability for multiple AWS
security services and third-party applications, it is an integral building block for building an
enhanced and forward-thinking defensive posture for companies seeking to have an ongoing

posture and reduce attack surfaces to their optimal limit [13].

3.3.2 Amazon GuardDuty

Amazon GuardDuty is an ongoing threat discovery system, constantly scanning AWS ac-
counts, workloads, and data for signs of possible malicious activity. The system utilizes data
aggregated from various sources, including Amazon VPC Flow Logs, AWS CloudTrail ac-
tivity events, and DNS, to produce in-depth reports focusing on possible vulnerabilities. The
ongoing monitoring approach lightens the load for security professionals by removing the
need for them to constantly analyze large sets of log data, thus enabling them to focus on

timely response and remediating [15].

GuardDuty can detect a wide range of suspicious activities, including anomalous API calls,
unauthorized access attempts, and instances of data exfiltration. Nevertheless, it is impor-
tant to note that GuardDuty is not designed to inspect the contents of payloads or perform
in-depth application-level analysis. Instead, it focuses on behavioral indicators in network

traffic and AWS account usage patterns to uncover potential threats [15].

Three examples of GuardDuty findings illustrate the breadth of its detection capabilities:
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1. UnauthorizedAccess:IAMUser/ConsoleLoginSuccess.B: Triggered when a success-
ful login occurs from an unusual geographic region or IP address, suggesting compro-

mised credentials.

2. Recon:EC2/PortProbeUnprotectedPort: Indicates that an Amazon EC2 instance is
under port-scanning attempts, signifying reconnaissance actions by potential adver-

saries.

3. Trojan:EC2/DNSDataExfiltration: Detects anomalous DNS requests suggestive of

malware communication or data exfiltration through DNS tunnels.

The outcomes of such analysis make efficient prioritization of questions and implementation
of corrective actions possible. The data collected by GuardDuty is also integrated in auto-
mated remediators using Amazon EventBridge and AWS Lambda. For instance, following
discovery of a malicious sign-in, Lambda is able to initiate isolation of the compromised
EC2 instance or de-activate compromised credentials. Such automated response compresses

response time, thus preventing possible harm by ongoing attacks [15].

While GuardDuty offers advanced and pre-defined threat detection mechanisms, it is also
shown to have flexibility in addressing unique needs of different organizations. Administra-
tors have the choice to selectively include or exclude individual data sources, modify threat
detection parameters between different AWS Regions, and define allowlists to reduce false
alarms for recognized and sanctioned network IP addresses. Organizations can maintain an
ideal balance between extensive monitoring and operational flexibility by fine-tuning such

factors [15].

In summary, Amazon GuardDuty is an integral building block in an organization’s approach
to securing the cloud, enabling ongoing monitoring, automated alerts on threat activity, and
effective response to incidents. Its ability to identify various types of malicious activity in
AWS systems strengthens the overall defensive system, giving response teams sufficient time

to address weaknesses and thwart larger breach attempts [15].
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3.3.3 AWS CloudTrail

AWS CloudTrail is an extensive logging system that carefully captures in-depth details of
every API request and following activity in an AWS environment. In capturing, maintaining,
and enabling the encryption of any activity recorded, CloudTrail promotes greater organi-
zation accountability and transparency, hence becoming an integral piece in sound cloud
security practices. The events logged include data on who performed an operation, on what
resource, and on what time, and any supplementary data in accordance with operational and

compliance needs [16].

A core strength of CloudTrail is its integrity in operation. Configured to maintain integrity in
log files, every log file is given a cryptographic signature, and on regular intervals, a "digest"
is computed. These "digest" files include checksums to allow integrity checks for changes
in logged events after storage in Amazon S3. The integrity check system assures that, in
case of any breach in security or in case of any audit for compliance, companies have trust
in recorded events. Such cryptographic checks in regulated industries where tamper-evident

logs are crucial for forensic analysis are frequently indispensable [16].

CloudTrail supports two primary categories of events: management events and data events.
Management events encompass high-level operations such as creating or deleting an Amazon
EC2 instance, modifying AWS Identity and Access Management (IAM) policies, or config-
uring security groups. These are actions that change the configuration of an AWS resource
or that use control plane operations within the AWS Management Console or AWS CLI. A
concrete example of a management event would be an IAM user creating a new policy with
overly permissive permissions. Such a log entry would contain the user’s ARN, the API call
(CreatePolicy), and timestamps indicating when the call was initiated and completed. By
reviewing this information, security teams can verify who made the policy change, whether

it was authorized, and if further investigation is needed [16].

Data events, on the other hand, provide granular visibility into the operations performed on
specific resources. One of the most common use cases for data events is to track object-level
activities within Amazon S3 buckets. For example, data events would log the GetObject or

PutObject operations when a file is accessed, uploaded, or modified. This level of detail
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is especially valuable for detecting data exfiltration attempts or unauthorized file operations.
By focusing on the actual data layer interactions, organizations can establish a fine-grained
auditing mechanism that complements the broader oversight provided by management events

[16].

In order to improve usability, CloudTrail offers the ability to collect and store logs in a
centralized store known as CloudTrail Lake. This ability, in addition to enabling query-
eligible activity data to be stored for extensive time intervals in multiple regions and accounts
in AWS, gives investigators their own sandbox to query and analyze events in their history.
Using CloudTrail Lake, threat investigators have the ability to query massive collections of
events using SQL, thus enabling them to quickly identify malicious activity, correlate suspect

activity, or execute retrospective threat hunting programs. [16].

A key strength of CloudTrail is its seamless interoperability with external SIEM systems.
Many companies rely on SIEM systems to provide them with an integrated view of their en-
tire IT system, including on-premises systems, third-party applications, and cloud services.
CloudTrail events may be sent to Amazon S3, and then automated retrieval or streamed to
SIEM systems in real time. The integrated solution allows for events in Amazon Web Ser-
vices (AWS), network activity, endpoint protection system alerts, and telemetry data to be
correlated by security analysts, thus giving them a single platform to identify abnormalities
and respond to incidents. For example, if an on-premises network sensor for detecting intru-
sions identifies malicious network activity in concurrent time, while CloudTrail is reporting
attempts to assume a given role, SIEM-provided correlation accelerates root-cause analysis

and simplifies remediation [16].

In conclusion, AWS CloudTrail provides valuable insights on "who, what, what, and where"
in interactions against multiple resources in AWS. Its ability to provide tamper-evident logs
that cover data and management events, in addition to performing comprehensive analysis
through CloudTrail Lake, makes reporting for compliance, security monitoring, and response
efficient and convenient. The ability to incorporate CloudTrail data in external Security
Information and Event Management systems strengthens the organization’s threat detection
and orchestration capabilities, thus solidifying CloudTrail’s position as an integral piece of

AWS security practices [16].
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4 EVALUATION OF AWS SECURITY SERVICES

This section focuses on the evaluation of AWS security services using a multi-criteria anal-

ysis based on the following weighted criteria:

* Confidentiality — 0.25

* Integrity — 0.20

Availability — 0.20

* Compliance — 0.15

Cost — 0.10

Scalability — 0.10

Each AWS service is assigned a number of points for each security-related category. The
ratings are scored on a scale from 1 (lowest) to 5 (highest). The services are grouped into
various security-related categories, with each category including example services that fall

into that group.

1 Point: Minimal security features or capabilities. Services rated with a 1 offer only

the most basic security controls and have very limited functionality.

2 Points: Below-average security capabilities. Services with a 2 rating provide some

security features, but they lack comprehensive protection and advanced functionalities.

3 Points: Average security posture. Services rated with a 3 meet the baseline industry

requirements by offering standard security features and protections.

4 Points: Above-average security performance. A 4 rating indicates robust security
features, strong protection measures, and effective integration with AWS security prac-

tices.



TBU in Zlin, Faculty of Applied Informatics 41

* 5 Points: State-of-the-art security. Services with a 5 rating exhibit comprehensive
protection, advanced security features, and best-in-class practices, setting the industry

benchmark. Furthermore, complexity is manageable for most of the organization.

Identity and Access Management

Solutions for managing access control, authentication, and authorization. These services

ensure that only authorized users and systems can access AWS resources.

* AWS Identity and Access Management — Core service for managing users, roles,

and permissions.

* AWS Single Sign-On — Enables centralized access management across multiple AWS

accounts and applications.

* AWS Organizations — Facilitates governance and policy enforcement across AWS

accounts.

Incident Response

Tools and processes used to detect, analyze, and respond to security incidents in the cloud

environment.

* AWS CloudTrail — Records account activity and API usage to support forensic anal-

ysis.

* Amazon GuardDuty — Threat detection service that continuously monitors for mali-

cious activity.

* AWS Security Hub — Aggregates, organizes, and prioritizes findings from multiple

AWS services and partners.
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Compliance and Auditing

Services that assist with meeting regulatory requirements and maintaining adherence to in-

ternal security standards.

* AWS Config — Tracks resource configurations and evaluates compliance against de-

sired states.

* AWS Audit Manager — Helps collect evidence for audits and assessments.

* AWS Artifact — Provides access to AWS compliance reports and agreements.

4.1 IAM Services

This section evaluates services inside the IAM category.

4.1.1 Confidentiality

Strengths:

* Granular Access Control: AWS (IAM) enables the creation of fine-grained policies

that define who can access resources and how [6].

* Federated Identity and Integration: Amazon Cognito [18] allows secure user au-
thentication through external identity providers (e.g., Google, Facebook), thereby en-

hancing authentication capabilities for mobile and web applications.

Weaknesses:

* Risk of Misconfiguration: Although the tools provide detailed control, incorrect pol-
icy settings or misconfigurations may compromise data confidentiality. Practical ex-

amples show that human error is a frequent source of vulnerabilities [19].
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Assigned Score: 4/5

Justification: Overall, AWS offers robust mechanisms for data protection. However, the
complexity of correct configuration and the risk of human error lower the potential for a

perfect score.

4.1.2 Integrity

Strengths:

* Auditing and Logging: The AWS CloudTrail service integrates the logging of all
IAM configuration changes, enabling detailed monitoring and analysis of events. This

capability significantly supports the integrity of identities and access rights [16].

* Verification Mechanisms: Services such as AWS Directory Service [20] ensure iden-
tity integrity through synchronization with external directories and the use of verified

protocols.

Assigned Score: 5/5

Justification: Owing to extensive auditing support and robust mechanisms for change man-
agement, this category achieves a high level of integrity. The primary risk lies in the opera-

tional complexity rather than in technical limitations.

4.1.3 Availability

Strengths:

* Global AWS Infrastructure: IAM and its associated services leverage AWS’s redun-

dant global infrastructure, which minimizes downtime and ensures service continuity

[6].

* Automatic Scaling: The services are designed to support a high volume of API calls

and user operations without performance degradation.
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Weaknesses:

* Dependency on Configuration: Despite high inherent availability, misconfigured
policies can result in access blocks or other operational issues, which may affect the

overall system availability [19].

Assigned Score: 4/5

Justification: While the technical availability of AWS services is high, operational risks
associated with policy configuration and management can occasionally result in accessibility

issues.

4.14 Compliance

Strengths:

* Certifications and Standards: AWS IAM and associated services comply with nu-
merous international security standards (e.g., ISO, SOC, PCI-DSS), which facilitates

alignment with regulatory requirements [21].

* Support for Role-Based Policies: The ability to centrally manage and monitor poli-
cies helps organizations demonstrate adherence to both internal governance and exter-

nal compliance obligations.

Weaknesses:

* Audit Complexity: Due to the complexity of configurations and the diversity of ser-
vices, maintaining consistent compliance across the entire infrastructure can be chal-

lenging—especially for large organizations [19].

Assigned Score: 4/5
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Justification: Although AWS provides a strong foundation for regulatory compliance, the

need for regular audits and the complexity of service configurations slightly lower the overall

Score€.

4.1.5

Cost

Strengths:

Free Core Service: Core features of AWS IAM, including user and role management,
policy-based access control, and MFA integration, are offered at no additional cost.

This makes identity management accessible without significant financial investment.

Deployment Flexibility: Most [AM capabilities are natively integrated into the AWS
account structure, reducing the need for costly third-party identity providers or addi-

tional infrastructure.

Comparative Costs with Azure: While AWS IAM’s core is free, Microsoft Entra
ID (formerly Azure Active Directory) offers a similar greater free tier for 50 000
MAU (monthly active user) [22] with $0.0163 price for any additional user, making
Azure potentially more expensive for advanced identity governance scenarios. How-
ever, Azure’s tighter integration with Office 365 and Microsoft 365 ecosystems may

reduce complexity and operational costs in Microsoft-heavy environments.

Weaknesses:

Operational Complexity: More advanced implementations—such as the use of AWS
Organizations, IAM Identity Center (AWS SSO), or Amazon Cognito—can increase
overall costs due to the need for additional administrative overhead, monitoring, and
staff training. For instance, Amazon Cognito incurs charges of $0.015 per MAU after
the first 10,000 users [18]. This makes Amazon Cognito cheaper for MAU, however,

Entra ID offers five times higher limit for free tier.

Assigned Score: 4/5
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Justification: Although the core IAM services are cost-effective, complex deployment sce-
narios and increased operational requirements can raise total implementation costs. When
compared to Azure, AWS offers better cost efficiency at the basic level, but both platforms

may incur significant costs depending on the scope of use and enterprise integration needs.

4.1.6 Scalability

Strengths:

» Native Scalability Support: AWS IAM and related services are designed for large-
scale operations. Automation tools and APIs enable the management of hundreds to
thousands of identities and access policies without significant performance degrada-
tion. Ser- vices such as AWS Organizations and IAM Identity Center [23] extend
this access control into a multi-level access management structure across multiple ac-
counts. Allowing to split the workload into smaller chunks and manage each piece for

specific AWS Organization account as needed.

* Integration with Other Services: Seamless integration of IAM with other AWS se-
curity and operational services (such as AWS Organizations, CloudTrail, and Config)
facilitates organizational growth by enabling scalable governance and control struc-

tures.

Weaknesses:

* Increasing Complexity: As the number of identities and policies grows, administra-
tive complexity rises. This can lead to configuration errors and the need to invest in
advanced automation tools and policy management frameworks to maintain control

and compliance.

Assigned Score: 4/5



TBU in Zlin, Faculty of Applied Informatics 47

Justification: While the system is inherently designed for high scalability, the increasing
complexity of identity and policy management introduces administrative challenges and may

require additional investment in operational tooling.

4.1.7 Final Score

Final score assigned to the [AM 1s: 0.25 *4+02*5+02*%4+0.15*4+0.1 *4+0.1*
4 =4.2. Overall, AWS TIAM performs very well. A slight downside for organizations is the
increasing complexity of the environment, which may lead to significant misconfigurations

and security issues, as observed previously [19].

4.2 Incident Response Services

This section evaluates the AWS services used for incident response, focusing on their ability
to detect, investigate, and respond to cloud-native security threats. The evaluated services
include AWS CloudTrail, Amazon GuardDuty, and AWS Security Hub. These services form
the core of AWS’s incident response capability, enabling evidence collection, threat intelli-

gence, and centralized security visibility.

4.2.1 Confidentiality

Strengths:

* Access Control and Encryption: AWS CloudTrail logs are stored in Amazon S3 and
can be encrypted using customer-managed KMS keys. Access is strictly governed

through IAM and S3 bucket policies, allowing organizations to isolate sensitive log

data [16].

* Scoped Intelligence: GuardDuty and Security Hub findings are context-aware and de-
signed to reveal only relevant information per account and resource. Access to findings
is restricted by identity-based and resource-based policies, supporting confidentiality

at the operational level. [15], [13]
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Weaknesses:

* Limited Granularity of Findings Visibility: GuardDuty does not allow organizations
to customize which types of findings are visible to which accounts. In multi-account
setups, all delegated administrators receive the same stream of findings, regardless
of their relevance or severity. This limits the ability to restrict access based on the

sensitivity of specific alerts or the role of each account.

Assigned Score: 4/5

Justification: Encryption and access control mechanisms are robust and well-integrated,
ensuring that threat intelligence data remains protected. However, the current limitations
in customizing visibility scopes across large organizations reduce flexibility in some high-

security use cases.

4.2.2 Integrity

Strengths:

e Immutable Logging: CloudTrail logs can be configured with object lock to enforce
write-once-read-many (WORM) protection, ensuring the immutability of audit trails

for forensic purposes [16].

* Automated Correlation and Validation: Security Hub performs rule-based and ma-
chine learning-enhanced correlation of security findings, reducing false positives and

ensuring consistent incident data integrity. [13]

Assigned Score: 5/5

Justification: The integrity of incident-related data is strongly preserved through crypto-

graphic and storage-level controls, backed by consistent validation and correlation engines.
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4.2.3 Availability

Strengths:

* Service Redundancy: All three services are deployed across multiple AWS Avail-
ability Zones and offer regional failover capabilities. CloudTrail supports multi-region

trail creation, ensuring event collection continues even in regional outages. [16]

* Always-On Monitoring: GuardDuty and Security Hub operate continuously with no
user-side infrastructure to maintain. This minimizes service disruption risks during an

actual incident. [15], [13]

Assigned Score: 5/5

Justification: AWS ensures high operational availability for its incident response services
through built-in redundancy and managed infrastructure. These services are designed for

persistent uptime under all conditions.

4.2.4 Compliance

Strengths:

* Pre-Certified for Security Standards: All services are included in AWS’s compli-

ance scope for standards [21].

* Integration with Compliance Tooling: Security Hub findings can be forwarded to
AWS Audit Manager or AWS Config to support compliance reporting and incident

response validation. [13]

Assigned Score: 5/5

Justification: The services directly support regulatory compliance and auditing workflows

and are part of AWS’s broader set of compliant services, reducing barriers to certification.
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4.2.5 Cost

Strengths:

* Detailed Tiered Pricing: GuardDuty applies tiered pricing for different data sources.

In the US East (N. Virginia) region, the monthly rates are as follows [24]:

— CloudTrail Management Events: $4.00 per 1 million events
— VPC Flow Logs and DNS Logs:

s First 500 GB/month: $1.00 per GB

% Next 2,000 GB/month: $0.50 per GB

x Next 7,500 GB/month: $0.25 per GB

% Over 10,000 GB/month: $0.15 per GB

— Malware Protection for EC2 and S3: $0.015 per GB of scanned EBS volume

or S3 object
— EKS Audit Log Monitoring: $0.0020 per audit event

* Free Tier Availability: A 30-day free trial is available for new accounts for all pro-

tection plans, including malware and EKS coverage.

Weaknesses:

* Cost Complexity and Scaling Risk: Organizations with high-volume VPC traffic or
frequent CloudTrail events can incur substantial monthly costs. For example, analyz-
ing 40 million CloudTrail management events would cost $160/month, and processing

3,000 GB of VPC/DNS logs could cost over $1,600/month.

* Comparison with Azure Defender for Cloud: Microsoft Defender for Cloud offers

a flat-rate pricing model. In its enhanced (Defender) plan, customers are charged:

— $15 per virtual machine/month

— $7 per SQL database/month
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— $4 per container registry/month [25]

For predictable workloads and consistent resource use, Azure’s flat-rate model may
offer more cost predictability, while AWS’s usage-based model may be more efficient

in low-volume or elastic environments.

Assigned Score: 3/5

Justification: GuardDuty provides granular and flexible pricing, but costs can escalate
quickly in environments with high data ingestion or broad security coverage. Compared
to Azure, the AWS model is advantageous for smaller or optimized workloads but requires

constant cost monitoring in large-scale deployments.

4.2.6 Scalability

Strengths:

* Designed for Multi-Account Environments: Security Hub and GuardDuty natively
support AWS Organizations, enabling centralized aggregation of findings from hun-

dreds of accounts with minimal configuration effort.

* Automatic Scaling: These services automatically scale with data and account size,

requiring no provisioning or performance tuning from the user.

Assigned Score: 5/5

Justification: AWS incident response services scale seamlessly across multiple accounts,
workloads, and geographic regions, making them well-suited for both small teams and enterprise-

scale deployments.

4.2.7 Final Score

The final score for Incident Response services is calculated as follows:



52 TBU in Zlin, Faculty of Applied Informatics

0.25-44+0.2-54+0.2-540.15-54+0.1-340.1-5=4.55

AWS provides a mature and resilient set of services for incident response. These services
are architected to support rapid detection, forensic integrity, and centralized operational in-
sight. While cost can become a limiting factor in large-scale deployments, the architectural

benefits—particularly in scalability, availability, and compliance—justify a high rating.

4.3 Compliance Services

This section evaluates the AWS services focused on compliance and audit readiness, specif-
ically AWS Config, AWS Audit Manager, and AWS Artifact. These services help organi-
zations track resource configurations, gather and map evidence to control frameworks, and

access compliance documentation.

4.3.1 Confidentiality

Strengths:

* Access Controls and Encryption: AWS Config records are stored in Amazon S3,
where organizations can apply SSE-S3 or SSE-KMS encryption and restrict access
through S3 bucket policies and IAM roles, keeping sensitive configuration data safe

from unauthorized users [26].

* Granular Evidence Permissions: AWS Audit Manager lets administrators define
who can view, upload, or modify collected evidence. This helps protect confidential

information associated with compliance frameworks and audit documentation [27].

Weaknesses:

* Integration with External Systems: For data exported from AWS compliance tools

into external or on-premises systems, additional measures (e.g., encryption and access

control) may be required to maintain the same level of confidentiality.
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Assigned Score: 4/5

Justification: Encryption and IAM-based controls offer solid confidentiality for compliance
data within AWS. Additional diligence is needed when integrating with systems that do not

inherit AWS’s security mechanisms.

4.3.2 Integrity

Strengths:

e Immutable Configuration Snapshots: AWS Config stores historical versions of re-
source states, enabling forensic traceability of any configuration changes. This is es-

sential for proving the integrity of critical resources during audits [26].

* Automated Evidence Collection: AWS Audit Manager systematically collects evi-
dence for major industry standards (e.g., PCI-DSS, HIPAA, SOC 2). Once ingested,
evidence cannot be altered without generating a corresponding audit trail, protecting

data integrity [27].

Assigned Score: 5/5

Justification: AWS ensures that compliance data is versioned, traceable, and tamper-evident,

providing strong integrity guarantees for audits and investigative work.

4.3.3  Availability

Strengths:

* Redundant Storage and Failover: Both Config and Audit Manager data typically
reside in Amazon S3, benefitting from high durability and multi-Availability Zone
redundancy. This ensures persistent access to compliance history, even in the face of

regional outages [26].
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* Managed Service Architecture: Since these are fully managed services, AWS han-
dles capacity, patching, and failover, keeping downtime to a minimum and ensuring

consistent availability [27].

Assigned Score: 5/5

Justification: Backed by AWS’s robust infrastructure, compliance data remains accessible

and resilient under diverse operational conditions.

4.3.4 Compliance

Strengths:

* Built-In Frameworks: AWS Audit Manager includes ready-made mappings for frame-
works like GDPR, ISO 27001, SOC 2, and PCI-DSS, reducing the time and effort

required to align AWS workloads with regulatory standards [27].

* On-Demand Documentation: AWS Artifact provides rapid access to compliance cer-
tifications and audit reports (e.g., SOC reports, ISO certificates), simplifying interac-

tions with regulators and external auditors [28].

Weaknesses:

* Customization for Specialized Requirements: While AWS supplies numerous com-
mon frameworks, organizations with highly specialized or niche regulations may need

to build and maintain custom control mappings, which can be time-consuming.

Assigned Score: 5/5

Justification: AWS offers strong compliance coverage for mainstream standards and seam-
less documentation access. Only unusual or highly complex standards may require added

work.
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4.3.5 Cost

Strengths:

* Granular, Usage-Based Pricing for AWS Config: AWS Config pricing depends on
the number of Configuration Items (Cls) recorded and Config Rule evaluations per-

formed. In the US East (N. Virginia) region:

— $0.003 per Configuration Item recorded

— $0.001 per Config Rule evaluation

For example, an environment with 10,000 resources and weekly evaluations of 5 Con-
fig Rules might cost around $160/month (assuming 10,000 recorded Cls at $0.003
each, plus 50,000 rule evaluations at $0.001 each) [29].

Weaknesses:

* Audit Manager Fees at Scale: AWS Audit Manager charges a monthly fee based on
the number of active frameworks and AWS accounts. Organizations subject to multiple

regulatory standards or operating many AWS accounts can incur higher costs [30].

* Comparison with Azure Policy and Microsoft Purview: Azure Policy is offered at
no additional charge for evaluating resource configurations in Azure [31]. However,
it does not contain all functionalities AWS Config offers. Thus, it must be combined
with other services with different pricing lists. Conversely, AWS’s usage-based model

can be more economical for smaller, highly optimized environments.

Assigned Score: 4/5

Justification: While AWS Config provides cost flexibility, charges for AWS Audit Manager
can escalate in large enterprises under multiple frameworks. By contrast, Azure Policy’s
free base tier and potential bundle pricing for advanced features may be advantageous if an

organization has significant Microsoft licensing investments.
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4.3.6 Scalability

Strengths:

* Organization-Wide Oversight: AWS Config Organization aggregators can consoli-
date configuration data and compliance statuses across many AWS accounts, simpli-

fying large-scale governance.

* Automatic Scaling to Resource Growth: As more AWS resources or frameworks are
added, Config and Audit Manager scale accordingly without manual provisioning or

performance tuning.

Assigned Score: 5/5

Justification: AWS compliance services handle expansions in resource count and multiple
accounts seamlessly, making them well-suited for both small-scale operations and massive

enterprise deployments.

4.3.7 Final Score

Using the same weighted formula (0.25 for Confidentiality, 0.2 for Integrity, 0.2 for Avail-
ability, 0.15 for Compliance, 0.1 for Cost, and 0.1 for Scalability):

Final Score =0.25x44+0.2x540.2x54+0.15x540.1 x440.1 x5=4.50

AWS offers a powerful compliance services suite with good confidentiality, integrity, and
availability characteristics. Pricing can be modest for small or efficiently optimized work-
loads, but the costs can escalate considerably in large or highly governed environments—especially
when employing AWS Audit Manager with numerous frameworks. In the meantime, Azure
Policy’s basic level is free, and other compliance features can be packaged with other ser-
vices and combined licencing, making it a compelling option in Microsoft-dominated envi-

ronments.
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CONCLUSION

The ratings of AWS [IAM-based security services, incident response function, and compli-
ance tooling display a broad and strong cloud security landscape. Incident response (4.55
overall rating) and compliance services (4.50 overall rating) both show high overall effec-
tiveness, emphasizing AWS’s strong architectural design and depth of feature. Particularly,
the compliance category achieves top marks because it has inherent compatibility with lead-
ing regulatory frameworks, automatic collection of evidence, and simplicity of access to
compliance reports—features that streamline audit processes and reduce organizational ex-

penditures.

Nevertheless, these benefits have a minor drawback in that the multi-service nature of AWS
and its fine-grained policy management can introduce complexity as companies scale. The
increased complexity typically translates to extra charges for specialist staff, more com-
prehensive training programs, and a greater possibility of misconfigurations. From a cost
perspective, the pay-as-you-use pricing model offered by AWS simplifies the management
of small or highly optimized workloads but can escalate in larger, controlled environments—
particularly where several accounts and frameworks are leveraged. On the other hand, Mi-
crosoft Azure tends to incorporate security and compliance capabilities within Microsoft
365 licensing, which may be more cost-effective for organizations deeply invested in the

Microsoft ecosystem.

Despite the costs and complexities involved, the all-encompassing services offered by AWS,
combined with their high performance in key security areas, make them an attractive choice

for organizations seeking scalable, flexible, and compliance-based solutions.
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S DETECTION ENGINEERING CONCEPTS

Detection engineering is an advanced engineering discipline for threat-centric detection mech-
anisms designed to enable companies to properly defend against adversary attacks. Using
thorough analytics of adversary behavior, systematic tuning mechanisms, and ongoing inno-
vations in security tools, detection engineering makes it possible to identify advanced and
hidden attacks in timely fashion. In addition, this discipline also demands an intimate un-
derstanding of on-premise and cloud infrastructures, and extensive insights into adversary
TTPs. Therefore, detection engineering is an integral component of current cybersecurity
practices, and by delivering data-driven insights for defensive strategies to execute, it em-

powers security professionals.

5.1 Security Information and Event Management

Security Information and Event Management (SIEM) systems provide centralized reposito-
ries for collection and correlation of data on an organization’s posture for security. In par-
ticular, SIEM tools collect, standardize, and analyze data on log events and security events
on diverse, disparate systems, such as firewalls, intrusion protection systems, endpoint pro-
tection systems, and cloud services, thus providing an integrated view of an organization’s
posture for security. The driving factor for SIEM adoption is usually the growing system
complexity and their interconnectedness in today’s cybersecurity scenarios. Rather than in-
terrogating individual, disparate systems, security professionals rely on SIEM to collect and
correlate data to provide an integrated view. Such integrated view makes data triage and in-
vestigational processes efficient, ultimately leading to a quicker response to emerging threats

[32].

From a detection engineering standpoint, SIEM platforms provide a rich context to design
and refine detection rules. By correlating events across diverse environments—including
AWS and other cloud platforms—SIEM systems help security teams detect patterns of mali-
cious behavior that would be difficult to identify in isolation. For instance, a suspicious login
to a cloud resource can be cross-referenced with endpoint activity, network logs, or threat

intelligence feeds, allowing analysts to confirm or refute potential compromises more accu-
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rately. Consequently, effective utilization of SIEM technology enables more proactive and
targeted detections, contributing significantly to robust incident response and threat hunting

efforts [32].

5.2 Pyramid of Pain

The Pyramid of Pain is a theoretical structure representing how opponents encounter various
classes of threat intelligence indicators and threat mechanisms. The pyramid divides such
indicators into various tiers, in ascending order, beginning with low-level, malleable compo-
nents on the bottom and topping out in advanced, behavior-oriented traits on top. The tiers,
in ascending order, include: Hashes, IPs, Domain Names, Network/Host artifacts, Tools, and

lastly, TTPs on top [32].

At the lower tiers, some of these indicators, for example, hash values for recognized ex-
amples of malicious code or unique IP addresses, are prone to manipulation by attackers.
In using hash-based detection practices, attackers have no difficulty rewriting their code to
produce a distinct hash. On the other hand, using an alternative domain name or IP is an in-
expensive approach for most attackers. Thus, while such basic indicators have direct benefits

for defenders, their longer-term strategic benefits are somewhat curtailed [32].

As individuals rise up through the tiered structure, Network/Host Artifacts or tools employed
by attackers become progressively harder to bypass through discovery and identification.
Finally, in the top tier, focus on TTPs leads attackers to execute sophisticated modifications
in their strategies. For example, in an AWS system, discovery of an adversary’s use of AWS
IAM role switching, unusual activity using the AWS CLI, or unusual privileges on S3 buckets
is an advanced type of discovery. Such behavior signatures progressively become harder to

mask or forge, thus heightening attackers’ struggles to adapt their strategies [32].

By establishing means to detect such elevated levels, in this case, TTPs, security profes-
sionals subject attackers to greater operational burdens, thus hindering their ability to evade

discovery and realize their objectives [32].
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Figure 5.1 Pyramid of Pain (from [33])

5.3 Tactics, Techniques and Procedures

Tactics, Techniques, and Procedures define the “how” of adversarial operations. They are
systematically described by frameworks such as MITRE ATT&CK, which categorizes adver-
sary behaviors into a structured, hierarchical taxonomy. For cloud environments like AWS,
MITRE provides a dedicated matrix of TTPs (see [34]) that helps security teams understand
the techniques commonly employed by threat actors in cloud infrastructures. Nevertheless,
attributing a specific tactic to a particular activity in a cloud setting can be challenging.
Many actions—such as the manipulation of IAM roles—may simultaneously fulfill multiple
objectives, blurring the lines between discrete tactics and making pinpoint attribution more
complex [32]. An example list of concrete TTPs that attackers can perform in the AWS

environment is below.

5.3.1 Valid Accounts

Threat actors routinely acquire and misuse legitimate account credentials to gain initial en-
try, maintain persistence, escalate privileges, or evade defenses. By exploiting these compro-
mised credentials, adversaries can circumvent security controls and access critical resources

across a network, including remote systems and externally accessible services such as vir-
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tual private networks (VPNs), Outlook Web Access, network appliances, and remote desktop
connections. These credentials may also grant elevated privileges to particular systems or al-
low entry into otherwise restricted sections of the network. Frequently, malicious actors opt
to rely solely on valid credentials rather than deploy additional malware, thereby compli-
cating attempts at detection [34]. In recent operations, the K3chang group used credential-
stealing malware specifically designed to harvest valid login information, enhancing their
ability to remain undetected and maintain unauthorized access [35]. An example scenario of

using credentials stealers to obtain valid credentials is described in Section 7.5.

5.3.2 Crete Account

Adversaries may establish new accounts to maintain their foothold within compromised sys-
tems [34]. By possessing sufficient privileges, they can create such accounts as secondary
access points, eliminating the need to deploy additional persistent tools. Instances of such
types may be found in localized systems, organizational structures, or in cloud systems. In
general, attackers tend to exploit the AWS IAM system to access unknown accounts, thus

lowering their chances of discovery.

The process of creation is usually an automated operation performed by authorized adminis-
trators in the cloud platform for granting access to recently included individuals; therefore,
depending solely on creation events for identification may fail to capture necessary details.
Therefore, creation events have to be correlated to other signs of malicious activity in order

to identify possible malicious activity.

Below is an example of an AWS CloudTrail log demonstrating the creation of a new user
(persistenceuser) within IAM. This type of API call can enable adversaries to retain unau-

thorized access to a targeted cloud environment:

1

2{ "eventVersion": "1.10",

3 "userIdentity": {

4 "type": "Root",

5 "principalId“: "000123456789",

6 "arn": "arn:aws:iam::000123456789:roo0t",
7 "accountId": "000123456789",

8 "accessKeyId": "ASIABFTZFNQVQPXM4HQ4",

9 "sessionContext": {

"attributes'":
"creationDate": "2024-10-17T08:05:3472",
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1% "mfaAuthenticated": "true"

12

14 }

5 3},

16 "eventTime": "2024-10-17T08:08:232",

17 "eventSource": "iam.amazonaws.com",

18 "eventName": "CreateUser",

19 "awsRegion": "us-east-1",

20 "sourceIPAddress": "123.222.222.1",

21 "userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64,; x64)
22 AppleWebKit /537.36 (KHTML, like Gecko)
23 Chrome/123.222.222.2 Safari/537.36",
24 '"requestParameters":

25 } "userName": "persistenceuser"

26 ,

27 "responseElements": {

28 "user":

29 ”path" : u/n ,

30 "userName": “Bersistenceuser“,

31 "userId": "AIDABFTZFNQV6MQG6EXXFQO",

32 "arn": "arn:aws:iam::000123456789:user/persistenceuser"
33 "createDate": "Oct 17, 2024 8:08:23 AM"

34 ) }

35 s

36 "requestID": "73187fc0-0a3b-4b87-9£f83-7d1539117140",
37 "eventID": "e8eebed3-8c4c-43cl-a66b-6fc730859%9acd",
38 "readOnly": false,

39 "eventType": "AwsApiCall",

40 "managementEvent": true,

41 "recipientAccountId": "000123456789",

42 "eventCategory": "Management',

43 "tlsDetails":

44 "tlsVersion": "TLSv1.3",

45 "cipherSuite": "TLS_AES_128_GCM_SHA256",

46 "clientProvidedHostHeader": "iam.amazonaws.com"

47 s

48} "sessionCredentialFromConsole": "true"

49

Listing 5.1 Example of CreateUser event in AWS CloudTrail logs

5.3.3 Event Driven Execution

Adversaries possess capability to take advantage of built-in capabilities in AWS to main-
tain persistence or increase their privileges by running code in response to events. For in-
stance, malicious actors might use Amazon EventBridge, otherwise referred to as Cloud-
Watch Events, to invoke malicious AWS Lambda code. The malicious actors might maintain
persistence or provide for movement between systems by simply creating or modifying an
events rule pointing to compromised Lambda code, if only if running code holds elevated

privileges.

Below is an illustrative AWS CloudTrail log event demonstrating how an adversary could

alter EventBridge targets (PutTargets) to invoke a malicious Lambda function:
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1
2{ "eventVersion": "1.08",
3 "userIdentity": {
4 "type": "IAMUser",
5 "principalId": "AIDA5FTZFNQVUVMWRO7WR"
6 "arn": "arn:aws:iam: 000123456789 user/testlnguser“,
7 "accountId": "000123456789"
8 “accessKeyId“' "ASIASFTZFNQVUKCGTHZD"
9 "userName": "testinguser",
10 “se351onConteXt":
11 "sessionIssuer": {7},
12 "webIdFederationData": {},
13 "attributes": {
14 "creationDate": "2024-10- 23T16 26:237Z",
15 "mfaAuthenticated": "false"
16
17 }
8},
19 "eventTime": “2024 10-23T16:33:382",
20 "eventSource": "events.amazonaws.com" s
21 "eventName": "PutTargets"
22 "awsRegion": "us-east-1",
23 "sourceIPAddress": "123.222.222. 1",
24  "userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
25 AppleWebKit /537.36 (KHTML, like Gecko)
26 Chrome/123.222.222.2 Safari/537.36",
27 "requestParameters":
28 "rule": "BackdoorEventRule",
29 "eventBusName": "default",
30 "targets”: [
31
32 e d“' "Idb7c7a53c 0595-47cc-8ce6-708fbb02e10c",
33 ar¥ : rn ws &amb a: ua ast -1:000123456789:
. } unctl ckdoorLambdaFunction
35 ]
36},
37 "responseElements": {
38 "failedEntryCount": O,
39 "failedEntries": []
40 s
41 "requestID": "72062f38-6891-4d95-b194-40468ab0d773",
42 "eventID"' "ed1f07d2-72d3-4f4f-8d82-8d034ae18f78",
43 "readOnly": false,
44 "eventTy e": "Awsh iCall",
45 aprer31on : "2015-10-07",
46 "managementEvent": true
47 "recipientAccountId": "000123456789“
ZH "eventCategory": "Management",
49 "tlsDetails":
50 "tlsVersion": "TLSv1.3"
51 "c1pherSu1te”: "TLS_AES 128_GCM_SHA256",
52 "cléeﬁpProv1dedHostHeader"' "events.us-east-1.amazonaws .
53 s
24} "sessionCredentialFromConsole": "true"
5

Listing 5.2 Example of PutTargets API call in AWS EventBridge logs

An example scenario illustrating detection possibilities for this TTP is presented in the prac-

tical section, specifically in Section 7.6.
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5.3.4 Modify Authentication Process

Adversarial agents have the ability to compromise or manipulate standard authentication
mechanisms, thus gaining prolonged or enhanced access to cloud systems while bypassing
standard exploit strategies. In Amazon Web Services, such an approach highlights aspects
concerning access and identity, including Identity Providers, trust models, and system au-
thentication mechanisms. As such, through such systems, malicious actors have effectively
bypassed protection mechanisms, lowered chances of discovery, and maintained unautho-

rized access to sensitive systems or data [34].

A prominent case in point is SAML provider metadata manipulation. SAML is an access
federated protocol for authentication, enabling external Identity Providers to provide access
to services in AWS through assertions. If an adversary is able to obtain sufficient privi-
leges (i.e., by compromising an administrator’s access to an AWS account), they have the
ability to manipulate SAML metadata, such as injecting malicious attributes or modifying
trust relationships. Such manipulation may allow attackers to forge SAML assertions or to
impersonate authorized individuals’ delegated roles, thus granting them access to sensitive
data. Because such assertions appear to have valid authority, such an attack is sure to evade
standard identity and access monitoring, thus enabling attackers to roam sideways and steal

data in regions left unseen.

This TTP can fall under multiple categories in the MITRE ATT&CK framework, includ-
ing Credential Access, Defense Evasion, and Persistence. By manipulating authentication
data, adversaries effectively acquire credential-level privileges (Credential Access). At the
same time, they circumvent security controls designed to detect illegitimate logins (Defense
Evasion). Moreover, the ability to repeatedly assume unauthorized roles or reintroduce ma-
nipulated SAML metadata ensures a consistent foothold in the environment (Persistence).
Consequently, organizations must apply a robust, multi-layered security strategy to prevent

and detect such threats.

Detecting this TTP necessitates thorough visibility into authentication workflows and iden-
tity management changes. Organizations should implement strict version control and change

management processes for SAML metadata and other trust relationship configurations. Mon-
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itoring AWS CloudTrail logs for modifications to identity providers, unusual role assump-
tion patterns, or suspicious policy updates can provide early warning indicators. Employing
continuous compliance checks against known baselines (e.g., AWS Config or third-party se-
curity tools) also helps guard against unauthorized modifications. An example of this type

of monitoring activity is described in Section 7.8.

Ultimately, defending against these attacks requires a combination of strong governance
policies, least-privilege access principles, and robust monitoring capabilities that can detect
anomalies in the authentication process. Failure to secure these mechanisms can result in
persistent unauthorized access, privilege escalation, and the potential compromise of critical

cloud resources.

5.3.5 Remote Services

Adversaries may exploit remote services in AWS to gain unauthorized entry, maintain persis-
tence, and move laterally within a victim’s cloud infrastructure [34]. This tactic frequently
involves probing or abusing commonly used protocols such as Secure Shell (SSH) or Re-
mote Desktop Protocol (RDP), which are configured to allow remote access. In Amazon
Web Services, Elastic Compute Cloud (EC2) instances must have specific ports opened in
security groups and network access control lists before an adversary can connect externally.
For instance, enabling inbound traffic on TCP port 22 allows SSH connections, while port

3389 allows RDP.

Unintentionally, incorrect configurations in ACLs or in security groups may make EC2 in-
stances available to the general population on the Internet, thus increasing vulnerability to
brute-force or credential stuff attacks. Furthermore, attackers who have compromised the
environment might use such opened-up ports to execute lateral movements, thus expand-
ing their access to other available resources. However, an intentional segregation approach
through the implementation of Virtual Private Cloud (VPC) effectively limits available at-
tack vectors for an adversary. Dividing up workloads and preventing direct external access,

defenders can define possible attack vectors and limit any breach impact.

Regularly reviewing network configurations, enforcing least-privilege rules on security groups,
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and closely monitoring suspicious inbound traffic are key measures to mitigate threats asso-

ciated with exposed remote services in AWS.

An example activity related to this tactic is described in Section 7.10.

5.3.6 Credential Access

This technique involves obtaining credentials from centralized password management sys-
tems, thereby granting adversaries unauthorized access to sensitive resources [34]. In Ama-
zon Web Services, attackers may exploit AWS Secrets Manager, a service designed to store
and manage credentials securely. With elevated privileges, adversaries can list or retrieve
various secrets (e.g., database credentials, API keys) and subsequently leverage these cre-

dentials to move laterally or escalate privileges within an environment [36].

A common attack scenario might begin with an adversary who has compromised a priv-
ileged AWS Identity and Access Management (IAM) user or role. Utilizing that access,
they could invoke API calls such as ListSecrets to identify stored credentials, followed
by GetSecretValue to obtain the actual password or key material. Further activities might
involve DescribeSecret to gather additional metadata about the compromised secrets, po-
tentially aiding in broader reconnaissance. Once the adversary possesses these sensitive
values, they can use them to access databases, external services, or other protected assets, all

while remaining undetected if the events go unmonitored [36].

Because these stolen credentials can directly facilitate unauthorized entry, this technique fits
under the Credential Access tactic. Effective defenses include enforcing strict access con-
trols on AWS Secrets Manager, regularly rotating stored secrets, and monitoring unusual
API calls associated with secrets retrieval. By correlating suspicious ListSecrets and
GetSecretValue events with unexpected user activity, security teams can identify poten-

tial credential compromise before it escalates into a more significant breach [36].
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5.4 Sigma

Sigma is an open, community-driven project aimed at providing a standardized, vendor-
neutral format for expressing detection rules in a structured and human-readable manner
[37]. Originating from the need to describe security detections independent of a particular
technology stack, Sigma rules enable security practitioners to define consistent detection
logic across different SIEM solutions and analytics platforms. Instead of relying on platform-
specific syntaxes, detection engineers can write rules that follow a unified template and then

translate them to any supported SIEM query language [32].

The characteristics of portability and flexibility improve the effectiveness of detection engi-
neering workflows. An organization is able to quickly adapt to novel tools or incorporate
extra detection structures using a store of Sigma rules. In addition to interoperability, Sigma
rules provide an organised and collaborative approach to detection logic. Further, version-
ing, testing, and validating of detection rules is made possible for security professionals, thus

enabling reproducibility and traceability [32].

In the case of AWS implementations, the importance of Sigma is paramount. As systems and
implementations transition to, or undergo, integration to cloud systems, detections’ rationale
needs to adapt to handle multiple data types and configurations of logging. The use of Sigma
facilitates structured rationale in describing detections in context to cloud implementations,
which in turn is compiled to query Amazon Security Lake, Amazon OpenSearch Service, or
any external and cloud-native SIEM solution. Such flexibility enhances detection engineer-
ing, thus keeping organizations on their toes and in sync with the constantly changing threat

landscape [32].
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6 ADVERSARY ACTIVITY DETECTION

This thesis discusses the application in practice of accurate detection rules using Sigma.
The detection rules, encapsulating the logical structure of detection, may be specialized for
presentation models to fit an organization’s unique security solution. The detection rules in
this thesis focus on the upper tiers of the Pyramid of Pain, focusing in on tools and TTPs. The
lower tiers of the Pyramid of Pain, such as hash values, IP addresses, and domain names, fit

better in threat intelligence feeds and may, for instance, be covered by Amazon GuardDuty.

Every environment is unique, and organizations have distinct procedures and handling meth-
ods. Consequently, detection rules must be tailored to the specific needs of each organization.
The detection rules presented in this thesis primarily focus on TTPs, which inherently intro-
duce a certain level of false-positive risk, as the targeted functionalities may be legitimately
used within an organization. If a targeted functionality is essential for normal business oper-
ations, it is advisable either to exclude the rule altogether or to implement specific exceptions
to filter out legitimate activity. These rules are built upon CloudTrail API telemetry and rely

exclusively on API calls captured by this service.

6.1 Rule Structure

The structure of the detection rules is adapted from [32] and has been customized to align
with the requirements of detection engineering in AWS environments. Each detection rule

consists of the following fields:

1. Title - A human-readable title for the detection rule.

2. Name - A unique identifier for the detection rule, serving as a reference ID for corre-

lation rules.

3. Description - A concise explanation of the rule’s purpose, providing analysts with

context when an alert is triggered.

4. Author - The name of the individual who created the rule, enabling organizations to

identify the rule’s origin and contact the author for inquiries or modifications.
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10.

11.

12.

13.

14.

. Creation date - The date on which the rule was created.

References - Links to external resources that may provide useful context for investi-

gating alerts.

License - The license under which the rule is distributed.

. Tags - References to specific MITRE TTPs associated with the activity that the rule is

designed to detect.

Severity - The priority level of alerts generated by the rule. For example, low severity
typically indicates informational alerts requiring no immediate action; medium severity
suggests potentially suspicious activity warranting further investigation; high severity
signals a likely malicious threat requiring prompt action; and critical severity denotes

an imminent and severe threat demanding an immediate and decisive response.
False positives - Known false positives associated with the rule.

Investigation - Recommended steps and guidelines for analyzing alerts generated by

the rule to determine whether the activity is benign or malicious.
Response - Suggested response actions if the activity is confirmed to be malicious.

Log source - The log source utilized by the detection rule, which is essential when

translating the Sigma rule into specific SIEM rules.

Detection - The core detection logic formatted according to Sigma standards.

Each detection rule references telemetry collected from CloudTrail and includes a corre-

sponding translation to a specific SIEM solution to validate its effectiveness.



TBU in Zlin, Faculty of Applied Informatics 71

7 DETECTION RULES

This section presents a list of detection rules developed in this thesis. The rules follow the

naming conventions outlined below:

1. Keys - YAML rule keys (excluding fields in the detection section) use kebab case.
2. Detection names - The names of detections use camel case.

3. Detection parts - Detection conditions within the detection section follow camel case

notation.

Maintaining distinct notations for detection rule names and detection conditions within the
rule itself allows for a clear distinction between references to other rules and specific condi-

tions within a rule.

7.1 Shared Rules

To fully capitalize on the benefits of the detection-as-code approach, redundant code across
multiple detection rules can be extracted into separate rules, which are then referenced within
other rules in their condition sections. This section introduces shared rules that are referenced

in later detection rules.

However, Sigma does not inherently support referencing other rules unless the primary rule
type is set to correlation. To enable code reuse, a preprocessing script (see 0.31) was devel-
oped to modify the rules before they are processed by the Sigma engine. This script copies
the detection section from the referenced rules and adjusts references accordingly, ensuring

compatibility with the Sigma engine.

7.1.1 IAM Persistence

The rule shown in 7.1 defines a set of IAM service event names that may be used as part of

persistence techniques. While these event names are not inherently malicious, their usage
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under certain circumstances should be closely monitored. Specific cases where these events

indicate potential threats will be covered by dedicated detection rules later in this thesis.

1 title:  IAM Persistence
2name: iam_persistence

3description: "This detection identifies IAM events that can
be used to establlsh persistence."
4creation-date: é25/2024

5 author: Jﬁ? Blaze
6license:
7tags’
8 - attack.TA0003
9 logsource:
10 product: aws
service: cloudtrail
dete t o
select
even
reateUser
reateAccessKey
UpdateAccessKey
CreateLoginProfile
UploadSSHPublicKey
CreateServiceSpecificCredential

teRo
SpggtgAssumeRolePollcy
AttachRolePolicy
PutRolePollcy

assRo
reate ollc

AttachUserPolicy
PutUserPolicy
AttachGrouEPollcy
PutGroupPoli
CreatePollcyVers1on
CreateGroup

33 - AddUserToGroup

34 condition: selection

Bin:
%N me

(T Y Y T R I A I N O N R oY el

Listing 7.1 Sigma rule identifying IAM calls that may be used for persistence

7.1.2 Successful AWS Console Sign-in

This detection rule identifies successful sign-ins to the AWS console based on a combination

of the event name, event source, and response elements.

I title: Successful AWS Console Sign-in
name: successful_console_sign_in
description: "Detects successful sign-in to the AWS console"

author: Jan Blaz §
creation-date: 10/29/2024
icense: MIT
ags
- attack T1078
severity: Low

) confidence: ngh
Il logsource:
12 product: aws

13 service: cloudtrail
14deteit10n
ectign:

OO0 NN B W N

16 eventName : ConsoleLogln
17 eventSource: signin.amazonaws.com
18 responseElements.Consolelogin: "Success'

19 condition: selection
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Listing 7.2 Sigma rule identifying successful AWS console sign-in

7.1.3 Automated Execution

This detection rule identifies API calls executed via automation scripts. Automated scripts
typically interact with AWS using an SDK (Software Development Kit), which by default

includes custom user-agent strings. One of the most widely used AWS SDKs is Boto3 [38].

title: Automatgd API Call Execution
name: automated_execution
author: Jan Blaze$
creation-date; 10/7/2024
confidence: High
detection:
selection: )
userAgent|startswith:

0N\ N A W=

[@Ne)

condition: selection

Listing 7.3 Sigma rule identifying API calls executed by automation scripts

7.2 Root Sign-in Without Multi-Factor Authentication

The AWS root user has unrestricted privileges within the environment, making it crucial to
enforce multi-factor authentication (MFA) for this account to maintain the overall security
of the AWS environment. AWS has established best practices for root user security [39],
emphasizing the necessity of enabling MFA for the root user as a fundamental security mea-

sure.

Detecting root user sign-ins without MFA serves two primary purposes. First, it alerts the or-
ganization’s security team that the AWS environment may not be compliant with established
security standards. Second, it can function as an early warning mechanism in the event that

an adversary has successfully disabled MFA and subsequently authenticated as the root user.

As a result, this detection rule plays a critical role in safeguarding the environment against

potential compromises while ensuring adherence to security best practices.
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I title: AWS Root Sign in Without MFA

w N

12

response: "Immediate

name : root_si%n_in_without_mfa
description:

Detects when the AWS root user signs in without
utilizing Multi-Factor Authentication (MFA), which poses
a significant security risk as the root account has

unrestrlcted ,access to all resources in the AWS
envirqQnme

author: an 5
creation-date: 10 29/2024
1cense MIT

attackLT1078

severity
confidence: High
investigation: "Review the login details, including the

source IP address, and location, to validate if the sign-
in is consistent with known administrative pattermns.
Confirm whether the root account was expected to be used
and check for concurrent suspicious activities.
Additionally, audit other AWS services for any anomalous
activity followin% the root login."

y enable MFA on the root account and
rotate the root password. If unauthorized access 1is
suspected, initiate a full account lockdown, including
revoking active sessions. Rollback all changes made by
root user following the successful login."

logsource:
product: aws

service: cloudtrail
dete tion

ect
userigentlty type: Root

addltlonalE entData.MFAUsed: "No!

condition: selection and successful_console_sign_in

Listing 7.4 Detection Rule of Root Login Without MFA

The aforementioned rule can be translated into a SIEM-specific query to facilitate the detec-

tion of the targeted activity. Listing 7.5 presents the rule converted into a Splunk query using

the Sigma framework. This query was generated by executing the command sigma convert

—without-pipeline -t splunk -f default preprocessed_rule.yml.

It is important to note that the resulting query does not include the index field, as this field

is specific to individual implementations. The index field can be configured using pipelines,

which utilize the logsource attributes defined in the rule (refer to lines 13—15).

Il eventName="ConsolelLogin" eventSource="signin.amazonaws.com"

userIdentity.type="Root" additionalEventData.MFAUsed="No"
responseElements.Consolelogin="Success"

Listing 7.5 Root Login Without MFA Converted Into Splunk Query
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7.3 Enumerate-IAM Tool

Enumerate-IAM is an open-source offensive tool available on GitHub [40]. The tool is de-
signed to validate all event names and determine whether a user has the necessary permis-
sions to execute them. This testing is conducted using a brute-force approach, with the order

of executed API calls randomized, making correlation-based detection rules less effective.

The Enumerate-IAM tool is described by two detection rules. The first rule, shown in Listing
7.6, focuses on the payload dummydata, which is used as a placeholder value when testing
API calls that require input parameters. The rule specifically targets two event names: Get-
TransitGatewayMulticastDomainAssociations and GetVpnConnectionDeviceSampleConfig-

uration, as these are unlikely to use dummydata as a legitimate input.

The same principle applies to any other event name originating from the s3.amazonaws.com
event source. Since bucket names in Amazon S3 must be globally unique, legitimate API
calls to s3.amazonaws.com using dummydata as a bucket name should, under normal cir-
cumstances, appear on only a single AWS account globally (or in a few other accounts that

have shared access to that specific bucket).

title: Enumerate-iam Tool Signature (Unusual Payload)

name: enumerate_iam_bruteforce_multiple_calls

description: Detects unusual API call patterns commonly
observed in the open-source project ’enumerate-iam’, which

is also included in penetration testing tools like Pacu.
This rule covers multiple calls such as °’
GetTransitGatewayMulticastDomainAssociations’,
GetVpnConnectionDeviceSampleConfiguration’, and suspicious
access to a bucket named ’dummydata’.

4 author: Jan Blazeb

5 creation-date: 10/30/2024

6 references:

7 - httpi://github.com/andresriancho/enumerate—iam/tree/
master

- https://github.com/RhinoSecurityLabs/pacu/blob/master/

pacu/modules/iam__bruteforce_permissions/main.py

nse: MIT

aJAg0es

epositives:

Legitimate API calls targeting ’dummydata’ for proof-of-
concept or testinﬁ urposes, including °’
GetTransitGatewayMulticastDomainAssociations?’,

GetVpnConnectionDeviceSampleConfiguration’, or bucket
. .access.
lslnvestlgat?on: >

16 Confirm whether the observed activity originated from an
authorized user or application

17 by reviewing the IAM user’s or role’s assigned permissions
and correlating the source IP

18 address with expected administrative activity. Evaluate the
timestamps of the events to

W N =

oo

oO\o

é tack
r%t :

D —

B~ W
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identify patterns or unusual behaviors, and check for

associated API lls .in close tim
prox?mgty t%at cou 3 %nd%cate a coor%inated or scripted

actio

response: 1+ unauthorized access is confirmed, revoke or

restrict the permissions of the IAM role or user involved.

.Perform review of other related _c¢loud resources to
1dent1§y %urther unauthorlzeg moglflcatlons ang secure the

environment.

logsource:

product: aws
service: cloudtrail

deteitlon:
S

ectionl: . . . . .
eventName: GetTransitGatewayMulticastDomainAssociations

eventSource: ec2.amazonaws.com
requestParameters.

GetTransitGatewayMulticastDomainAssociationsRequest.
TransitGatewayMulticastDomainId: dummydata

selection?2:
eventﬁame: GetVEnConnectionDeviceSampleConfiguration

eventSource: ec2.amazonaws.com
requestParameters.

GetVpnConnectionDeviceSampleConfigurationRequest.
VpnConnectionDeviceTypeld: dummydata

select1§n3:
eventSource: s3.amazonaws.com
requestParameters.bucketName: dummydata

condition: selectionl or selection2?2 or selection3

e

Listing 7.6 Enumerate-iam Tool Signature (Unusual Payload) detection rule

The second rule, shown in Listing 7.7, detects the use of the Enumerate-IAM tool based

on an unordered sequence of unusual API calls. The following API calls were selected for

detection due to their uncommon usage patterns:

1. DescribeFpgalmageAttribute - The use of FPGA (Field-Programmable Gate Ar-

ray) resources is highly specialized and rare compared to general AWS services such
as EC2, S3, or VPC. This API is relevant only for customers building hardware-

accelerated workloads, representing a small subset of AWS users [41].

. GetInstanceTpmEKPub - This API retrieves TPM (Trusted Platform Module) data

from EC2 instances, a niche use case primarily relevant for secure computing. It is

rarely encountered in most cloud environments [42].

. GetCoipPoolUsage - COIP (Customer-Owned IP) pools are part of AWS Outposts

and are only applicable to customers using hybrid solutions with custom IP ranges. As

a result, its usage is restricted to a limited segment of AWS users [43].

If the tool is used without modification, both detection rules will trigger, leading to duplicate

detections. However, covering the tool with multiple detection rules enhances the likeli-
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hood of detection, even if the tool is modified to evade existing detection mechanisms. The

detections referenced within the second detection rule are provided in Listing 7.7.

I title: Enumerate-iam Tool Signature (Unusual API Calls
Sequence)

description: "Detects an unusual sequence of API calls
indicating permission brute force acativity pattern
commonly observed in the open-source project ’enumerate -
iam’, which is also included in penetration testing tools
like Pacu."

[3%)

3references: . . .

4 - httpi://glthub.com/andresrlancho/enumerate—1am/tree/
master

5 - https://github.com/RhinoSecurityLabs/pacu/blob/master/

pacu/modules/iam__bruteforce_permissions/main.py

6 investigation: >

7 Confirm whether the observed activity originated from an
authorized user or application

8 by reviewing the IAM user’s or role’s assigned permissions
and correlating the source IP

9 address with expected administrative activity. Evaluate the
timestamps of the events to

10 identify patterns or unusual behaviors, and check for

associated API lls .in close tim
11 prox?mgty that could %nd%cate 3 coordinated or scripted

actio . . .
2 response: %f unauthorized access is confirmed, revoke or
restrict the permissions of the IAM role or user involved.

Perform review of othe relat loud resources to
identg¥y %urther unauthor§2e3 mogﬁfgcat?ons ana secure the

authSr? 5aR"814s

N

3 e

4 creation-date: 10530/2024
5%1cense: IT

6 tags:

7 - tack,TA0043
xseve%%t?? Hggh

9 correlation:

type: temporal

rules: . . .
- %escrlbe_fpga_1mage_attr1bute_event_name

- get_instance_tpm_ek_pub_event_name
- get_coip_pool_usage_event_name
group -by:
- userldentity.arn
timespan: 15m

O I N R R N R N L R S R e e el
AN B W=

3

Listing 7.7 Enumerate-iam Tool Signature (Unusual API Calls Sequence) detection rule

7.3.1 Deployment

After preprocessing the rules using the Python script referenced in 0.31 and compiling them
with the Sigma framework for deployment in a Splunk SIEM solution, the following detec-

tion rules are obtained:

! multisearch
k search eventName="DescribeFpgalmageAttribute" userAgent IN

("Boto3x*", "aws-sdk-x") | eval event_type="
describe_fpga_image_attribute_event_name" ]

3 [ search eventName="GetInstanceTpmEkPub" userAgent IN ("Boto3
*", "aws-sdk-*") | eval event_type="

0o
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get_instance_tpm_ek_pub_event_name" ]
4 [ search eventName="GetCoipPoolUsage" userAgent IN ("Boto3x*",
"aws -sdk-*") | eval event_type="
get_coip_pool_usage_event_name" ]

6| bin _time span=156m
7| stats dc(event_type) as event_type_count by _time
userIdentity.arn

9| search event_type_count >= 3

Listing 7.8 Enumerate-iam Tool Signature (Unusual API Calls Sequence) Converted Into
Splunk Query

| (eventName="GetTransitGatewayMulticastDomainAssociations"
eventSource="ec2.amazonaws.com" requestParameters.
GetTransitGatewayMulticastDomainAssociationsRequest.
TransitGatewayMulticastDomainId="dummydata") OR (eventName
="GetVpnConnectionDeviceSampleConfiguration" eventSource="
ec2.amazonaws .com" requestParameters.
GetVpnConnectionDeviceSampleConfigurationRequest.
VpnConnectionDeviceTypeId="dummydata") OR (eventSource="s3
.amazonaws .com" requestParameters.bucketName="dummydata")

Listing 7.9 Enumerate-iam Tool Signature (Unusual Payload) Converted Into Splunk Query

7.4 Federation Token Abuse

Adversaries can exploit federated tokens to maintain access to an AWS environment even
after their long-term access keys have been deactivated. This technique is described in [44].
When an attacker uses a federated token, revoking their access becomes significantly more
challenging, as federated tokens are not easily deactivated or visible and can remain valid for
up to 12 hours. AWS has published an official guide [45] detailing the process for revoking

federated access, which should be followed during incident response activities.

According to [46], federated tokens are restricted from performing any IAM operations and
all STS operations except for the GetCallerldentity API call. However, this restriction does
not apply when a federated token is used to sign into the AWS console, where IAM oper-
ations can still be executed. If an attacker attempts to exploit federated tokens to establish
new long-term persistence after their original long-term access keys have been deactivated,

the following sequence of four API calls must occur:
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1. GetFederationToken - Used to exchange long-term access keys for a temporary fed-

erated token.
2. GetSigninToken - Generates a sign-in URL.

3. ConsoleLogin - Indicates a successful authentication using the previously generated

sign-in URL.

4. TAM service interaction - An API call to establish new long-term persistence within

IAM.

When analyzing the ConsoleLogin API call, it is important to note that the userldentity.type
field is set to FederatedUser. This combination of values implies that the GetFederationTo-

ken and GetSigninToken methods must have been invoked beforehand.

7.4.1 Detection Rules

Two detection rules were developed for this technique, designed to work together to iden-
tify and alert on suspicious activity. The first rule, Federated User Performing IAM
Persistence, detects successful federated token abuse and raises an alert when any IAM

operation indicative of potential long-term persistence is performed.

The second rule, User Logging into the AWS Console Using a Federated Token, detects an
attack one step earlier—before IAM persistence is established. Additionally, this rule is

designed to capture activity when an attacker uses an event not explicitly listed in 7.1.

Since both rules share the same logic for identifying federated users, this detection logic has

been extracted into 7.10.

I title: ngeratgd User
2>name: federated_user
3description:

author: Jan Blaz 5
creation-date: 10/25/2024
references:
- httgs //docs.aws.amazon.com/STS/latest/APIReference/

GetFederatlonToken html

BN Ko JU, N

8§ license:
9 OgSOlerGZ

10 product: aws

11 service: cloudtrail
12detection:
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lecti :
Seuggriggntit .type: FederatedUser

condition: selection

[V NS}

Listing 7.10 Sigma detection rule identifying operations performed by federated users

The final detection rules are presented in Listings 7.11 and 7.12. The confidence level of
these rules is set to medium, as they may generate alerts for legitimate workflows under

certain circumstances.

Tuning recommendations are provided in Section 7.4.2. Once the rule has been properly

adjusted for a specific environment, its confidence level may be increased accordingly.

I title: User Logging into the AWS Console Using Federated

2desgg§%%ion: "This detection identifies a user signing into
the AWS Console using a sign-in URL generated by a
federated token. Long-term security credentials can be
used to request short-term federated tokens through the

sts:GetFederationToken API. These feder%ted tokens can.
continue to provide access even 1f the long-term security

credentia%s thaR §reated them %re deact%vated. When_ used
outside of the AWS Management Console, federated tokens

cannot perform IAM operations unless explicitly permitted.
However , these tokens can be used to generate a console
sign-in URL, potentiall bgpassing such restrictions.
Attackers have previously been using this technique to 1log
into the AWS Console and bypass certain federation token
restrictions related to creating long-term persistence.'
author: Jan Blazek
creation-date: 10/25/2024
references:
- https://www.crowdstrike.com/en-us/blog/how-adversaries -
persist-with-aws-user-federation/
7 - https://aws.amazon.com/blogs/security/how-to-revoke -
federated -users-active -aws-sessions/
8§ severity: Medium

9license: MIT
10 falsepositives:

11 - "Legitimate operation when external authentication server

. is involvg%.”_ _ S .
12 investigation: "Review if the activity is expected. Check

other activity Performed by the user after the successful
login was made."

13 response: "Revoke federated users active session. If the
usage of federated tokens is not needed if the environment
, 1limit its usage using SCP."

14 tags:

15 - attack.T1078

16 logsource:

17 product: aws

18~ service: cloudtrail
19detec510n: . .
20 condition: federated_user and successful_console_sign_in

N W

Listing 7.11 Sigma detection rule identifying federated user logging into the AWS console

Il title: Federated User Performing IAM Persistence
2description: "This detection identifies IAM operations that
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NN W

may lead to long-term persistence being performed by a
short-term token. Long-term security credentials can be
used to request short-term federated tokens through the

sts:GetFederationToken API. These feder?ted tokens can
continue to provide access even ong-term security

credentla%s thaR §reated them 8re deact%vated. When_ used
outside o WS Management Console, federated tokens

cannot perform IAM operations unless explicitly permitted.
However , these tokens can be used to generate a console
sign-in URL, potent1a11{ b%pa551ng such restrictions.
Attackers have previously been using this technique to
create new long-term access using short-term credentials
even after the original long-term credentials were revoked

author Jan Blaze§
creation-date: 10/25/2024
references:

- https://www.crowdstrike.com/en-us/blog/how-adversaries -
persist-with-aws-user-federation/

- https://aws.amazon.com/blogs/security/how-to-revoke -
federated users-active-aws-sessions/

severity: High

ense: MIT
sepositives:

egitimate operation when external authentication server
is_involv

1nvest1gat10n $%ev1ew if the activity is expected. Check

other activity Performed by the user after the successful
login was made.

response: "Revoke federated users active session. Mitigate

any persistence alerted by the rule. If the usage o
federated tokens is not needed if the environment, limit
its usage using SCP."

tags:

- attack.TA0003

logsource:

product: aws
service: cloudtrail

detection

condltlon federated_user and iam_persistence

Listing 7.12 Sigma detection rule identifying federated user performing IAM persistence

7.4.2 Excluding Legitimate Activity

The use of federated tokens also has legitimate use cases. The official AWS documentation

for GetFederationToken [46] states that this API call is typically made by a server application

acting as an external authentication system. If such a system is also designed to provide

access to the AWS console, it may generate false positive alerts.

In this scenario, the recommended tuning procedure involves suppressing alerts based on

userldentity.sessionContext.sessionlssuer.userName for a predefined list of authorized users.

Alternatively, if it is necessary to exclude all requests from a custom external authentication

server, alerts can be filtered based on a combination of sourcelPAddress and userAgent.
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7.5 Single Sign-On Credential Theft

AWS allows for the configuration of external Single Sign-On (SSO) authentication. This
section focuses on detecting stolen SSO credentials when AWS CLI is used in conjunction

with AWS TAM Identity Center [23].

7.5.1 SSO Authentication Workflow

Before developing detection mechanisms for this scenario, it is essential to outline the au-

thentication workflow. The authentication process involves three primary API calls:

1. CreateToken - This API call generates access and refresh tokens for client authenti-
cation using client secrets [47]. The API supports three types of client secrets, each

serving different purposes:

(a) authorization_code - Used when a client is redirected from one service to the
SSO system for authentication, such as when executing the aws sso login

command.

(b) urn:ietf:params:oauth:grant-type:device_code - Typically used on devices with

limited user interaction. An example authentication flow can be found in [48].

(c) refresh-token - Used to obtain a new access token using a previously issued

refresh token.

2. GetRoleCredentials - Once an access token is obtained via the CreateToken API call,
it can be used to call GetRoleCredentials, which retrieves credentials for a role as-

signed to the IAM Identity Center user within a specific AWS organization [49].

3. AssumeRoleWithSAML - In the SSO authentication scenario described at the begin-
ning of this section, AssumeRoleWithSAML is automatically invoked by AWS internal
processes after a user successfully executes the GetRoleCredentials API call. This is
indicated by the presence of the AWS Internal value in multiple log fields. More details
can be found in [50].
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7.5.2 AWS SSO and AWS CLI

This attack demonstration was conducted using the AWS Command Line Interface (CLI).
The victim performed a standard AWS SSO authentication using the aws sso login com-
mand. Upon successful authentication, the AWS CLI stores multiple sensitive files within

the ~/.aws/sso/cache directory.

The structure of the stored JSON file is presented in Listing 7.13. This JSON structure
contains secret information related to AWS SSO authentication. Additionally, credentials

for specific roles are stored in the ~/.aws/cli/cache directory.

-~

"startUrl": "https: //d-9067c46113.awsapps.com/start",
"region": "us-east-1",

"accessToken": "accessToken"

"expiresAt": "2025-02-06T09: i1:082",

"cllentId"' “c11entId”

nclientSecret”: "clientSecre

'registrationExpiresAt": "2025 205-07T08:10:59Z",

"re reshToken": "refreshToken"

O Nk W=

o

(S

Listing 7.13 AWS CLI SSO Cache Data

-~

"ProviderType": "sso",
"Credentlals“' é
"AccessKeyId" “ASIA5FTZFNQV37DXY6SU“,
"SecretAccessKey : “secretAccessKey“
"SessionToken": "sessionToke
"Expiration": "2025-02-02T19: 37 38Z"

NN DN RW o

©
(S
e

Listing 7.14 AWS CLI SSO Cache Data

7.5.3 Detection Strategies

A specific type of malware, known as an info stealer, is designed to extract secret information
from a victim’s computer. As described in [51], info stealers often target not only credentials
stored within installed applications but also specific files on disk that may contain valuable

information.
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The goal of this detection strategy is to generate an alert when the entire .aws folder has been
exfiltrated, allowing an attacker to gain access to a complete set of valid AWS credentials.
Although there is no exact pattern that occurs when credentials are stolen, such an action is

likely to result in anomalies within the logs, which could trigger detection rules.

The potential anomalies that may indicate credential theft are described below:

1. Session token usage from different IPs - An attacker leveraging stolen session tokens
from the ~/.aws/cli/cache folder will generate successful API calls originating from a
different IP address. Since session tokens are unique per authentication session, this

activity indicates that the same token is being used from multiple locations.

2. Repeated refresh token usage - If an attacker extracts a refresh token from the SSO
cache, they can generate new access tokens. Monitoring for repeated usage of the
same refresh token within 59 minutes (below the minimum access token expiration)
may reveal an attack. However, AWS CloudTrail does not provide logs for this type of

activity by default.

3. Same access key usage from different locations - Access keys are stored in both the
CLI and SSO cache folders. Monitoring for instances where the same access key is
used from different source IP addresses within a short period of time may help detect

an attacker.

4. Different user agent - It is likely that an attacker will execute API calls using a dif-

ferent user agent than the original victim.

To effectively detect these anomalies, it is necessary to integrate them with the current de-
tection capabilities provided by the Sigma format. Each of the described anomalies relies
on detecting multiple distinct values for a specific field. Unfortunately, the Sigma format
does not support specifying a field for threshold counting, making it impossible to create a

detection rule that directly alerts on the anomalies described above.

The detection rule shown in Listing 7.15 alerts on the invocation of any event from AWS

Identity Center service that occurs both from the AWS CLI and outside of the AWS CLI
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within a 30-minute window. Additionally, log values for API calls provide the userlden-
tity.credentialld field, which is unique per access key. This detection mechanism is designed
to identify scenarios where an adversary exfiltrates the SSO cache folder and subsequently

uses the access key to invoke any event related to sso.amazonaws.com.

title: SSO C l From fLI

1

2name: sso_ca from_c

3logsource:

4 product: aws

5 service: cloudtrail

ﬁdeteitlon'

7 ectign:

g eventSource: sso.amazonaws.com
cli:

0 userAgent |startswith: "aws-cli/"

__condition: selection and not cli
title SS0 C }1 Out ide of.CLI
name: sso_ca not_ rom_c i
logsource:

product: aws

service: cloudtrail
deteitlon

AN N B Wbho—

\O 00

Gurce: sso. amazonaws .com
userAgent [startswith: "aws-cli/"

condition: selection

title: Potentital Access Key Theft

description: After a successful "aws sso login"
authentication, AWS prov1des access and refresh tokens,
hich t d tect d f
MBCEes8 Rep er0R PR ARS LB B TRgoREsa  outsRid 5% R Kild
CLI, which may indicate that the access key has been

tole
26autﬁ %an Blazek
27 creation - date 2/8/2025
28 severity: High
2911cense MIT
30 Investigation:
31 - "Review source of the API requests and validate if the
activity is legitimate."
32 response:

N N N S e i e e
(D
<
[0}
B
ct

e}
W R —

33 - "Sign out the compromised user from all session using °’
aws sso logout’ command"

34 - "If needed, disable the user in the SS0 service."

35 tags:

36 . - attack T1078.004

37 logsource
38  product: awvs

39 ser¥1ce cloudtrail
ﬂ)corre ati1

41 type: temporal

42 rules:

43 - sSo_call_from_cli

44 - sso_call_not_Ffrom_cli

45 group-by:

46 - userldentity.credentialld

47  timespan: 30m

Listing 7.15 Sigma detection rule identifying possible SSO access key abuse

Listing 7.16 presents the Splunk query obtained by converting the Sigma rule from Listing
7.15.

1{ multisearch
2|l search eventSource="sso.amazonaws.com" NOT userAgent="aws -
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| eval event_type= ]
3 [ search eventSource= userAgent=
| eval event_type=

| bin _time span=59m
6| stats dc(event_type) as event_type_count by _time
userIdentity.credentialld

| search event_type_count >= 2

Listing 7.16 SSO Access Key Threft Converted Into Splunk Query Language

7.6 Lambda Executing Backdoor Code

One of the persistence techniques adversaries may use to maintain access to an AWS envi-
ronment is the creation of a Lambda function designed to sustain their access. This technique
has been incorporated into various offensive security tools and scripts, such as those refer-

enced in [52] and [53].

Currently, there are three known types of backdoor Lambda code, each processing a specific

event and performing a corresponding action. The trigger events are as follows:

1. CreateUser - The Lambda function generates access keys for newly created users and

transmits the access key and secret key to a remote server.

2. CreateRole - When triggered, the Lambda function automatically updates the role’s

configuration to allow a specific user to assume the role.

3. CreateSecurityGroup - Upon triggering, the Lambda function modifies the security

group configuration to allow traffic to or from a specified IP address.

7.6.1 Observed Anomalies

The use of backdoor Lambda functions results in minor log anomalies that may be detectable.
Each backdoor Lambda function executes its action immediately upon receiving the trigger
event. This behavior manifests in event logs, where an entity creation event is immediately
followed by an update event originating from a different user or role modifying the same

entity.



TBU in Zlin, Faculty of Applied Informatics 87

Another observable anomaly is the sequence of events leading to the creation of a backdoor

Lambda function:

CreateFunction — PutRule — PutTargets.

This sequence of events signifies the creation of a new Lambda function, the establishment
of an event rule to forward a specific event, and, finally, the configuration of the event rule to

target the Lambda function.

7.6.2 Detection

Given the current detection capabilities of Sigma, it is not possible to create a strict detection
rule for the first anomaly described, as Sigma does not support counting keys to alert on
actions performed by different users within a short timeframe. The only feasible approach is
to design a rule that does not validate distinct users. While this approach may generate false
positives, it remains effective in detecting persistent Lambda functions already present in the

environment.

The second pattern can be detected using a temporal correlation rule that identifies the
expected PutRule pattern and associates it with PutTargets, linking the rule to a Lambda
function. Listing 7.17 provides an example event pattern for detecting the CreateRole IAM

function.

When designing this detection mechanism, it is important to consider alternative ways ad-
versaries may implement the same functionality. For instance, attackers may specify only
the source field without including eventName or eventSource. In such cases, all IAM events

would be processed, with filtering occurring within the Lambda function itself.

1 {

2 "source":

3 "aws.iam"
4 1,

5 "detail -type":

"AWS API Call via CloudTrail"

b
"detail": {
"eventSource":
] "iam.amazonaws.com"
3

"eventName": {
] "CreateRole"

[c B No)

SPv

EoL =
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0y

Listing 7.17 Event Pattern Processing CreateRole IAM Function

Another consideration is that PutTargets is plural, meaning that the function accepts an array
of targets as a parameter. Listing 7.18 presents an example of request parameters used in a

successful execution of the PutTargets function.

When deploying the detection rule in a production environment, it is essential to ensure that

the backend correctly interprets the rule when the referenced field is encapsulated within an

array.
1 {
2 "requestParameters": {
3 "rule": "BackdoorEventRule",
4 "eventBusName": "default",
5 ”tar%ets”: [
6
7 "id): "Idb7c9ab3c-0585-47cc-8ce6-708fbd02e10c
8 " : d t

arn 8{552¥§ gm Upctione .

B ck oorLam unctlon

9
10 ]
11 }
12}

Listing 7.18 Example PutTargets Request Parameters

Listing 7.19 presents a detection rule that alerts on a sequence of events indicative of a
suspicious event rule pattern associated with a Lambda function. The rule assumes that the

requestParameters.targets.arn field matches any element within the targets array.

The suspicious event pattern is identified by processing all IAM events or at least one of
the CreateUser or CreateRole event names. To minimize unnecessary false-positive alerts,
the rule does not trigger if other IAM events are explicitly selected as part of the detection

criteria.

A modified version of this rule, designed to detect an EC2-related backdoor, is provided in

Listing 0.32.
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title: IAM EveTt Rule Pattern

1

2name: event_rule_pattern

3logsource:

4  product: aws

5 service: cloudtrail

6deteit10n:

7 selection:

8 eventName: PutRule

9 eventSource: events.amazonaws.com
10 eventPattern|contains: "aws.iam'
11 event_name_key:

12 eventPattern|contains: "eventName"
13 event_names: ]

14 eventPattern|contains:

15 - nGreatelUser

16 - reateRole

17  condition: (selection and not event_name_key) or (selection
and event_names)

19title: Event Targets Lambda
20 name: event_targets_lambda
21 logsource:

22 product: aws

23 service: cloudtrail
24 detection:
25 selectign:

26 eventName: PutTargets

27 eventSource: events.amazonaws,com

28 requestParameters.targets.arnlcontalns: ":lambda:"

» condition: selection

31title: Lambda Function Processing Suspicious IAM Events
32description: "Lambda functions can be configured to trigger

execution when a specific event occurs in an AWS

environment . This,deteﬁﬁﬁon identi%ﬁes a Lambda unction
processing susplcious events. reat actors ave

previously been observed using Lambda functions to process
sensitive IAM events, potentially backdooring newly
created e Eities.”
33 author: %an % azek
34 creation-date: 2/8/2025
35 severity: Hl%h
36ionfidenceiT ow

371icense: M

33 1nvestigation:

39 - "Review the the activity and verify if the activity is
legitimate."

40 - "Inspect the code inside the lambda function and validate
that the code is not malicious. ' .

41 - "Investigate %ow the Eambéa tUnction was created in the
envyironment ."

42 response:

43 - "Revert all changes performed by the lambda function."

44 - "Perform_containment fupctions on the lambda function and

1ts related entiti
45 - "Remove the event rule."

46 logsource:
47~ product: aws

48 seryice: cloudtrail
49 correlation:
50 type: temporal

51 rules:

52 - event_rule_pattern

53 - event_targets_lambda

54 aliases:

55 rule_name:

56 event_rule_pattern: requestParameters.name
57 event_targets_lambda: requestParameters.rule
58 group-by:

59 - rule_name

60 timespan:

Listing 7.19 Sigma Detection Rule for Lambda Backdoor

This Sigma rule can be converted only into a Splunk query, as Splunk is the only backend

engine that supports both correlation rules and alias fields. The final query is presented in
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Listing 7.20.

lk multisearch

search (eventName="PutRule" eventSource="events.amazonaws.

comn" eventPattern="*xaws.iam*" NOT eventPattern="*xeventName

*“? OR (eventName="PutRule" eventSource="events.amazonaws.
com" eventPattern="xaws.iam*" eventPattern IN ("%
CreateUser*", "*xCreateRolex")) | eval event_type="
event_rule_pattern" | rename requestParameters.name as
rule_name ]

3 [ search eventName="PutTargets" eventSource="events.amazonaws

.com" requestParameters.targets.arn="x:lambda:*" | eval

event_type="event_targets_lambda" | rename

requestParameters.rule as rule_name ]

o

4
5| bin _time span=7d

6|1 stats dc(event_type) as event_type_count by _time rule_name
o

8

| search event_type_count >= 2

Listing 7.20 Splunk Query Identifying Lambda Backdoor

7.7 TruffleHog Abuse

TruffleHog is a security tool available on GitHub [54], designed to scan a company’s source
code for secret values embedded within the codebase. When used legitimately, this tool helps
developers prevent accidental credential leaks in public repositories. However, there have
been cases where TruffleHog was misused to scan third-party code in an attempt to harvest
credentials that could provide unauthorized access to AWS infrastructure, as described in

[55].

The objective of this detection mechanism is to alert on credentials discovered by the Truf-
fleHog tool that do not originate from authorized activity. This means that if an attacker uses
TruffleHog to scan the company’s open-source repository, the company would receive an

alert if the tool successfully identifies any valid credentials.

To develop this detection rule, it is necessary to determine how the tool can be uniquely
identified. Upon inspecting the tool’s publicly available source code on GitHub [54], it was
discovered that the code snippet shown in Listing 7.21 is responsible for generating the user

agent string used when the tool interacts with AWS.

Once TruffleHog detects a potential credential, it attempts to validate its authenticity by
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invoking the GerCallerldentity API function.

func userAgent () string {

1

> if len(feature.UserAgentSuffix.Load()) > 0 {

3 return "TruffleHog " + feature.UserAgentSuffix.Load()
4

5 return "TruffleHog"

6}

Listing 7.21 TruggleHog Code Creating User Agent

7.7.1 Detection

Since TruffleHog interacts with AWS services through a single API call to validate creden-
tials, the only viable method for detecting its usage is by identifying the user agent pattern

shown in Listing 7.21.

The detection rule in Listing 7.22 triggers an alert on any API call performed by TruffleHog.
The invocation of an AWS API call signifies that the tool successfully identified secrets,

which were subsequently used to make the request.

This detection rule leverages the startswith suffix to account for both cases presented in

Listing 7.21.

I title: Secrets Discovered by TruffleHog
description: "TruffleHog is a security tool that scans source
code for potentially leaked credentials. This detection

%dentlfles a_ successful API_ call tq an . AWS environment
rom the tool, 1ndicating that credentials may have been

found. It can also help uncover potential unauthorized use

of tg
author:
creation - date 2/10/2025
severity: Critical

license: MIT
references:
- https://github.com/trufflesecurity/trufflehog

investigation:
"Validate whether the tool was executed by an

unaythorized user."
"Review other activities originating from the used

credentials and investigate potential sources of the

credential leak."
12 response:
‘;

"Perform the necessary containment actions to prevent
n

[\S)

00N R W

S o

_further use of the credentials.
14 tags

15 . = attack T1078
16 logsource:

17 product: aws

18 service: cloudtrail

9 detection:

20 selection: .

21 userAgent|startswith: "TruffleHog"

22 condition: selection
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Listing 7.22 Sigma Detection Rule for TruffleHog

The Elastic Search Query Language (ESQL) representation of the TruffleHog detection rule

is presented in Listing 7.23.

I any where userAgent:

Listing 7.23 TruffleHog Detection Rule Converted Into ESQL

7.8 Golden Security Assertion Markup Language Attack

The Golden Security Assertion Markup Language attack is a post-exploitation technique
that allows an attacker to forge authentication assertions in a SAML authentication flow.
First identified by [56], this method enables adversaries to generate valid authentication to-
kens without requiring a password or multi-factor authentication. By gaining access to a
compromised identity provider private key, an attacker can sign malicious SAML assertions,

granting themselves any role or privilege within a federated cloud environment.

This attack is particularly relevant to AWS environments that use SAML for Single Sign-
On. In such cases, AWS relies on an external IdP to authenticate users and subsequently
issues temporary security credentials based on the received SAML assertion. If an attacker
compromises the IdP’s signing certificate, they can craft arbitrary assertions to impersonate
any user, including administrators, without triggering conventional authentication logs. This
significantly undermines AWS security by enabling persistence, privilege escalation, and

lateral movement within cloud infrastructures.

Within AWS environments, a Golden SAML attack may be executed using the Update-
SAMLProvider API call by supplying malicious metadata. Without deeper insight into a
specific company’s infrastructure, it is not feasible to create detection rules that can reliably

distinguish between benign and malicious SAML metadata.
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Listing 7.24 presents a Sigma detection rule that alerts on a successful SAML provider up-
date. The detection rule is assigned an informational severity level, as it may generate alerts
for legitimate administrative activity. However, updating SAML provider metadata is con-

sidered a sensitive operation and should be actively monitored.

The detection mechanism focuses on the UpdateSAMLProvider API call targeting AWS
IAM service. A successful execution is confirmed by checking for the presence of the re-
sponse elements statement. If the operation fails, this field will not be present, and an error-

Code field will appear in the log instead.

I title: Successful SAML Provider Update
2description: "Security Assertion Markup Language (SAML) is an
open standard for authentication and sin%le sign-on (SS0)
This detection identifies a successful SAML provider
update. Threat actors have been observed modifying SAML
provider metadata to take control of the authentication
3aut£%%W'Jan Blazek
4 creation-date: 2/11/2025
5severity: informational
6 1license: MIT
71nvestigation:
3 "Review if the activity is authorized."
9 - "Validate metadata in the request and ensure they are
legitimate."
10 response:
11 - "Restore the ori%inate SAML metadata."
12 - "Reset credentials of all users that already
lgtags_authenticated via the malicious SS0."

14 - attack.T1556.007
15 logsource:

16 product: aws

17 service: cloudtrail
18 detection:
19 selection:

e e}

20 eventName: UpdateSAMLProvider
21 eventSource: iam.amazonaws.com .
22 responseElements.sAMLProviderArn|contains: ":"

3 condition: selection

[SORN

Listing 7.24 Successful SAML Provider Update Sigma Rule

Listing 7.25 presents the converted rule as a Splunk query.

| eventName="UpdateSAMLProvider" eventSource="iam.amazonaws.com
" responseElements.sAMLProviderArn=":*:x*"

Listing 7.25 Successful SAML Provider Update Rule Converted Into Splunk Query
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7.9 Pacu

Pacu is an offensive security tool designed for testing AWS environments. The tool is pub-
licly available on GitHub [53] and is maintained by Rhino Security. It consists of multiple
modules that can be executed independently. This section introduces detection mechanisms

for the Detection Disruption module, which is used to enumerate and disable security tools.

The Detection Disruption module in Pacu provides functionalities to manipulate AWS log-
ging and monitoring services by disabling, deleting, or minimizing them. The following

actions can be performed:

¢ CloudTrail Trails

— Disable: Stop logging for a specific trail.
— Delete: Completely remove the trail.

— Minimize: Modify settings to reduce logging without full deactivation. This

includes:

* Removing associated SNS topics.

*

Disabling global service event logging.

*

Disabling multi-regional log collection.

*

Disabling log file validation.
* Removing associated CloudWatch log groups and roles.

x Disabling log file encryption.
* GuardDuty Detectors

— Disable: Turn off the detector, stopping threat detection.

— Delete: Remove the detector from the account.
* AWS Config

— Configuration Rules: Allows deletion of specific rules.

— Configuration Recorders: Provides options to stop or delete recorders.
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— Configuration Aggregators: Enables deletion of aggregators.
* CloudWatch Alarms

— Delete: Remove specific alarms from monitoring.
* VPC Flow Logs

— Delete: Remove flow logs associated with VPCs.

To perform these actions, Pacu first executes the **Detection Enumeration Service** mod-

ule, which enumerates all detection services within an AWS environment.

The detection rule in Listing 7.26 alerts on the execution of the Detection Enumeration mod-
ule when it attempts to enumerate all security services. The supporting rules that this detec-

tion relies on are provided in Listing 0.33.

I title: Pacu Module Signature (detection__enum_services)
2 description: >
3 Detects a series of enumeration events initiated by the

Detection Enum Service module. ,
4 The moguie runs mu tgpie 2288:%he " commands against AWS

services (Config, CloudWatch,
EC2, and CloudTrail) to identify potential targets. The

detection correlateﬁ_eventi .
from the same user within a short timespan.

author: Jan Blaze$
creation-date: 10/25/2024
references: ) . )
- https://github.com/RhinoSecurityLabs/pacu/blob/master/
pacu/modules/detection__enum_services/main.py
icense: MIT
ags:
- attack.T1082
severity: Medium
falsepositives:
- "A cloud administrator enumerating AWS services for
threat detection purposes."
investigation: >
Verify whether the observed activity was executed by an

authorjzed user _and review th . . L.
19 assocgateé source 1B address to determine its legitimacy.

Ensure that all monitoring alarms,

20 GuardDuty detectors, and CloudTrail trails are active and
functioning as expected.

2l response: >

22 Restrict the permissions of the compromised role or IAM
user to prevent further exposure.

23 In the event of a successful security disruption,
reconfigure all security services and review

24 the entire AWS infrastructure for unexpected changes that
the attacker may have performed while

25  logging was disabled.

26 logsource:

27  product: aws

28 seryice: cloudtrail

29 correlation:

30 tyge: temporal
rules:

[ iNeNe N o) W

AN N B o—

el |

31 : . .
32 - describe_trails
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33 - list_detectors

34 - describe_alarms

35 - describe_flow_logs

36 - get_subscription_state
37 - config_enumeration

33 group-by: userIdentity.arn
39 timespan: 5m

Listing 7.26 Sigma Rule for Pacu Detection Enumeration Module

Most of the detection disruption activities are quite general and cannot be attributed directly
to Pacu. The Sigma rule in Listing 7.27 alerts on minimization of a CloudTrail trail per-
formed by the Detection Disruption module. The detection relays on specific combination

of parameters passed to the UpdateTrail API function.

title: AWS Silence_ Trail
name: silence_trails o ) ) ) )
description: TDetects modifications to CloudTrail settings in

a restrictive manner often employed by attackers to
suppress defensive 1og%ing and alerting. The targeted
trail may not record all critical events or forward them
to other services as expected."

author: Jan Blaze§

creation-date: 10/28/2024

6 references:

7 - https://github.com/RhinoSecurityLabs/pacu/blob/master/
pacu/modules/detection__disruption/main.py

8 license: MIT

9 tags: .

%?seve%%%??kCgiggcal

lzggffidence; Medium

W~

TN

13 sepositives:
14 "A cloud administrator updating the trail."
I5investigation: "Review whether the observed activity was
performed by an authorized user by examining user
Eermissions and correlating the source IP address with
nown administrative activity. Additionally, verify that
all critical monitoring components such as CloudWatch
alarms, GuardDuty detectors, and CloudTrail configurations
remain active and correctly configured."
16 response: ”Immediatel{ restrict the permissions of the
compromised IAM role or user to minimize potential damage.
If a security breach is confirmed, restore and secure all
relevant security services and conduct a comprehensive
review of the entire AWS environment for any unexpected
modifications made during the logging suppression period.
Pay special attention to changes 1in global services 1like
IAM and CloudFront."
17 logsource:
18 product: aws

19 service: cloudtrail
20 detection:
21 even

2 eventName: UpdateTrail

23 eventSource: cloudtrail.amazonaws.com

24 params:

25 requestParameters.snsTopicName: ""

26 requestParameters.includeGlobalServiceEvents: false
27 requestParameters.isMultiRe%ionTrailz false

28 requestParameters.cloudWatchLogsLogGroupArn: false

29 condition: event and params

Listing 7.27 Sigma Rule for Pacu Trail Minimization
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7.10 Unrestricted Access to Sensitive Ports

Threat actors can modify EC2 security groups to allow unrestricted access to sensitive ports,
enabling them to maintain persistent access to AWS virtual machines. However, such modi-
fications may not only be performed by attackers but can also result from misconfigurations.
In both cases, the security team should be notified to assess the situation and restore security

within the environment.

Allowing unrestricted access to sensitive ports violates AWS security best practices, as out-
lined in the AWS Well-Architected Framework [57]. To mitigate this risk, AWS Config
provides a compliance check that flags security groups as non-compliant if certain ports are

left open [58].

Listing 7.30 presents a Sigma detection rule that alerts on modifications to an EC2 security
group that enable unrestricted SSH ingress traffic. Variants of this rule for RDP and SMB
ports are provided in Listing 0.34. The corresponding Splunk queries for all converted rules

are included in Listing 7.29.

The detection inspects the AuthorizeSecurityGroupIngress API call to the AWS EC2
service and verifies whether the desired port (22 in this example) falls within the port range
specified by the fromPort and toPort request parameters. Unrestricted ingress traffic is
checked by examining the cidrlp and cidripv6 fields in the request; if either contains an
unrestricted CIDR, the condition is met. A successful API call is indicated by the presence
of valid response elements; if the call fails, the log will contain an errorCode instead of the

response elements field.

I title t SSH Imnb d Traffic"
Besc tgggesﬁ¥%c e%etectlgnogaent{%leécan EC2 security group

al owing inbound SSH traffic from any IP address."

3 author: Jan Blaz §
4 creation-date: 09/29/2024
?%écgnse T

7 - attack, Té562
8§ severity ium

91nvest1gat10n

10 - "Verify the reason for this activity with the user who
performed the operation."

11 - "Review SSH logs from the EC2 instance associated with
the affected security group."

12 response: "Restore a secure security group configuration.

13 logsource:

14 product: aws

n
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DO D D DD = et et et et
W = OO oI

NN
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26

[3S]
|

cloudtrail

on:
ventName : Author1zeSecur1tyGroupIngress
eventSource: ec2.amazonaws,com
requestParameters.fromPort|Ite: 22

requestParameters.toPort|gte: 22
responseElements.requestId|contains:
1pv4Unrestrlcted

auestParameters.cidrIpIcontains: 0.0.0.0
1vp6 nrestricted:
requestParameters.cidrIpv6: ::/0
condition: selection and (ivp6Unrestricted or
ipv4Unrestricted)

Listing 7.28 Sigma Detection Rule for Allowing Unrestricted SSH Ingress Traffic

| eventName="AuthorizeSecurityGroupIngress" eventSource="ec2.

amazonaws.com" requestParameters.fromPort <=22
requestParameters.toPort >=22 responseElements.requestId="
x-*" requestParameters.cidrIpv6="::/0" OR
requestParameters.cidrIp="*0.0.0.0x%"

2
3 eventName="AuthorizeSecurityGroupIngress" eventSource="ec2.

amazonaws .com" requestParameters.fromPort <=3389
requestParameters.toPort >=3389 responseElements.requestld=
"x-%" requestParameters.cidrIpv6="::/0" OR
requestParameters.cidrIp="*0.0.0.0x%"

4
ieventName—"AuthorlzeSecurltyGroupIngress eventSource="ec2.

amazonaws .com" requestParameters.fromPort <=445
requestParameters.toPort >=445 responseElements.requestId="
x-*" requestParameters.cidrIpv6="::/0" OR
requestParameters.cidrIp="*%0.0.0.0%*"

7.11

Listing 7.29 Unrestricted Ingress Access to Sensitive Ports Splunk Query

High Volume of Unusual API Calls

This section focuses on building a detection rule for scenarios where a high volume of un-

usual API calls is used. As an example, this section will use execution of GetPasswordData

from Status [59]. The Stratus simulation executes the API call on multiple different EC2

instances, simulating an attacker stealing RDP credentials from multiple Windows hosts.

Detection Sigma rules for these types of scenarios is to use event_count correlation type,

as depicted in Listing 7.30. It is also necessary to set a correct threshold and timespan,

depending on the environment.

This type of detection may also be covered by anomaly detections using machine learning as

described in [60].
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| name: GetPassw ordgaga API Call

2 name : et _passwor ata_api1

3detect10n

4 ection:

5 eventName : GetPgsswordData

6 event our amazonaws .com
%_ ~ condition: se ectlon

9name: High Volme of GetPasswordData Call

description: "This detection identifies a high volume of
GetPasswordData calls originating from the same user
within a short time interval. Threat actors may use this
technique to retrieve RDP passwords for a large number of

llautﬂé%dO%%nE%%a bances.

12 creation-date: 02 15/2025

13 license: MIT

14 tags:

15 - attack_,TA0006

16 severity: Low

17 false 051tlves

18 - "A cloud administrator retrieving passwords from multiple

instances ! , A o . .
19 investigation: "Verify if the activity is authorized.
20 responseé:
21 - "Reset credentials of the targeted machines.
22 - "Perform necessary containment actions."
23logsource:
24 product aws
25 ¥1ce cloudtrail

% corr :

7 % %vent_count

28 ru es

29 - get password_data_api
30 group-by:

31 userIdentity.arn

32 timespan: 10m

33 conditionj;

34 gte: 15

Listing 7.30 Sigma Detection Rule for Allowing Unrestricted SSH Ingress Traffic

7.11.1 Advantages of Machine Learning for Anomaly Detection

Machine learning-based anomaly detection offers several advantages over static rule-based

detection mechanisms:

* Adaptability: Machine learning models can adapt to evolving attack techniques and

behavioral patterns without requiring manual updates to rules.

* Reduced False Positives: Traditional static rules may generate high false positives due
to hardcoded thresholds, whereas ML-based models can dynamically learn baseline

behaviors and identify truly anomalous activities.

* Automated Threshold Tuning: Unlike manually set static thresholds, ML models

can dynamically adjust sensitivity levels based on the environment and historical data.
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These advantages make machine learning a valuable complement to static rule-based ap-

proaches, enhancing the effectiveness of anomaly detection in cloud environments.
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CONCLUSION

The multi-criteria analysis of selected AWS services—Identity and Access Management, In-
cident Response, and Compliance—has demonstrated the considerable strengths of AWS in
delivering robust and adaptable security solutions. The results, which assign high ratings
to both incident response (4.55 overall) and compliance capabilities (4.50 overall), reflect
AWS’s consistent architectural focus on defense-in-depth and feature richness. These qual-
ities simplify the adoption of recognized regulatory frameworks, expedite the process of
gathering audit evidence, and offer seamless access to compliance reports. Consequently,
organizations can reduce operational overhead by minimizing time-intensive manual tasks

and focusing on higher-level security strategies.

Nevertheless, these advantages are partly offset by the complexity introduced through AWS’s
fine-grained service model. Enterprises that expand their cloud footprint must navigate a
potentially steep learning curve, often requiring specialized personnel and elaborate training
programs. Moreover, cost factors can become non-trivial, particularly when managing high-
volume workloads or multiple AWS accounts in large-scale environments. Although AWS’s
pay-as-you-go model can be beneficial for smaller or optimized use cases, Microsoft Azure
occasionally presents bundled security and compliance services within existing Microsoft
365 licensing, proving to be more cost-effective for organizations deeply invested in the
Microsoft ecosystem. Despite such considerations, AWS remains compelling for entities

seeking scalable, flexible, and compliance-focused infrastructure offerings.

From an operational perspective, the inherently dynamic nature of cloud ecosystems was
further exemplified through the analysis of attacker TTPs. Assigning a single action to a
single TTP proved to be highly challenging, given that multiple cloud-based events often
map to more than one technique or phase of the attack lifecycle. This multi-dimensional
relationship underscores the need for adaptable detection strategies, as rigid rule sets can fail
to capture the subtleties of sophisticated threat actors operating in elastic environments such

as AWS.

During the creation of Sigma rules for threat detection, it became evident that traditional,
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non-correlational approaches to rule definitions pose significant limitations. Specifically,
these approaches do not allow for direct references to other rules, thereby restricting the
capacity to reuse or layer detection logic. To address this constraint, a custom Python script
was developed to preprocess Sigma definitions. Through this mechanism, logically related
detection patterns could be unified at deployment time, ensuring a consistent framework for
identifying complex attack chains or multi-step exploits. This preprocessing stage reflects a
crucial methodological improvement, enabling security teams to maintain a single, coherent

repository of detection logic that remains easier to manage and update over time.

The thesis also identified and rigorously tested eleven specific attack techniques and tools—
among them, Root Sign-In Without MFA, Enumerate-IAM Tool, Federation Token Abuse,
and High Volume of Unusual API Calls. Each scenario was conducted in a controlled AWS
environment to ensure safety and reproducibility. Logs generated from these tests were sys-
tematically collected, analyzed, and appended as supporting material, offering tangible in-
sights into how malicious activities manifest in native AWS logging services. This empirical
groundwork validates the effectiveness of the proposed Sigma-based detection patterns and

highlights pathways for further refinement.

Ultimately, the conclusions of this research emphasize the interplay between AWS’s robust
security services and the inherent complexities of operating at scale in a cloud environ-
ment. While the service portfolio of AWS—especially in the realms of incident response and
compliance—offers substantial protective measures, organizations must remain cognizant of
the associated learning curves, costs, and intricate configurations. Simultaneously, the in-
tricacy of mapping TTPs to discrete actions underscores the dynamic nature of cloud-based
threats, advocating for detection strategies rooted in flexible logic, thorough rule develop-
ment, and continuous improvement. By combining in-depth analyses of AWS services with
practical guidelines for implementing detection patterns, this thesis aspires to serve as a valu-
able resource for security practitioners aiming to fortify their cloud deployments against an

evolving threat landscape.
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APPENDIX A I: SIGMA REFERENCE RESOLVER

I import yaml

2 import sys

3 import os

4 from copy import deepcopy

5

6def load_rules(file_path):

7 with open(file_path, ’r’) as f:

8 return list(yaml.safe_load_all(f))

10def find_rule_by_id_or_name (rules, ref):
11 for rule in rules:

12 if rule.get(’id’) == ref or rule.get(’name’) == ref:

13 return rule

|4 return None

16 def resolve_references(rules):

17 resolved_rules =

18 rule_dict = {rule.get(’id’, rule.get(’name’)): rule for

o rule in rules}

20 for rule in rules: )

21 detection = rule.get(’detection’, {})

22 condition = detection.get(’condition’, ’7)

23 if not condition:

24 resolved_rules.append(rule)

3 continue

0

27 tokens = condition.split ()

% new_condition = condition

30 for token in tokens: )

31 ref_rule = find_rule_by_id_or_name (rules, token)

32 if ref_rule:

33 ref_id = ref_rule.get(’id’, ref_rule.get(’
name’))

34 prefixed_selection_name = f'"{ref_id}

. __selection"

3d

36 if prefixed_selection_name not in detection:

37 ref_selection = ref_rule.get(’detection’

{}) .get(’selection’, {})
38 detection[prefixed_selection_name] =
deepcopy (ref_selection)

39

40 new_condition = new_condition.replace(token,
prefixed_selection_name)

41

42 detection[’condition’] = new_condition

43 rule[’detection’] = detection

44 resolved_rules.append(rule)

45

jg return resolved_rules

48 def save_rules(rules, output_path):

49 with open(output_path, ’w’) as f:

50 yaml.dump_all(rules, f, sort_keys=False)

51

52def main():

53 if len(sys.argv) != 3:

54 print ("Usage: python resolve_sigma_references.py <

input_rules.yaml> <output_resolved_rules.yaml>")
sys.exit (1)

57 input_file = sys.argv[1]

58 output_file = sys.argv[2]

59

60 if not os.path.exists(input_file):

61 print (f"Error: Input file ’{input_file}’ does not
exist."g

62 sys.exit (1

63

64 rules = load_rules (input_file)

65 resolved_rules = resolve_references(rules)

66 save_rules(resolved_rules, output_file)

67 print (f"Resolved rules saved to ’{output_filel}’.")



69 if name == "__main__":

70 main ()~

Listing 0.31 Python script for resolving nested rule references.



APPENDIX A IT: DETECTION RULES RELATED TO LAMBDA BACK-
DOOR

31
32
33
34
36
37

title: EC2 EveTt Rule Pattern
name: event_rule_pattern

logsource:
product: aws

service: cloudtrail
detection:
selectiogn:
eventName: PutRule
eventSource: events.amazonaws.com
eventPattern|contains: "aws.ec2'
event_name_key:
eventPattern|contains: "eventName"
event_names: ] .
eventPattern|contains: ”CreateSecurltyGroug”
condition: (selection and not event_name_key) or (selection
and event_names)

title: Event Targets Lambda
name: event_targets_lambda
logsource:

product: aws

service: cloudtrail
detection:
selection:
eventName: PutTargets

eventSource: events.amazonaws, com
requestParameters.targets.arnlcontalns: ":lambda:'
condition: selection

title: Lambda Function Processing Suspicious EC2 Events
description: "Lambda functions can be configured to trigger
execution when a specific event occurs in an AWS

environment . This,dete&&%on identifies a Lambda function
processing susplcious events. Threat actors have

previously been observed using Lambda functions to process
sensitive EC2 events, potentially backdooring newly
creat%d e%iities.”
author: Jan azek
creation-date: 2/8/2025
severity: Hl%h
onfidenCﬁ' ow
T9Cense: MIT
investigation:
- "Review the the activity and verify if the activity is
legitimate."

- "Inspect the code inside the lambda function and validate
that the code 1is noE malic%ous.? .

- "Investigate how the lambda function was created in the

environment ."
) response: _

"Revert all changes performed by the lambda function."

- "Perform_ containment fupctions on the lambda function and
,o1ts relate entltlﬁs.”

- "Remove the event rule.

logsource:
product: aws
ser¥ice: cloudtrail
correlation:

type: temporal

rules:
- event_rule_pattern
- event_targets_lambda

aliases:
rule_name:

event_rule_pattern: requestParameters.name

event_targets_lambda: requestParameters.rule
group -by:
- rule_name
timespan:
timespan: 7d

Listing 0.32 Detection



APPENDIX A III: PACU DETECTION ENUM MODULE RULES

eventName : ListDegSCtors
eventSource: guardduty.amazonaws.com

condition: selection and automated_execution

title: .AWS Descr}be Alarms Event
24 name: describe_alarms

25 logsource:

26 product: aws

27 service: cloudtrail

28 detection:

29 selectign: .

30 eventName: DescribeAlarms

31 eventSource: monitoring.amazonaws.com

32 condition: selection and automated_execution

} - ——

34 title: AWS Describe Flow Logs Event
35 name: describe_flow_logs

36 logsource:

37 product: aws

38 service: cloudtrail

igdete tlgn:

4 selection: .

41 eventName: DescribeFlowLogs

42 egentSource' ec?.amazqQnaws .com .
43 condition: selection and automated_execution

4étitle: AWS Get Subscription State Event
46 name: get_subscription_state

47 logsource:

48  product: aws

service: cloudtrail
detection:
selectign: . .
eventName: GetSubscriptionState

egentSource' shield.agazonaws.cgm .
condition: selection and automated_execution
title: AWS Config Enumeration Events
name: config_enumeration
logsource:

product: aws

service: cloudtrail

Il title: AWS Describe_Trails Event
2 name: describe_trails
3logsource:

4 product: aws

5 service: cloudtrail
ﬁdeteitlon:

7 selectign: . .

8 eventgame: Desirl eTrails

9 egent ource; cloudtrail.amazonaws.com .
}? condition: election and automated_execution
12title: _ AWS List Detectors Event
I3name: list_detectors

14 logsource:

15 product: aws

16 service: cloudtrail
17deteit10n:

18 selectign:

19

2

2

2
2
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61l detection:

62 selectign: .

63 eventSource: config.amazonaws.com

64 eventName ; .

65 - DescribeConfigRules

66 - DescribeDeliveryChannels

67 - DescribeDeliveryChannelStatus

68 - DescribeConfigurationRecorders

69 - DescribeConfigurationRecorderStatus
70 - DescribeConfigurationAggregators )
71 condition: selection and automated_execution

Listing 0.33 Child Sigma Rules for Pacu Detection Enumeration Module



APPENDIX A IV: SIGMA DETECTION RULE FOR UNRESTRICTED
INGRESS PORT ACCESS

itle; "Unresftricted RDP Inbound Traffic"
escri tyon thls detection 1dentifies an EC2 security group

allowing inbound RDP traffic from any IP address."

author: Jan Blaze $
creation-date: 29/2024
%écgnse: T

- attack Té562
severity ium

91nvest1gat10n

10 - "Verify the reason for this activity with the user who
performed the operation.'

11 - "Review SSH logs from the EC2 instance associated with
the affected security group."

12 response: "Restore a secure security group configuration.

13 logsource:

14 product: aws

15 service: cloudtrail
16 detection:

AN B W Do —

oo~

n

5 “°seTection:

18 eventName : Author1zeSecur1tyGroupIngress
19 eventSource: ec2.amazonaws, com

20 requestParameters.fromPort|Ite: 3389

21 requestParameters.toPort|gte: 3389

22 responseElements.requestId|contains: "-"

23 1pv4Unrestr1cted

24 SuestParameters.cidrIplcontains: 0.0.0.0

25 1vp6 nrestricted:

26 requestParameters.cidrIpv6: ::/0

27 condition: selection and (ivp6Unrestricted or
ipv4Unrestricted)

28 ===
7951t1e, ”Unresqucted SMB Inbound Traffic"
30 description: "This detection 1dentifies an EC2 securlty group

allowing inbound SMB traffic from any IP address.

31 author: Jan Blaz $
3 creation-date: 29/2024

33 1cense MIT
34 ta

35 - attack Té562
36 severity ium

371nvest1gat10n

33 - "Verify the reason for this activity with the user who
performed the operation."

39 - "Review SSH logs from the EC2 instance associated with
the affected security group."

40 response: "Restore a secure security group configuration.

41 logsource:

42 product: aws

43 service: cloudtrail
44deteit10n:

n

45 ectl

46 eventName : Author1zeSecur1tyGroupIngress

47 eventSource: ec2.amazonaws.com

48 requestParameters.fromPort|Ite: 445

49 requestParameters.toPort|gte: 445

50 responseElements.requestId|contains: "-"

51 1pv4Unrestr1cted

52 8uestParameters.cidrIp|contains: 0.0.0.0

53 1vp6 nrestricted:

54 requestParameters.cidrIpv6: ::/0

55 condition: selection and (ivp6Unrestricted or
ipv4Unrestricted)

Listing 0.34 Sigma Detection Rules for Allowing Unrestricted RDP/SMB Ingress Traffic



APPENDIX A V: CONTENT OF THE ELECTRONIC ATTACHMENT

The figure below illustrates the structure of the content in the electronic attachment. The
root directory contains subfolders corresponding to each technique described in the thesis.
Each subfolder includes the file rule.yaml, which contains one or more Sigma rules, the file
telemetry.json, which holds the telemetry generated during testing, and the file guery.txt,

which provides the Splunk query derived from the Sigma rule.

L e e root directory of the attached archive

1_root_sign_in_withou_mfa . folder related to specific technique with expanded content
rule.yaml
telemetry. json
query.txt

2_enumerate_iam_tool

3_federation_token_abuse

4_sso_credential_theft

5_lambda_backdoor

6_trufflehog_abuse

7_golden_saml

8_pacu

9_sensistive_ports

10_high_volume_of_unusual_calls

TUle_pPreproCesSSOT .PY «eeeeeeeetrmnnnnnnnnnnnnn python script preprocessing the rules
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