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ABSTRACT 

Various new technologies made our life way easier as for customers but to keep up 

with world progress, developing side should make service better. That is the aim of this 

project – deep explanation on real time example of improving merchant of terminals control.  

With Java being one of the most popular languages among developers, hence the 

community and support for related technologies are outstanding. New people bring new 

ideas, therefore technologies. Concerning this fact, we can state that any type of development 

is progressing very quickly therefore modernization should be done in time. 

In order to support for various new services such as Apple Pay, Google Pay etc., 

relatively new and convenient ways of wirelessly paying by card along with other features 

would be not possible unless modernization and updating took place. 

  



 

ACKNOLEDGEMENTS 

Acknowledgements, motto and a declaration of honor saying that the print version of the 

Bachelor's/Master's thesis and the electronic version of the thesis deposited in the IS/STAG 

system are identical, worded as follows: 

I hereby declare that the print version of my Bachelor's/Master's thesis and the electronic 

version of my thesis deposited in the IS/STAG system are identical. 

Foremost, I would like to express my sincere gratitude to my Supervisor Ing. Tomas Dulik, 

for the constant support of my Master study, for his knowledge, interest in the topic, patience 

and persistence. His advising helped me during all the time of research and writing of the 

thesis.  

Beside my advisor, I would like to thank representatives of the company I am employed by 

“Monet+” company, my team leaders Tomas Jacko, Tomas Lascak, Jaroslav Gajdosik for 

provided data, support with explanations and education towards the topic.  

I also would like to thank Head of Department of Informatics and Artificial Intelligence, 

FAI, TBU Prof. Dr. Roman Jasek, International Students Supervisor doc. Ing. Marek 

Kubalčík, Ph.D. and the rest of the thesis committee in particular Assoc. Prof. Ing. Jiří 

Vojtěšek, Ph.D, for their engagement, motivation, advises and guidance. 

I thank my fellow classmates of Tomas Bata University: Denis Varaksin, Tatsuki Monji, 

Kompaneev Maxim, Walid Cheikh and Hasan Jon for cooperation, discussions and 

teamwork towards common goal.  

My sincere thanks go to International Office of Tomas Bata University for continuous 

support during the whole period of studies in foreign country.  

Last but not least, I would like to thank my family: My Grandmothers (Mrs. Nadia Shyp, 
Mrs. Svitlana Rybalko) and My Parents (Shyp Andrii and Shyp Liliya) and my uncle (Andrii 
Raykowski) for making my master’s education possible.   



 

CONTENTS 
INTRODUCTION ............................................................................................................. 10 
I   THEORY………………………………………………………………………………11 

1 STATE OF ART ........................................................................................................ 12 
1.1 INTRODUCTION ..................................................................................................... 12 
1.2 HISTORY ............................................................................................................... 12 
1.3 OVERVIEW ............................................................................................................ 13 
1.4 DEVELOPMENT AND SYSTEM REQUIREMENTS ....................................................... 15 
1.5 SECURITY ............................................................................................................. 17 

2 THE BASIS OF POS MERCHANT ........................................................................ 19 
2.1 MAIN MENU ......................................................................................................... 19 
2.2 USERS ................................................................................................................... 20 
2.3 TRADER ................................................................................................................ 21 
2.4 STATEMENTS ........................................................................................................ 22 
2.5 BUSINESS LOCATIONS ........................................................................................... 22 

3 PAYMENT TERMINALS ........................................................................................ 24 
3.1 PAYMENT TERMINALS .......................................................................................... 24 
3.2 AMOUNTS OF TRANSACTIONS ............................................................................... 25 
3.3 TRANSACTIONS - PAYMENT TERMINALS ............................................................... 26 
3.4 REQUIREMENT TO CHANGE THE STATUS / TYPE OF A TRANSACTION .................... 27 
3.5 TRANSACTIONS – RECHARGING ............................................................................ 30 

4 PAYMENT GATEWAYS ......................................................................................... 31 
4.1 PAYMENT GATEWAYS ........................................................................................... 31 
4.2 AMOUNTS OF TRANSACTIONS ............................................................................... 34 
4.3 TRANSACTIONS – PAYMENT GATEWAYS .............................................................. 34 
4.4 REQUIREMENT TO CHANGE THE STATUS / TYPE OF A TRANSACTION ..................... 35 

5 ELECTRONIC REVENUE RECORD  ................................................................... 37 
5.1 INSERTION OF ERSCERTIFICATE ........................................................................... 37 
5.2 DISPLAY OF ERS TRANSACTIONS IN THE POS MERCHANT APPLICATION ............. 39 

II  TOOLS PREFERENCE .............................................................................................. 43 
6.1 WHY JAVA ............................................................................................................ 43 
6.2 WHY WICKET ....................................................................................................... 43 
6.3 WHY JPA .............................................................................................................. 43 
6.4 WHY MAVEN ........................................................................................................ 44 
6.5 WHY SPRING ......................................................................................................... 44 

III  ANALYSIS………………………………………………………………………..…45 

7 MERCHANT REPOSITORY .................................................................................. 46 
7.1 DATAFLOW WITH FILTERS AND PREDIFINED METHODS .......................................... 46 
7.2 DATAFLOW WITH CUSTOM QUERIES ...................................................................... 48 
7.3 TESTING ................................................................................................................ 49 

8 POS MERCHANT REPOSITORY ......................................................................... 51 

CONCLUSION .................................................................................................................. 54 



 

BIBLIOGRAPHY .............................................................................................................. 55 

LIST OF ABBREVIATIONS ........................................................................................... 58 
LIST OF FIGURES ........................................................................................................... 59 



TBU in Zlín, Faculty of Applied Informatics 10 
 

INTRODUCTION 

POS Merchant is a web portal from merchants who are customers of one of the Czech 

banks. On this terminal a customer could for example check the settling of terminals, 

payment getaways, request support and browse transactions done on those terminals. 

It is a standard JAVA application mainly based on the libraries and technologies such 

as: 

• Spring; 

• Hibernate; 

• Apache. 

Dependencies are managed by Maven tool. 

Main goal of this modernization is to replace the old generation of used libraries 

which should enable faster and more secure enhancement of this portal in the future. Part of 

this project is also to rewrite some of the critical parts of the portal by a new code style of 

code, which those new libraries enabled. For example: 

Full rewrite the SQL database communication (MariaDB and Oracle):  

• Modification of web components used in the portal. 

• Improving communication between application modules. 

• Rewrite communication with external modules to the REST interface. 

By the end of the project, the 10 years progress in Java ecosystem and mentioned 

libraries and technologies can be observed. 
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I. THEORY
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1 STATE OF ART 

1.1 Introduction 

Nowadays, purchasing goods and items is the necessary part of modern life. When 

people started using money as an exchange currency. That is where the trading becomes 

more secure, faster and more advanced. With introduction of receipts, the records of 

transactions became more useful for government and customers and tax authorities. 

The point of sale (POS) in retail uses both software and hardware. This can include a 

manual or electronic cash register, scanners, scales, touch screen terminals, and a variety of 

other bits and beans [1][2][3]. 

An example of a point of sale in a conventional brick and mortar store is a scale used to 

weigh items in a traditional grocery or pastry shop. 

Marketers emphasize POS for their products or services because consumers often make 

purchasing decisions at POS points of sale. Physical stores have traditionally placed their 

POS at exits to increase impulse purchases by shoppers leaving the store. 

While Department Stores typically place POS in multiple locations through their stores, 

they have found that this provides an opportunity to focus on shoppers looking for specific 

types of products and influence their purchasing decisions early in the sales process. 

The earliest POS systems were nothing more than written receipts, but retailers now 

prefer electronic POS solutions. They simplify the sales process as well as allow the 

merchant to collect valuable sales data. 

A basic POS system can be no more than one cash register and software needed to 

collect sales data. They can be expanded and improved with additional hardware such as 

barcode scanners, memory card readers or other software modules. 

Depending on the software, sellers can track not only their sales, but also inventory 

levels, gross income, profit margins, sales structure, and a host of other data points. 

This data can then be analyzed to improve profitability and identify weaknesses in the 

sales or inventory process. Sophisticated software can even automate ordering and 

restocking and help entrepreneurs tailor their marketing campaigns based on consumer 

behavior. 

1.2 History 

The foundation of POS systems was years ago - technology was introduced to the world 

in the late 19th century when the first cash register systems started to be implemented. In the 
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very beginning of its existing it was a machine that was able to keep track of the sales under 

a cashier and by the beginning of 20th century many businesses started to use the technology 

[2]. 

In the process of the development drawer and paper were added for an actual registration 

of the transactions and in the late 20th century LCD display screen, credit card, thermal 

printing additionally improved the POS technology [3]. Afterwards in the process of 

technology evolution computer software stated to be used in combination with an actual 

device which again extended the functionality of POS [1]. 

Ultimately POS were transformed and currently includes a wide combination of digital 

and IT technologies that is used by vast majority of businesses, detailed theoretical 

explanation of modern POS is given below. 

1.3 Overview 

In big businesses such as restaurants, grocery store, salons, shops there was always a 

need of secure and efficient system that can produce and print the receipts or sales overview. 

In modern world the purpose of the system is to ease and accurate the trade of goods and 

services. With new technologies the process has become automated providing more 

convenient and faster purchasing experience for customers. The system can hold the records 

of transactions in database which makes it way easier to analyze the business and keep track 

of sales. Point of Sale (POS) is a system or spot where customers can make a payment for 

provided services or goods that are offered by the salesman (by salesman it is implied 

company, corporations or any other organizational form). Most of the modern POS 

components contain [4]: 

• scanner; 

• card Reader; 

• computer or tablet; 

• keyboard or touch screen input; 

• software on CPU for operations running; 

• printer. 

When a customer gets to the POS with desired goods, a cashier scans the items to be 

purchased, and POS system calculates the summary amount of the payment to be made [2]. 

A barcode scanner obtains the information about the items and gets the records with unique 

references to each item holding different values. While processing, upon cashier scanning 
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the goods, a customer can observe the price per each item along with the summary of the 

scanned items. Customer has a choice to pay by Credit/Debit card, cash, or coupons. If the 

transactions are successful, the POS software updates the records in database, sometimes 

including number of items in stock. The customer receives a confirmation in a form of 

receipt for successful payment [5]. 

 

Most card terminals today transfer data over cellular networks and Wi-Fi. Obsolete 

terminals communicate over regular telephone lines or Ethernet connections [6]. Some also 

have the ability to cache transaction data, which will be sent to the gateway processor when 

a connection becomes available; the main disadvantage is that immediate authorization is 

not available at the time the card was processed, which can subsequently lead to failed 

payments. Wireless terminals transfer data from a card using Bluetooth, Wi-Fi, cellular, or 

even satellite networks in remote areas and on-board aircraft. 

Prior to the development of payment terminals, merchants will capture card data 

manually (using a so-called "ZipZap" machine). The development of payment terminals has 

been driven by the efficiency benefits of reducing transaction processing times and 

immediately allowing payments. From a security point of view, terminals provide end-to-

end data encryption and card end auditing functions. However, there are some cases of POS 

contact pad malware. There have also been instances of skimming at card terminals, and this 

has led to a move away from the use of magnetic stripe to collect information using EMV 

standards. 

The payment terminal allows the merchant to grab the required credit and debit card 

information and transfer this data to the merchant's merchant service or to the bank for 

authorization and finally transfer the merchant's funds. The terminal allows a merchant or 

their customer to steal, insert, or hold a card near a device to collect information.[7] The 

terminal is often connected to the point of sale systems so that payment amounts, and 

payment confirmation can be transferred automatically to the retailer's management system. 

Terminals can also be used offline, in which the seller keys the quantity in the terminal 

before the customer present his card and personal identification number (PIN). 

In order to use the system, some who has granted access (cashier, administrator, 

manager) for POS software must log be logged in. Some of the functionality. Further, the 

protected and confidential system management functions can only be accessed by 

administrators for security purposes. These operations are represented on figure 1. 
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1.4 Development and system requirements 

For POS system development, developer can use any desired language that fits his 

needs the most, while POS terminal development has to be programmed only in POSXML. 

POSXML (from POS and XML - markup language) - programming language, based 

on XML that uses to develop applications for POS-terminal. 

The main purpose of POSXML is to simplify the development of applications for 

POS terminals [8]. It contains a set of commands and pre-programmed commands that allow 

direct interaction with the machine, resulting in a large reduction in application development 

time. 

Windows Embedded Industry, formerly Windows Embedded POSReady and 

Windows Embedded for Point of Service (WEPOS), is an operating system subfamily 

developed by Microsoft as part of its Windows Embedded product family. Based on 

Windows NT, Windows Embedded Industry is intended for use in industrial devices such as 

cash registers, ATM machines, and self-service checkouts. Windows Embedded 8.1 Industry 

was the last release, with Windows 10 IoT Enterprise replacing both Windows Embedded 

Industry and Windows Embedded Standard. 
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Figure 1: Activity Diagram, Sale Transaction 
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1.5 Security 

POS system also have security critical security vulnerabilities: 

1. Corrupted employee at retail can collude with swindler which perform another 

customer and get around scanning some items or enter lower number of 

products and get profit. 

2. Another security vulnerability is possibility to void a closed sale receipt for 

refund purpose without responsible person password.  

3. Possibility to issue a receipt with negative amount. I this case cashier can easily 

stole money from cash drawer. 

There are some cases that help to prevent employee theft: 

1. Set an admin window in POS system to inspect a daily list of sale receipts. 

Administrator must pay more attention to the frequency of cancelled receipts 

before sale, refunded and negative receipts. If the cashier steals money, there 

are going to be a lot of cancelled before completion. 

2. Place closed-circuit camera pointed at the POS system to record cashier 

activities. 

3. Set admin password for any changes in product prices and discounts and 

register all other changes in system for inspection purposes. 

4. Limit access to generated by administrator reports about number of products, 

customers membership, customer preferences, most popular products, product 

providers and company income. This information is very important for any 

business and may affect future income and popularity. Access to that part must 

have only trusted personal. 

5. Database must be also encrypted to prevent them from being copied or 

tampered with. 

Despite all prevent measures, POS system cannot provide perfect security from entire attacks 

just like outer attacks. The most interesting data for hacker is customers payment cards and 

its reason why POS systems were attacked. Some of attacks were successful only because 

company ignored simple security measures as it was with Subway in 2011[9]. 

Also, POS system is vulnerable for entire malware attacks. In 2016 couple hounded 

of Wendy's restaurants were hacked by malware [10]. Payment cards were processed in POS 

system that allowing to malware to intercept and transmit card data. 
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After that cases, in 2017 security researchers found critical vulnerabilities in systems 

developed by SAP and Oracle. As researchers commented, system was hacked because 

vulnerabilities were under spotlight. After patching, Oracle confirmed that security 

vulnerability affects over 300,000 Oracle POS Systems [11]. 

To avoid payment card data, leak some countries process payments only through 

payment terminals. In that case payment card data less vulnerable for hackers, unlike when 

payment cards are processed through the POS system where security is contingent upon the 

actions taken by end-users and developers. 

These days smartphones with NFC are widespread and its reason of introduction of payment 
systems as Google Pay and Apple Pay. These systems provide good security features and 
more comfortable for user. 
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2 THE BASIS OF POS MERCHANT 

POS Management is a tool for remote management of payment terminals. The basis 

of this solution is the functionality of online communication with all terminals with the 

possibility of uploading individual applications of a perfect device. Other entities (salesman, 

store, administrator, helpdesk, service partner) can also enter the system via the web 

interface. 

The "POS Merchant" module is a user interface designed for traders, which is built 

as a website, accessible from the Internet. This module allows traders to view individual 

trading venues, resp. individual terminals, and monitor realized card transactions within 

defined reports. 

The POS Merchant application mainly offers the merchant:  

• an overview of all installed payment terminals;  

• an online overview of individual transactions made with payment cards;  

• an overview of the number and volume of transactions at points of sale;  

• export data on transactions in CSV format (data import into Excel, etc.);  

• electronic archiving of terminal receipts;  

• options of custom setting of application parameters (eg change of text on receipts); 

• option of downloading statements on transactions made with payment cards. 

2.1 Main Menu 

Displays the merchant's navigation menu in the application, figure 2.  

 
Figure 2: Menu 

Payment terminals:  

• Transaction sums.  

• Transactions. 

• Terminals. 

Payment gateways:  

• Payment gateways. 

Transactions: 
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• Payment terminals.  

• Payment gateways. 

• Recharging. 

Store:  

• Store.  

• Statements of merchants.  

• Displays a list of all merchant terminals.  

Terminals: 

• A list of all payment terminals is displayed. 

Users: 

• A list of users is displayed set by the company administrator.  

• Possibility of editing and creating new users (in the role of merchant). 

User info: 

• The contact e-mail of the merchant and the option to change the password will be 

displayed. 

2.2 Users 

 The selected employee of the salesman (administrator) has the option to add / remove 

other users for the given company, who will have access to the application. The selected user 

has an overview only of the given establishment (establishments) / payment gateway (s). It 

is therefore possible to set accesses for certain persons for individual establishments / 

payment gateways. The administrator of the company is set by the bank (username IČO). 

The "Store" role is set for other users, where the administrator sets the name and password, 

the place (s) and sets the permissions. 

Merchant role:  

• view of receipts; 

• export of transactions; 

• download of receipts in PDF;  

• active changes of billing;  

• active administration of payment gateway; 

• establishment of users in a role of store. 
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The role of the store:  

• display of transactions (default NO); 

• export of transactions; 

• downloading receipts in PDF;  

• active billing changes (default NO);  

• active payment gateway administration (default NO). 

Editing a new user allows you to check which permissions will be allowed, figure 3. 

 

Figure 3: User editing 
 

2.3 Trader 

 The Merchant option from the main menu displays detailed information of the 
registered company. The Business Locations item in the Action column opens a list of all 
the company's business locations, the Statements item displays an overview of statements, 
figure 4. 
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Figure 4: Record of a Trader 
 

2.4 Statements 

 Statements option displays a list of all available statements. Statements can be found 

in the merchant section in the listing’s submenu. The statements are divided into two 

categories - Regular and Extraordinary, figure 5. 

 
Figure 5: List of Statements 

 
 After pressing the second button (Show statements) in the Actions column, you will 

get to the overview of generated statements. You can filter their list by period and by file 

name.  

 Statements can be downloaded separately by clicking on the download button in the 

Actions column or collectively in one ZIP file. In the case of downloading to a ZIP file, it is 

necessary to mark all the statements you want to download on the left side and click on the 

Download files button. 

2.5 Business Locations  

The Business Locations option of the main menu displays a list of all business 

locations of the company. The filter provides the option of searching by store ID, store name 

or address. It is also possible to display active / inactive points of sale. The Terminals item 

in the Action column opens a list of all payment terminals of the given point of sale, the 

Payment gateways item displays an overview of all payment gateways, figure 6. 
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Figure 6: Listing of business locations 
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3 PAYMENT TERMINALS 

3.1 Payment Terminals 

 The Terminals option of the main menu displays a list of all merchant payment 

terminals. The filter allows searching by POS ID, by terminal ID (for example PVTExxxx) 

or serial number of the terminal. It is also possible to display active / inactive terminals, 

figure 7. 

 

Figure 7: Terminal options 
 
The Receipt text item in the Action column opens a window with a request to edit the receipt 

text on the given terminal. If the merchant is allowed to change the text on the receipt, he 

sends a change request to the bank, where this request is processed (approved / rejected), 

figure 8. 
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Figure 8: Terminal Receipt Editing 
 

3.2 Amounts of Transactions 

 An overview of the summary of card transactions (numbers and volumes) for the 

merchant, divided into individual points of sale, or terminals for a certain period. The 

summary of transactions is given according to the type of transaction (Sale / Reversal / 

Cashback/ Completion of pre-authorization / Pre-authorization / Authorized / Posted / 

Rejected / Closing), figure 9. 

 

Figure 9: Filtering Transactions 
 
The amounts of transactions can be filtered according to the time period:  
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• date / interval / month / quarter / year also by currency; 

• CZK / EUR / GBP / USD. 

The obtained values can then be converted to a CSV file (Export to CSV file), figure 10. 

 

Figure 10: Example of Transaction Overview 
 
 In the table, it is possible to set the display of individual parts using the check boxes, 

which are visible below (Balance / Sales / Cashback/ Returns / Completion of pre-

authorization / Pre-authorization / Authorized / Posted / Rejected / Closing). 

3.3 Transactions - Payment terminals 

 The overview of transactions is accessible online with a delay of about 10 minutes. 

The displayed transactions can be of the following type, depending on the settings of the 

terminal and the services provided: 

• sales; 

• sales – cashback; 

• return of goods;  

• subtotal Cash withdrawal;  

• pre-authorization; 

• pre-authorization – closing;  

• description. 
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By exporting transactions to CSV format (MS Excel), you can independently create 

reports according to individual terminals, points of sale, etc. The Transactions option in the 

main menu allows you to search for transactions according to the criteria below, figure 11. 

 

Figure 11: Overview of Payment Terminals 
 

3.4 Requirement to Change the Status / Type of a Transaction (Reversal, 

Reprocessing) 

 The POS Merchant application offers the following functions, within which the type 

/ status of the transaction can be changed: 

1. Reverse sales transactions, ie sending a request for the return of the relevant 

amount from the merchant's account to the account of the payment card holder 

a) In the first phase, it is necessary to search for the relevant payment of posted 

transactions (upper menu Transactions - payment terminals, above) and click on the 

dollar symbol (Reverse) located in the Transaction type column. 

b) After performing the step described above, a window called Action will open, where 

there is a detail of the selected payment and the following button, figure 12. 
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c)  

Figure 12: Action Window 
 

2. Reverse - clicking on the button will expand the Actions window by a section 

called Request, where it is necessary to fill in the reason for reversing and click on 

the Save button. After saving, the line of the relevant transaction in the list of 

posted transactions is highlighted in red, which signals an active (not yet processed) 

request. In addition, the transaction to be reversed appears among unposted 

transactions as a Sales Reversal (Transaction Type column). As soon as the request 

is settled on the part of the bank, a new transaction is created in the posted 

transactions by the request processing, figure 13. 

d)  

Figure 13: Action Window Expended 
 

3. Partial Reversal — If only part of the transaction needs to be reversed, in the 

Request window, select the Adjust Amount option. This will make the field 

available for adjusting the amount - what amount (difference) of the transaction do 

you want to return to the payment card holder of the original transaction (sales 

transaction was made for 200.00 CZK, payment card holder should pay 150.00 

CZK - partial reversal will be 50, 00 CZK) After entering the value of reversion 

and reason, it is necessary to save the request. After settling the partial reversal, in 
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the overview of transactions, it is possible to move the mouse cursor to a specific 

amount in the amount column and information about the amount of the reversed 

amount will be displayed. 

4. Cancel - clicking on the button will return to the list of settled transactions. 

5. Include the transaction in processing, include the reversed transaction in the list of 

transactions designated for settlement. 

e) For unposted transactions for which it is Reversed (Status column), a reprocessing 

request can be sent. In the first phase, you need to find the appropriate payment in the 

unposted transactions and click on the dollar symbol located in the Transaction Type 

column. 

After performing the step described above, a window called Actions will open, where 

there is a detail of the selected payment and the following buttons (figure 14): 

 

Figure 14: Action Window 
 

6. Include in processing - clicking on the button will expand the Actions window by 

the Request section, where it is necessary to fill in the reason for reprocessing and 

click on the Save button. As part of this action, the line of the relevant transaction 

in the overview of posted transactions will be highlighted in red, which signals an 

active (not yet processed) request. In addition, the transaction to be re-posted 

appears among the posted transactions as a Resale (Transaction Type column). As 

soon as the request is processed by the bank, a new transaction will be created in 

the posted transactions by the request processing, figure 15. 
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Figure 15: Action Window Expanded 
 

Cancel - Click the button to return to the list of unposted transactions. For the above 

requirements, it is possible to attach a file to the application (a copy of the receipt, etc.) 

3.5 Transactions – Recharging 

 The Recharge option is intended for merchants who use the mobile operator credit 

recharge service on the payment terminal, figure 16. The merchant can monitor completed 

transactions online for recharging. 

 

 

 

Figure 16: Recharge Option 
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4 PAYMENT GATEWAYS 

4.1 Payment gateways 

 The Payment gateways option in the main menu displays a list of all merchant 

payment gateways. Filter Allows searching by POS ID, by payment gateway ID (for 

example MIPSxxxx), figure 17. 

 

Figure 17: Payment Gateways 
 
 There are several options in the Action column: 

1. Detail of a payment gateway. The Gateway settings can be seen in the Payment 

Gateway Detail. This is only an overview, and nothing can be changed and edited 

here, figure 18 

2.  
 

Figure 18: Overview of Payment Gateways Details 
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3. Transaction. This button takes you to an overview of the transactions of a specific 

payment gateway. Description of transactions below (3.3 Transactions - Payment 

Gateways). 

4. Bin Blacklist. List of prohibited payment card number prefixes. It is not possible to 

set and add forbidden prefixes. 

5. Logos. After clicking on the Logos button, the menu for inserting a new logo, 

setting the active logo and possibly deleting unused logos will be displayed. After 

inserting the logo via the NEW button and saving it, the logo is sent for approval. 

Until then, the status of the logo (in the status column) is pending approval and 

cannot be used. After its approval, the status will change to Approved and the logo 

can be set as displayed on the payment gateway, figure 19. 

 

 

Figure 19: Inserted Logo 
 

6. Color scheme. After clicking on the Color scheme button, an overview of color 

schemes and their current status will be displayed. After pressing the NEW button, 

it is possible to create a new color scheme and after saving it will be sent again for 

approval, just like the logo, figure 20. 

 

Figure 20: Color scheme 
 

7. Keys. Requirement to enter payment gateway keys. 
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4.2 Amounts of Transactions 

 The overview of the summary of card transactions (numbers and volumes) for the 

payment gateway can be entered via the Payment terminals and then Transaction amounts 

tab. virtual terminals for a certain period. The summary of transactions is presented 

according to the type of transaction (Sale / Reverse / Authorized / Posted / Rejected), figure 

21. 

 

Figure 21: Filtering Summary of Card Transactions 
 
Transaction amounts can be filtered by time period: 

• date / interval / month / quarter / year and at the same time by currency; 

• CZK / EUR / GBP / USD. 

The obtained values can then be converted to a CSV file (Export to CSV file), figure 22. 

 

Figure 22: Transaction Amounts 
 
 In the table, it is possible to set the display of individual parts using the check boxes, 

which are visible below (Balance / Sales / Returns / Authorized / Posted / Rejected). 
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4.3 Transactions – Payment Gateways 

 An overview of transactions is available on the Transactions - Payment Gateways 

tab. The overview is accessible online with a delay of approx. 10 minutes. 

Explanation of transaction statuses:  

• Authorization confirmed / Sent for posting it is not possible to change the 

transaction amount, only the transaction is excluded from settlement (Blue 

Dollar). 

• Authorization confirmed / Not sent for posting: Waiting for final order 

confirmation, transaction amount can be changed, or transaction is excluded 

from settlement dollar). 

• Posted: the transaction is settled. 

• Direct transaction reversal request: transaction reversal request recorded. 

• Reversed - Revoked: transaction was canceled (failed connection to server).  

• Reversed –Returned: reversed transaction processed. 

• Rejected. 

• Cancelled order by user.  

• Order processing. 

• Order created. 

4.4 Requirement To change the status / type of a transaction (reversal, 

reprocessing) 

 The POS Merchant application offers the following functions, within which the type 

/ status of the transaction can be changed. 

 If the transaction is in the Authorized / Unposted state (dollar symbol is red), it is 

possible to reverse it before posting, or to include it in the posting, if it is already posted 

(dollar symbol is blue), it is only possible to send a request for reversal. 

 Reverse / include for settlement, ie sending a request for the return of the relevant 

amount of the merchant's account and include the account of the payment card holder or 

include the transaction in the list of transactions designated for settlement. 

 In the First Phase, you need to find the appropriate payment in the Transactions tab 

and click on the dollar symbol located in the Gateway ID column, figure 23. 
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Figure 23: Transaction Tab 
 
 After performing the step described above, a window called Action will open, where 

there is a detail of the selected payment and the following button (figure 24): 

• Reverse - clicking on the blue dollar button will expand the Action window by 

a section called Request, where you must fill in the reason for the reversal and 

click on the Save button. After saving, the line of the respective transaction in 

the list of posted transactions is highlighted in red, which signals an active (not 

yet processed) request. In addition, the transaction to be reversed appears 

among the unposted transactions as Sales Reversal (Transaction Type column). 

As soon as the request is settled on the part of the bank, a new transaction is 

created in the posted transactions by the request processing date. 

 

Figure 24: Action Window 
 

• Partial Reverse - Clicking on the blue dollar sign expands the Actions window, 

where you click Reverse. The requirement to adjust the amount and to state the 

reason for the partial reversal will then be extended. Checking the Edit amount 

option will unlock the box where you specify the amount (difference) of the 

transaction you want to return the original transaction to the payment card 

holder (eg the sales transaction was made for CZK 200.00, the payment card 

holder should pay CZK 150.00 - partial reversal will be 50.00 CZK) After 
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entering the value of the reversal and the reason, it is necessary to save the 

request. After settling the partial reversal, in the overview of transactions, it is 

possible to move the mouse cursor to a specific amount in the amount column 

and information about the reversed amount is displayed. 

• Include the transaction in processing, include the transaction in the list of 

transactions specified for settlement. Clicking on the red dollar button opens the 

Actions window, where there is a detailed overview of the transaction. After 

pressing the Include for settlement button, the Actions window will be 

expanded by the Request section, where it is necessary to fill in the reason for 

processing and click on the Save button. Alternatively, the amount can be 

adjusted. As part of this action, the line of the relevant transaction in the list of 

unposted transactions is highlighted in red, which signals an active (as yet 

unprocessed) request. In addition, the transaction to be re-posted appears 

among the posted transactions as a Resale (Transaction Type column). 

• Cancel - Click the button to return to the transaction overview. 

 For the above requirements, it is possible to attach a file to the application (a copy of 

the receipt, etc.). 

 If the transaction is in the Reverse state, it is possible to view the history of requests 

by clicking on the dollar symbol located in the Gateway ID column, figure 25. 

 

Figure 25: Overview of Chosen Transactions 
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5 ELECTRONIC RECORD OF SALES 

 Electronic records of sales (hereinafter referred to as ERS) paid not only by payment 

card, but also in cash (including meal vouchers) through a payment terminal, without the 

need to purchase a cash register. 

5.1 Insertion of ERS certificate 

To insert a certificate in the Merchant tab, click on the icon showed below on the picture 26: 

 

Figure 26: Merchant Tab 
 
 Click to display the Certificates page. Embedded certificates are displayed at the top 

of the application. The active certificate is marked in bold. 

 A new certificate is inserted at the bottom of the application. The VAT number is 

pre-filled by a bank, in case the VAT number field is displayed blank, it is necessary to 

contact by a bank by email 

 In the next field called Password it is necessary to fill in the obtained password of 

the certificate from the financial administration. Use the following field to select the 

certificate that you have already downloaded on your computer. 

Click the Save button to upload the certificate to the POS Merchant system, figure 27. 

 

Figure 27: Certificate Page 
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 After successful upload of the certificate, it is necessary to activate individual points 

of sale to receive ERS. In the POS Merchant application, go to the Business Locations tab, 

figure 28. 

 

 

Figure 28: Business Location tab 
 
Pressing the Save button will pair the establishment with the certificate, figure 29. 

 

Figure 29: Pairing Establishment with Certificate 
 
 For each individual Point of Sale, it is necessary to fill in the ID of the establishment, 

which you obtained by registering on the financial administration server. 

 If the currently activated certificate contains multiple keys, you select which one to 

use for the given business location. If the certificate contains only one key, it will be selected 

automatically 

 During the introduction of the certificate, a test transaction is sent to the MFČR, 

which verifies the correctness of the entered data and the validity of the certificate. This 

transaction is not recorded among the merchant's sales.  

 When activating a certificate at a point of sale, the active certificate is used, which is 

currently loaded on the Store tab. After activation, the bank needs to reconfigure the terminal 
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settings. Therefore, after successful verification and activation of the certificate at the point 

of sale, a notification is sent to the bank, after which the bank reconfigures the terminals. 

5.2 Display of ERS transactions in the POS Merchant application 

 Filtering ERS transactions in the POS Merchant user interface is similar to other 

transactions. Filtering is performed by time from to one month, then by various statuses or 

states of transactions, amounts, document numbers, etc., figure 30. 

 

Figure 30: ERS tab 
 
 After the search, the table is displayed to the user with the relevant transactions. 

Because transaction data is relatively large, the table allows you to view transaction details 

in the last column. After clicking on the detail icon for the given line, the modal window is 

displayed to the user, in which more detailed data about the transaction are displayed, such 

as amounts in all tax categories, FIC, BKP values, etc., figure 31. 
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Figure 31: Transaction Tab 
 
The meaning of individual statuses is as follows: 

• Undefined - default state at the time of transaction creation. 

• Receipt of order - transaction registered online in MFČR. 

• Not accepted by terminal - terminal did not confirm receipt of response from 

server.  

• Not sent to ERS – failed to establish connection with the MFČR server.  

• Further sending – transaction sent to the terminal repeatedly. 

 The meaning of statuses other than "Receipt of order" is informative. Only the filled 

in value of the fiscal identification code (FIC) clearly indicates whether the transaction was 

successfully registered in the Ministry of Finance of the Czech Republic. 

 In contrast to other transactions, the " Insert documents” button has been added, 

which allows you to create a transaction in the event of a terminal failure. After clicking on 

this button, the trader is pre-filled with data about his certificate (VAT number, CashID data, 
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etc.). In order to be able to pre-fill this data, it is necessary to select the merchant, the point 

of sale and the terminal in the filter. The receipt number is also generated. 

 It is then up to the user to enter the breakdown of sales in individual tax rates. For 

clarity, the sum of these amounts is displayed. After saving the document, the user is 

informed whether the transaction was saved successfully or not, figure 32. 

 

Figure 32: Insert documents 
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II. TOOLS
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6 TOOLS PREFERENCE 

6.1 Why Java 

 So far, Java is the first choice among backend developers in the world. With Java 8 

featured release in 2014 making it possible to write functional-oriented applications, making 

it even easier and robust. Over 3 billion devises use Java in some form making this one the 

most popular runtime environment. 

Major advantages: 

• Can be ran in any system with a JVM, hence offering high performance and 

making it very portable. 

• Compile-time and runtime checking make it a very secured language. 

• Garbage collection, memory management make it robust language. 

• Scalability. 

• Multi-threading. 

• Ecosystem – great IDEs of choice, Maven or Gradle for dependency 

management, Spring framework/boot, etc. 

6.2 Why Wicket 

 Wicket is a framework for building Java Web Applications. It was relatively popular 

among Java developers working with web applications. The aim of the framework is to 

simplify development of web interfaces using only Java code and XHTML similar. No need 

XML configurations and JavaScript. 

Major advantages: 

• Writing AJAX applications without a line of JavaScript code 

• Web pages are objects therefore syntax would be familiar to Java Developers 

• Testing becomes much easier 

6.3 Why JPA 

 The Java Persistent API is considered to be a standard approach for ORM. It allows 

POJO to be persisted without a need for any methods nor interfaces. 

Major advantages: 

• Database independent. 

• Ability to easily switch JPA implementations. 

• Connection between domain model and databases must be defined just once. 
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• Simplicity compared to other approaches. 

6.4 Why Maven 

 Maven is a project management tool which is used for dependency, documentation 

and project builds. 

Major advantages: 

• Maven adds dependencies set in pom file. 

• Possibility to start projects on different machines without handling 

configuration (if one is set beforehand). 

6.5 Why Spring 

 Spring is the most popular framework for Java. It eases the configuration process in 

order to avoid writing a lot of boilerplate code.  

Major advantages: 

• Productivity increase. 

• Provide embedded HTTP server. 

• Provides a lot of plugins using Maven or Gradle. 

• Provides Command Line Interface to test applications from command prompt. 
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III. ANALYSIS
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7 MERCHANT REPOSITORY 

Terminal management system is the part of application which manages communication 
between Databases and POS Merchant. The main point of TMS is to separate DB from the 
backend  

7.1 Dataflow with filters and predefined methods 

Before the update, Hibernate Restrictions class was used for filtering the output from 
the database, figure 33. 

 
Figure 33: Old Implementation of Filters 

 
Now with JPA CriteriaBuilder we define JPA filters as explained below, figure 34. 
This class creates filter, with instance of Application domain class where the records from 
databases can be filtered before rendering. 
 

 
Figure 34: New Implementation of Filters 
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Calling the service count with the created Filter, figure 35. 
 

 
Figure 35: New Implementation of Filters 

 
This is the service that is called and then the service is calling the Repository with the new 
instance from specifications with the filter we have created, figure 36. 
 

 
Figure 36: New Implementation of Filters 

 
It accepts the filter and runs it through the instance of functional interface Predicate, figure 
37. 

 
Figure 37: New Implementation of Filters 

 
 Method „toPredicate“ accepts the filters, checking if there is a reason to do filterring and 
finally returning a list of filters to be applied. 

The count method is already predefined In the JpaSpecificationsExecutor class from 
Spring Data Jpa library, figure 38. 
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Figure 38: JPA predify method 

 
Also in order for JPA to work we need to extends the JPA repository specifying the domaim 
class and the type of primary key of the database table, along with JpaSpecificationsExecutor 
to call count method, figure 39. 
 
 

 
Figure 39: New Implementation of Filters 

 

7.2 Dataflow with custom queries  

Before the update, Hibernate Sessions was used to get a physical connection with database, 
figure 40. 
 

 
Figure 40: Old Implementation of Custom Queries 

 
Hibernate sessions are not as verbose, so the it was decided to switch to Spring Data 

JPA. 
 The dataflow is still the same and Repository but the custom query we have created 
that looks more readable and reusable, figure 41. 
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Figure 41: New Implementation of Custom Queries 

 
Named Parameters will pass method parameters to the query matching in the method 

declaration. 
For the queries above „status“ method parameter is assigned to named parameter to 

match the name, set in query, therefore  „loading“ and „potAppNoId“ are assigned to query 
parameters for „loading“ and „potAppNoId“ to match the names in the query. 

 

7.3 Testing 

For testing purposed Mode class has to be created for each repository with implementation 
of RunMode, figure 42. 
 

 
Figure 42: Implementation for Testing 

 
RunModeEnum is the enum which holds all the names of the Repositories. Here the 

mode is getting by returning the name of the repository so the RunMode knows which mode 
to start for testing purposes, figure 43. 

 

 
Figure 43: Implementation for Testing 

 
In Promag Arguments we spicify which mode to run, figure 44. 
 

 
Figure 44: Configuration of Program Arguments for Testing 

 
• -m stands for the name of the mode; 
• --modify will allow running methods that will modify the data in database. 

 
Using Spring Boot 2 the services were autowired for given repository. Figure 45. 
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Figure 45: Implementation for Testing 

 
Then the methods from the autowired services are called with given parameters and 

then the results are logged into the console so the output of the tests can be observed, figure 
46. 

 
Figure 46: Implementation for Testing 
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8 POS MERCHANT REPOSITORY 

Regarding the POS Merchant Repository, the main goal was to migrate from Wicket 
1.5 to Wicket 8.6.0. For smoother migration and for good behavior changes it was decided 
to, firstly, change from wicket 1.5 to wicket 6.30 and after successful migration from Wicket 
6.30 migrate to Wicket 8.6.0. 

For better understanding, the structure of the wicket framework is described below. 
The main advantage of using Wicket is Wicket Components. Wicket Components 

consist of a Java class, the HTML markup, and a model. Models are facade that components 
use to access the data.  

The wickets structure implements comfortable separation of concerns for component 
and the output on the web, increasing reusability of code. Java represents component logic 
and in order to add it to the web it is just needed to be annotated in HTML markup with 
required components written in Java, figure 47. 

 
Figure 47: Schema of page request handling for a component-oriented framework 

 
 Because Wicket is the component-oriented framework, compared to the frameworks 
such as Angular or React, the model of required pages is built on the server-side and 
generates HTML according to the model. Considering JavaScript DOM, Wicket works in 
the inverse way, meaning: 

• Firstly, it is built on the server-side 
• Secondly, it is built before HTML is sent to the client 
• Lastly, in order to generate HTML code, it first must use a model 

What makes Wicket great are the benefits which are: 
• Web pages are objects, meaning that web pages are objects instances rather 

than text fields and therefore we can take advantage of OOP to structure web 
pages and their components. 

• There is no need to worry about application’s state. Java objects are considered 
to be stateful entities, because they keep the reference to other objects inside the 
objects; 

• According to the previous benefits, testing web applications becomes easier. 

 As stated before, the main challenge was migration. There were many deprecated 
methods and classes which had to be rewritten for application to work faster and more secure. 

Additional libraries which were working with Wicket 1.5 were not updated to newer 
style of coding, a lot of logic had to be rewritten.  

 
As an example, Color Picker for styling Payment Web Application for owners of 

Merchant, could not been updated due to some of the changes in Wicket AJAX API. The 
task was to write a new Color Picker from scratch, which was a challenge. Because 
frameworks such as Angular and React and VueJs gained so much popularity, Wicket started 
losing its audience which led to big decrease of support in forums in past several years. 
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Before the update ColorPicker used a third-party library implementing much of the 
functionality for color picker, figure 48. 
 

 
Figure 48: Implementation of Color Picker 

 
After an update, the color picker third-party library was not supported due to some 

of the deprecated methods it used from Wicket 1.5. The challenge was to implement similar 
logic of third-party library, which was used before from scratch, figure 49. 

 

 
Figure 49: New implementation on color picker 

 
ModalWindow had to be implemented along with AjaxLink component. Before it 

was implemented by third-party library. 
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Before PageParameters API was improved, the hash map with references to newly 
set colors by user, were obtained from the object to change save the colors and apply them 
for rendering, figure 50. 

 

 
Figure 50: HashMap of values 

 
Improvement of PageParameters with new Wicket 8.60, motivated to slightly change 

the structure using PageParameters, figure 51. 
 

 
Figure 51: PageParameters implementation 
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CONCLUSION 

The main goal was the modernization of currently used Payment Web Application 

replacing the old and some not supported libraries.  

Migration of Wicket 1.5 which was based on Java 6 and Spring 4 to Wicket 8.6 which 

is using Java 8 and Spring 5, significantly increased security enhancement. Support of 

Lambda and Streams along with new Wicket features in some critical parts, gave application 

a new style of code, along with updated third-party libraries, which overall made application 

up to date. Along with that, Repository which separates database with backend was 

rewritten. Modules communicate faster and more secure; web components were modified 

and communication with external modules was rewritten using REST interface. 

Overall, as the performance testing shows, the main operations done by applications 

increased in speed in about 25%. 
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CPU    Central Processing Unit 
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