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1 PRECHOD Z IPV4 NAIPV6 A TUNELOVANIE

V tejto Ulohe preskimame techniky podporovane Cisco zariadeniami pre prechod
(migraciu) z IPv4 na IPv6. Stru¢ne su zhrnuté zéklady a jednoducha konfiguracia
dudlnej sady IPv4/IPv6, tunelovania a prekladu adries. V pripade potreby detailného
Stadia sa laboratorna Gloha odvolava na téoriu DP kap. 1.3. Jednotlivi zakaznici majd
unikatne potreby podl'a existujucej infrastruktury. Bud’ maji len 2 pobocky alebo
infraStruktura pokryva siet’ spolo¢nosti. Praca bola rozdelena do niekol’kych bodov, ktoré
pokryvaju zé&kladné praktické znalosti so zameranim prechodu na protokolovi sadu
IPv6. [1]

1.1 Teodria:

Predpoklada sa, ze je zndme, ¢o je IPv4 alebo IPv6 adresa a ako vypada ¢i uz v DEC
alebo BIN podobe. Rozdelenie adries do tried A, B, C vypodet sietovej alebo
broadcastovej adresy nie je napliiou tejto ulohy. V pripade potreby zopakovat' si IP
protokol, verim, Zze odkazy na literatlru v diplomovej prace buda dostatoénym zdrojom.
Co sa tyka migréacie z IPv4 na IPv6, predpoklada sa zabezpecenie kompatibility
hardwaru a softwaru (aplikacii) podporu IPv6. Laboratérna Uloha sa zaobera

technolégiami migrécie pripadne tunelovania siet'ovych prvkov. [6]
Vyuzivaju sa nasledujuce migra¢né mechanizmy pre hladku integréaciu IPv6:

e Dualna sada (nezavisla implementacia IPv4 a IPv6 stibezne)
e Tunelovanie (Tunneling — zapuzdrenie IPv6 paketu do IPv4 paketu)

o IPv6 nad IPv4 statické tunely MCT (RFC 4213), GRE tunely

o Tunely protokolu ISATAP (RFC 5214), Tunel 6to4 (RFC 3056)
¢ Preklady (translations)

o NAT-PT (Protocol Translation — preklad medzi IPv4 a IPv6) [1]

Dualna sada (Dual-stack) je nastavovanie IPv4 a IPv6 pod rozhranie, ¢o nam aktivuje
subezny chod obchod sad IP. Nakolko konfiguricia IPv4 a IPv6 bola testovana
v predchédzajdcich laboratornych tlohéach, za¢neme tunelovanim. Prvy typom tunelov su
statické P2P tunely ako je na Obr. 1:
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1.2 Zadanie:

Najvicsi poskytovatel’ Internetu v Eurdpe sa rozhodol, ze zabezpeci konektivitu IPv6 pre
svojich zakaznikov. V topoldgii su 3 smerovace Zlin, Ostrava a Olomouc. Na hrani¢nych
smerovacoch Ostrava a Olomouc bezia zakaznicke siete na IPv6. Bohuzial' smerovaé
Vv Zline eSte nepodporuje sadu IPv6 a konektivita, je zabezpecena pomocou IPv4 sady.
Nakolko zakaznici Lol0 a Lo30 pouzivaju aplikaciu, ktoré pracuje s IPv6 potrebuju
zabezpedit' konektivitu IPv6 infrastruktary, preto spravca siete navrhol implementovat’
statické P2P IPv6 tunely. [1][2]

2.1 Migrécia z IPv4 na IPv6 pomocou statickych a GRE tunelov

Nasledujuce ciele boli navrhnuté spravcom siete pri vytvarani statického tunela. [4]

2.2 Topoldgia IPv6 nad IPv4 MCT/GRE tunela:

Topologia z laboratornej Glohy pre konfiguraciu statického IPv6 nad IPv4 MCT/GRE

tunela:

Olomouc Ostrava

2001::30/128

30.30.30.30/24

Eth1/1

Eth1/0 Eth1/1

IPv6 Aplikacia2

@

IPv6 Aplikacial Olomouc_ o Ostrava

(o) Lol6 N — L036
Lo14
10.10.10.10/24

Lo34

2001:10/128 30.30.30.30/24  3901::30/128

192.168.10.0/24 192.168.30.0/24

.20

Obr. 1: Topologia z laboratornej tlohy pre konfiguraciu statického 1Pv6 tunela [autor]
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2.3 RieSenie

V tejto Casti pomocou jednoduchej topoldgie sa ukazu ako funguja statické a GRE tunely.
Oba typy tunelov st vel'mi podobné. Podporuju IGP cez tunely prepastaji vSesmerovu
premévku. Manuélne tunely sa odkazuju na RFC 4213, ktoré definuje ako zapuzdrit’
IPv6 pakety do IPv4. Toto moze podporovat rdzne protokoly a ak sa konfigurovalo
IPSEC (odborovy standard sady protokolov a algoritmov) VPN (Virtual Private Network)
s IGP, ktore prechadza cez a musia pouzit’ GRE. [3]

2.3.1 Nastavte IPv4 a IPv6 adresy na rozhraniach

Nastavenie IPv4 a IPv6 adries na rozhraniach podla Obr. 1. Spatnovéazbové slucky

predstavuju zakaznicku aplikaciu, ktorej chcu zabezpecit' konektivitu IPv6 adries.

Tab. 1: Nastavenie IPv4 a IPv6 adries na rozhraniach [autor]

10strava:

|

conf term

IPv6 unicast-routing

IPv6 cef

interface Loopback 36

ipv6 address 2001::30/128

interface Ethernet1/1

ip address 192.168.30.30 255.255.255.0
full-duplex

no shutdown

10lomouc:

1

conf term

IPv6 unicast-routing

IPv6 cef

interface Loopback 16

ipv6 address 2001::10/128

interface Ethernet1/0

ip address 192.168.10.10 255.255.255.0
full-duplex

no shutdown

1Zlin:

!

conf term

IPv6 unicast-routing

IPv6 cef

interface Ethernet1/1

ip address 192.168.30.20 255.255.255.0
full-duplex

no shutdown

interface Ethernet1/0

ip address 192.168.10.20 255.255.255.0
full-duplex

no shutdown
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2.3.2 Nastavte manualne tunelovanie pomocou spatnovéazbovych sludiek a pridajte

inzerovanie do smerovacieho protokolu OSPF

Dobrym zvykom pri vytvarani tunela je pouzivat spatnovazbovu slucku, pretoze
v pripade padu, sa smerovaci protokol pokusi najst’ inU cestu k spatnovazbovej slu¢ke
suseda, na rozdiel od aplikacii na fyzické rozhranie. Nasledujlca konfigurécia pridava i
manualny mod tunelovanie podl'a RFC 4213. [1]

Tab. 2: Konfiguracia IPv4 a IPv6 spatnovazbovych sluciek pre vsetky rozhrania [autor]

10strava:

|

show interface tunnel 13

conf terminal

interface tunnel 13

tunnel source Loopback 34
tunnel destination 10.10.10.10
tunnel mode ipv6ip
10lomouc:

|

show interface tunnel 13

conf terminal

interface tunnel 13

tunnel source Loopback 14
tunnel destination 30.30.30.30
tunnel mode ipv6ip

Pomocou vyssie zmienenej konfiguracie si jednoducho vytvori manudlny tunel. V pripade
neupresnenia mddu tunela, automaticky sa pouziva GRE tunelovanie (RFC 2784). Ide o
bezstavovy protokol TCP/IP (47) k zapuzdereniu paketov jedného protokolu (IPv6) do

iného (IPv4). Pouzitim show interface tunnel 13 sa jednoducho overi stav tunelu 13.[3]

Obr. 2: Overenie stavu tunelu 13 z hranicnych smerovacov Ostrava a Olomouc [autor]
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2.3.3 Nastav tunel medzi ZURICHOM a GENEVOU, pokial’ nie st povolené

Specifikacie ciel’a tunelovania

Poslednou ¢ast'ou pre dostupnost’ IPv6 aplikacie cez IPv4 siet’ je potrebné inzerovat’ a
nac¢avat’ adresy spatnovazbovych slucdiek a tunela. Moéze sa pouzit’ l'ubovolny smerovaci
protokol popisany v DP v kapitole 1.5.1, ale pouZije sa najjednoduchsi RIPng pre IPv6.
[2]

Tab. 3: Konfiguracia RIPng pre IPV6 na smerovacoch Ostrava a Olomouc [autor]

10strava:

|

show ipv6 route rip
conf terminal

ipv6 router rip RIPng
exit

interface Loopback 36
ipv6 rip RIPng enable
exit

interface tunnel 13
ipv6 enable

ipv6 rip RIPng enable
10lomouc:

1

show ipv6 route rip
conf terminal

ipv6 router rip RIPng
exit

interface Loopback 16
ipv6 rip RIPng enable
exit

interface tunnel 13
ipv6 enable

ipv6 rip RIPng enable

Nasledujuca konfiguracia aktivovala smerovaci protokol RIPng na spatnovézbove;j slucke
a tunelul3 a pridala IPv6 adresu pre tunell3, na ktorom nie si potrebné Ziadne IPv4

adresy. Nasledne si moze skontrolovat’ zo smerovacej tabul’ky, Ze oba smerovace vedia 0

sebe:
Ostrava#show ipvé route rip Olomouc#show 1pve route rip
IPv6 Routing Table - default - 3 entries IPV6 Routing Table - default - 3 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route Codes: C - Comnected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1 B - BGP, R - RIP, H - NHRP, Il - ISIS Ll
12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP I2 - IsIs 12, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, O - OSPF Intra, OI — OSPF Inter, OEl - OSPF ext 1 NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
OE2 - OSPF ext 2, ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, 1 - LISP OE2 - OSPF ext 2, ONL - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, 1 - LISP
R 2001::10/128 [120/2] R 2001::30/128 [120/2]
via FEB0::ROA:R0Z, Tunnell3 via FE80::1E1E:1E1E, Tunnell3

Obr. 3: Overenie smerovania RIPng pre IPv6 na smerovacoch Ostrava a Olomouc [autor]
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2.3.4 'V tomto bode, by mali byt’ dostupné spatnovéazbove slu¢ky, ktoré predstavuju

IPv6 aplikacie. Testuj dostupnost’ spojeni so Specifikaciou zdrojovej aplikacie

Jednoducha uloha, ktora len overi konektivitu, siete IPv6 aplikacii, ¢o bola hlavna

ziadost’ zdkaznika pomocou pingu medzi smerova¢mi Ostrava a Olomouc. [3]

Tab. 4: Kontrola dostupnosti spatnovazbovnych sluciek na smerovacoch pre IPv4 a IPv6
[autor]

10strava:

!

ping 2001::30 source Loopback 36
10lomouc:

|

bing 2001::10 source Loopback 16

2.3.5 Pomocou ladenia over prichodzie ICMPV6 pakety z predchadzajucej tlohy a
pred samotnym testom, aktivuj odchytavanie pomocou Wiresharku.

Odpoveda vystup zachytenych paketov Ziadanému stavu?

Nasledujuce zadanie sa tyka testovania paketov a prieskumu zapuzdrenia IPv6 paketu do

IPv4 pri manualnom tunelovani. [3]

Olomouc#ping 2001::30 source Loopback 16 Ostrava#ping 2001::10 source Loopback 36

Type escape sequence to abort. Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001::30, timeout is 2 seconds: Sending 5, 100-byte ICMP Echos to 2001::10, timeout is 2 seconds:

Packet sent with a source address of 2001::10 Packet sent with a source address of 2001::30

i i

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/13/16 ms Success rate is 100 percent (5/5), round-trip min/avg/max = 12/25/36 ms
Olomouc# Ostrava#

*Mar 8 09:14:53.771: ICMPv6: Sent echo request, Src=2001::10, Dst=2001::30 *Mar 8 08:37:49.291: ICMPv6: Sent echo reguest, Src=2001::30, Dst=2001::10
*Mar 8 09:14:53.791: ICMPvé: Received echo reply, Src=2001::30, Dst=2001::10  xMar 8 08:37:49.303: ICMPv6: Received echo reply, Src=2001::10, Dst=2001::30
*Mar 8 09:14:53.799: ICMPvé: Sent echo request, Src=2001::10, Dst=2001::30 *Mar 8 08:37:49.311: ICMPv6: Sent echo request, Src=2001::30, Dst=2001::10
*Mar 8 09:14:53.815: ICMPv6: Received echo reply, Src=2001::30, Dst=2001::10 *Mar 8 08:37:49.343: ICMPv6: Received echo reply, Src=2001::10, Dst=2001::30
*Mar 8 09:14:53.823: ICMPvé: Sent echo request, Src=2001::10, Dst=2001::30 *Mar 8 08:37:49.351: ICMPv6: Sent echo request, Src=2001::30, Dst=2001::10
*Mar 8 09:14:53.843: ICMPvé: Received echo reply, Src=2001::30, Dst=2001::10 *Mar 8 08:37:49.371: ICMPv6: Received echo reply, Src=2001::10, Dst=2001::30
*Mar 8 09:14:53.851: ICMPvé: Sent echo request, Src=2001::10, Dst=2001::30 “Mar 8 08:37:49.379: ICMPv6: Sent echo request, Src=2001::30, Dst=2001::10
*Mar 8 09:14:53.863: ICMPvé: Received echo reply, Src=2001::30, Dst=2001::10 *Mar 8 08:37:49.411: ICMPv6: Received echo reply, Src=2001::10, Dst=2001::30
Olomouc# Ostrava#

*Mar 8 09:14:53.867: ICMPvé: Sent echo request, Src=2001::10, Dst=2001::30 *Mar 8 08:37:49.419: ICMPv6: Sent echo request, Src=2001::30, Dst=2001::10
*Mar 8 09:14:53.883: ICMPvé: Received echo reply, Src=2001::30, Dst=2001::10 *Mar 8 08:37:49.455: ICMPv6: Received echo reply, Sre=2001::10, Dst=2001::30
Olomouc# Ostrava#

*Mar 8 09:14:57.875: : Received echo request, Sre=2001::30, Dst=2001::10 sMar 8 09:14:53.495: ICMPv6: Received echo request, Sre=2001::10, Dst=2001::30

*Mar 8 09:14:57.679: : Sent echo reply, Src=2001::10, Dst=2001::30 *Mar 8 09:14:53.499: ICMPv6: Sent echo reply, Src=2001::30, Dst=2001::10

*Mar 8 09:14:57.699: : Received echo request, Src=2001::30, Dst=2001::10 smar 8 09:14:53.507: ICMPv6: Received echo request, Sre=2001::10, Dst=2001::30
*Mar 8 09:14:57.703: Sent echo reply, Src=2001::10, Dst=2001:: *Mar 8 09:14:53.511: ICMPv6: Sent echo reply, Src=2001::30, Dst=2001::10

*Mar 8 -731: Received echo request, Src=2001::30, Dst: 1210 xMar 8 09:14:53.539: ICMPv6: Received echo request, Src=2001::10, Dst=2001::30
*Mar 8 -735: ent echo reply, Src=2001::10, Dst=2001: *Mar 8 09:14:53.539: ICMPv6: Sent echo reply, S5rc=2001::30, Dst=2001::10

*Mar 8 09:14:57.751: : Received echo request, 5rc=2001::30, Dst=2001::10 sMar 8 09:14:53.559: ICMPv6: Received echo request, Src=2001::10, Dst=2001::30
*Mar 8 09:14:57.755: ICMPvé: Sent echo reply, Src=2001::10, Dst=2001::30 *Mar 8 09:14:53.559: ICMPv6: Sent echo reply, Src=2001::30, Dst=2001::10
Olomoucs Ostrava#ping 2001::10 source Loopback 36

*Mar 8 09:14:57.771: ICMPvé: Received echo request, Src=2001::30, Dst=2001::10 sMar 8 09:14:53.575: ICMPv6: Received echo request, Src=2001::10, Dst=2001::30
*Mar 8 09:14:57.775: ICMPvé: Sent echo reply, Src=2001::10, Dst=2001::30 *Mar 8 09:14:53.579: ICMPv6: Sent echo reply, Src=2001::30, Dst=2001::10

Obr. 4: Ladeni ICMPv6 paketov pri pingu pre IPv4 a IPv6 [autor]

Pomocou debug ipv6 icmp sa aktivuje ladenie ICMPv6 paketov pri pingu. Vypinanie
Ladenia je mozné urobit’ pomocou negovania prikazu alebo vseobecné vypnutie ladenia
undebug all. [4]
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2.3.6  Zmem mod tunelovania na GRE, over nastavenie a porovnaj vystup

zachytenych paketov vo Wiresharku s prechadzajucou ulohou.

Nasledujuce otazka sa tyka pochopenia rozdielu medzi manuélnym ipv6ip tunelom a
prednastavenym GRE tunelom. Nastavenie GRE tunela, sa méze urobit’ v tomto pripade
dvomi spdsobmi; zruSenim ipv6ip a nastavenie prednastavenych hodnoét, alebo novou
konfiguréaciou GRE:

Tab. 5: Konfiguracia typu tunela na prednastaveny GRE medzi Ostrava a Olomouc
[autor]

10strava:

!

interface tunnel 13

no tunnel mode ipv6ip ! zrusenim ipv6ip a nastavenie prednastaveného GRE modu
tunnel mode gre ip

10lomouc:

!

interface tunnel 13

no tunnel mode ipv6ip zrusenim ipv6ip a nastavenie prednastaveriého GRE modu
tunnel mode gre ip

Pouzitim pingu z predchadzajlcej tlohy sa generuju pakety, ktoré st zachytené:[9]

Frame 9: 138 bytes on
, Sre:

wire (1104 bits), 138 bytes captured (1104 bits) on interface 0
oy 4:00:

ed (1072 bits) on interface 0

t: ca:02:16:14:00:1c (ca:02:16:14:00:1c) 1c (ca:02:16:14:00:1c), Dst: ca:01:07:0:00:1c (ca:01:07:0¢:00:1c)
n 4, Src: 10.10.10.10 (10.10.10.10), Dst: 30.30.30.30 (30.30.30.30)
n 6, Src: 2001::10 (2001::10), Dst: 2001::30 (2001::30)

Src: 30.30.30.30 (30.30.30.30), Dst: 10.10.10.10 (10.10.10.10)
ation (IPv6)
A 6, Src: 2001::30 (2001::30), Dst: 2001::10 (2001::10)

255.255.230 (255.255.255.239)]
)

0.0.0.0 (0.0.0.0)]
)

5.255.255.207 (255.255.255.207)]

Obr. 5: Zachytenie paketov ICMPv6 v MCT a GRE tunela medzi Ostrava a Olomouc
[autor]

Pri detailnom skimani odchytenych paketov vo Wiresharku sa zisti, ze sa li§i velkost

MTU a IPv6 linkova-lokalna adresa na rozhrani tunela.

e |Pv6 linkova-lokalna na rozhrani GRE tunela je tvorend pomocou EUI-64 a
pouzije najnizsie ¢islo rozhrania z MAC adresy,
e |Pv6 linkova-lokalna na rozhrani manualneho tunela je FE80::/96+ 32 bitov zo

zdrojovej IPv4 adresy tunela. [10]
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3.1 Migrécia z IPv4 na IPv6 pomocou dynamickych automatickych 6to4
a ISATAP tunelov

Nasledujuce ciele boli navrhnuté sprdvcom siete pri vytvarani dynamickych multipoint
automatickych 6to4 a ISATAP tunelov. Tieto metédy su pouzité pri migracii viac
bodovych spojeni, kde ma zakaznik vela pobociek. Jednotlivé typy sa lisia podla
zapuzdrenia do tunela. Tunely st dynamické, pretoze sa neSpecifikuju koncové IPv4
adresy (ciel’ovy uzol), ale si automaticky urcené. Nevyhodou multipoint IPv6 tunelov je,
ze nepodporuja IPv6 IGP (interior gateway protocol). Musia byt pouzité statické cesty
alebo BGP (Border Gateway Protocol), ktorym sa nebude zaoberat uloha, pretoze

presahuje rozsah zadania. [10]

3.2 Topoldgia 6to4 a ISATAP tunela:

Topologia z tlohy pre konfiguraciu automatickych 6to4 a ISATAP tunela:

ZURICH

STATICKE CESTY NA NEXT HOP TUNEL 24
g

192.168.100.2/28 [EL0. IPV6 nad IPv4 Automatic 6to4 tunel 24 -—— [{EL0]| 192.168.100.4/28

o/ TN2JS

...... 4 _ L04:2001::4/128 7
L02:2001::2/128

GP E1/0: 2002:C0A8:6402::2/64 GP E1/0:2002:C0A8:6404::4/64

192.168.100.2/28 | Eth1/0

LUXEMBOURG
a 1.1.1.1/32
Pl V/ N
I‘”/ \\\\
rd
,~192.168.100.0/28 router ospf 100\
f/ \
K \
/ b
I.' 2002:C0A8:6402::2 2002:COA8:6404:4 |
2001::20/128! /0 ————- . e1/0__l_ 2001::40/128
2.2.2.2/32 a\‘__-_ Tunnel24 a 4.4.4.4/32
R S e 4
ZURICH\ 3 /GENEVE
~ ’
~ e
\'\.\\ 3 81!0 ’,/,
3.3.3.3/32
BERN

Obr. 6: Topologia z laboratornej tlohy pre konfiguracie 6to4 a ISATAP tunela [autor]
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3.3 RieSenie

Tieto typy su vyuzivané ako multipoint tunely. V Glohe na koncovych ¢astiach siete,
ktoré predstavuju zakoncené zakaznicke siete, pouzivajice IPv6 adresu, ktoré musia byt
obalené IPv4 adresami. Pre ucely tunelovania je pouzity rozsah adries 2002:: /16, ktory
je rezervovany pre tieto ucely. Tento rozsah neméze byt nikdy pouzity ako globalne
unikastové adresy. Pre koncové body je pouZity prefix /48. Co je potrebné urobit, je
premenit’ IPv4 adresu do HEXa tvaru ako 17 bitov do 48 bitového prefixu. Nasledujuci
krok je doplnenie podsiete do /64 pre vsetky podsiete medzi koncovymi stanicami. Ako
je zrejmé z nasledujuceho Obr. 7, je 2002::/16 pouzitelny rozsah pre tunely. Dalsia Gast’ je
IPv4 adresa koncového bodu tunela konvertovand do HEXa tvaru. Az /64 rozsah je
mozné pouZit’ pre vytvorenie podsieti. COA8:6402 je mozné konvertovat’ spiat’ do IPv4
adresy 192.168.100.2 [10]

2002::/16 Podsiet’ /64

Prefix IPv4 adresa v HEXa tvare

Obr. 7: Ilustrdcia pouzitej IPv6 adresy pre tunely [autor]

V Cisco smerovacoch sa méze pomoct s prikazom ipv6 general-prefix prefix-name {ipv6-
prefix/prefix-length | 6to4 interface-type interface-number}, ktory k prefixu pripoji

konvertovanu adresu definovaného rozhrania: [3]

Tab. 6: Vypocet IPv4 HEX adresy pomocou Cisco smerovaca [autor]

1IZURICH:

|

ZURICH(config)#ipv6 general-prefix TEST 6to4 Ethernet1/0
ZURICH(config)#end

ZURICH#

ZURICH#show ipv6 general-prefix

IPv6 Prefix TEST, acquired via 6to4

2002:C0A8:6402::/48 Valid lifetime infinite, preferred lifetime infinite
|

IGENEVE:

GENEVE(config)#ipv6 general-prefix TEST 6to4 Ethernet1/0
GENEVE((config)#exi

GENEVE#show ipv6 general-prefix

IPv6 Prefix TEST, acquired via 6to4

2002:C0A8:6404::/48 Valid lifetime infinite, preferred lifetime infinite
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V pripade, Ze si chcete overit’ svoje vypoc¢tové znalosti pre prevod medzi hexadecimalne
a binarne/dekadické. Jednoducho sa nastavi IPv4 pod rozhranie a pouzije sa vysSie
zmieneny IPv6 prefix. Vyhodou automatického tunela je, Ze nie je potrebné
konfigurovat’ ciel’ tunela na smerova¢och ZURICH alebo GENEVA. [6]

3.3.1 Nastavte IPv4 a IPv6 adresy na rozhraniach

Nastavenie IPv4 a IPv6 adries na rozhraniach podla Obr. 6. spatnovazbové slucky

predstavuju zakaznicku aplikaciu, ktorej si chce zabezpe¢it’ konektivitu cez IPv6 adries.

Tab. 7: Nastavenie IPv4 a IPv6 adries na rozhraniach [autor]

!VSETKY SMEROVACE:

1

IPv6 unicast-routing

IPv6 cef

1

interface Ethernet1/0

IPv6 enable

I LUXEMBOURG:

conf term

hostname LUXEMBOURG

interface Ethernet1/0

ip address 192.168.100.1 255.255.255.240
full-duplex

no shutdown

|

1 ZURICH:

conf term

hostname ZURICH

|

interface Ethernet1/0

ip address 192.168.100.2 255.255.255.240
full-duplex

no shutdown

1

IBERN:

conf term

hostname BERN

[}

interface Ethernet1/0

ip address 192.168.100.3 255.255.255.240
full-duplex

no shutdown

1

IGENEVE:

conf term

hostname GENEVE

interface Ethernet1/0

ip address 192.168.100.4 255.255.255.240
full-duplex

no shutdown
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3.3.2 Nastavte IPv4 konektivity medzi smerova¢mi pomocou OSPF protokolu.

Dalie zadanie sa tyka nastavenia dynamického protokola OSPF, ktory zabezpedi
konektivitu cez celu siet’ a inzerovanie vSetkych spatnovazbovych sluciek a dostupnych
sieti v buducnosti. Pre d’alsiu ulohu vytvorenia tunela su vytvorené IPv6 prefixy podl'a

Tab. 6, za i¢elom naviazania rozhrania tunela medzi smerova¢mi. [6]

Tab. 8: Nastavte IPv4 konektivity medzi smerovacmi pomocou EIGRP protokolu [autor]

I LUXEMBOURG:

conf term

router ospf 100

network 0.0.0.0 255.255.255.255 area 1
|

1 ZURICH:

conf term

interface Loopback?2

ip address 2.2.2.2 255.255.255.255

|

interface Loopback20

ipv6 address 2001::20/128

ipv6 enable

|

IBERN:

conf term

interface Loopback3

ip address 3.3.3.3 255.255.255.255
1

router ospf 100

network 0.0.0.0 255.255.255.255 area 1
!

IGENEVE:

conf term

!

router ospf 100

network 0.0.0.0 255.255.255.255 area 1
interface Loopback4

ip address 4.4.4.4 255.255.255.255

1

interface Loopback40
ipv6 address 2001::40/128

3.3.3 Nastavte automatické 6to4 tunelovanie pomocou fyzickeho rozhrania

Pri vytvarani tunela je dobrym zvykom pouzivat' (spatnovézbovii slucku), pretoze
v pripade padu fyzického rozhrania nespbsobi pad tunelu a pokusi najst’ inti cestu k
spatnovazbovej slucke suseda. Nakolko bolo v predchadzajucom priklade pouzité
rozhranie spatnovazbovej slucky, nasledujuca Uloha pouziva rozhranie Ethernetl/0.
Cielové rozhranie tunela nie je potrebné definovat’, pretoze je nastaveny méd IPv6IP

6to4. Ten povie smerovacu, ze IPv4 adresa je ziskana z IPv6 adresy. [10]

Tab. 9: Konfiguracia IPv4 a IPv6 spatnovazbovych sluciek pre vsetky rozhrania [autor]
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I ZURICH:

conf term

I

interface Tunnel24

ipv6 address 2002:C0A8:6402::2/64
tunnel source a/0

tunnel mode ipv6ip 6to4

1

IGENEVE:

conf term

interface Tunnel24

ipv6 address 2002:C0A8:6404::4
ipv6 enable

tunnel source Ethernet1/0

tunnel mode ipv6ip 6to4

Pomocou vyssie zmienenej konfiguracie sa jednoducho vytvori ipv6ip tunel. V pripade
upresnenia modu tunela sa pouziva 6to4 tunelovanie (RFC 3056, 6434). Ideo bezstavovy
protokol TCP/IP (47) k zapuzdereniu paketov jedného protokolu (IPv6) do iného (IPv4).

Pouzitim sa jednoducho overi stav tunelu 24:

Obr. 8: Overenie stavu tunela 24 z hranicnych smerovacov GENEVE a ZURICH [autor]

3.3.4 Nastav statické smerovanie na rozhraniach spatnovazbovych sluciek a tunela

Poslednou ¢astou pre dostupnost’ IPv6 aplikacie cez IPv4 siet’ je potrebné inzerovat’ a
nac¢uvat’ adresy spatnovazbovych sluciek a tunela. M6zu sa pouzit’ statické cesty alebo
BGP (Border Gateway Protocol), ktorym sa nebude zaoberat® uloha, pretoze presahuje
rozsah zadania, preto su aplikované statické cesty. [10]

Tab. 10: Konfiguracia statického IPv6 smerovania na smerovac¢och ZURICH a GENEVE
[autor]

I ZURICH:

conf term

ipv6 route 2001::40/128 2002:C0A8:6404::4
ipv6 route 2002::/16 Tunnel24
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IGENEVE:

conf term

ipv6 route 2001::20/128 2002:CO0A8:6402::2
ipv6 route 2002::/16 Tunnel24

Nasledujuca konfiguracia aktivovala statické smerovanie na spatnovazbovi: slucku 40 (zo
smerova¢a ZURICH) a 20 (zo smerovaca GENEVA) na druhej strane. Ukazuje sa na IPv6
adresy, ktoré maju HEX tvar z pévodnej IPv4 podla Tab. 6. Smerovafe musia mat
rekurzivne smerovanie, aby sa vracala odpoved’ a bol zaznam v smerovacej tabulke
pre 2002::. Preto potrebuje druhé statické smerovanie, ktoré smeruje premavku priamo
do rozhrania Tunel 24. Nasledne si moze skontrolovat’ zo smerovacej tabulky, ze oba

smerovace vedia 0 sebe a Ze zakaznicka siet’ je smerovana do Tunel 24:

GENEVE#show ipvé route ZURICH#show ipvé route
IPv6 Routing Table - default - 6 entries IPvV6 Routing Table - default - & entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1 B - BGP, R - RIP, H - NHRP, Il - ISIS Ll
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, O - OSPF Intra, OL - OSPF Inter, OEl - OSPF ext 1 NDr - Redirect, O - OSPF Intra, OL - OSPF Inter, OEl - OSPF ext 1

OE2 - OSPF ext 2, ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, 1 - LISP OE2 - OSPF ext 2, ONl - OSPF NSSA ext 1, ON2 - OSPF NSSZ ext 2, 1 — LISP
lS 2001::20/128 [1/0] 2001::207128 10707
via 2002:CORB:6402::2 via Loopback20, receivel

w[H
&

LC 2001::40/128 [0/0] 2001::40/128 [1/0]

via Loopback40, receive via 2002:C0RB:6602::4
F 2002::7/1e [L70] U0Z::716 [170]
via Tunnel2d, directl: nnected l via Tunnel2?d, directl nnected
2002:C028:6404::/64 [0/0] C  2002:C0A8:6402::/64 [0/0]
via Tunnel2d, directly connected via Tunnel2d, directly connected
L 2002:C0RB:6404::4/128 [0/0] L 2002:C0AB:6402::2/128 [0/0]
via Tunnel2d, receive via Tunnel2d, receive
L  FF00::/8 [0/0] L FF00::/8 [0/0]
via Nulld, receive via Null0, receive

Obr. 9: Overenie statického IPv6 smerovania na smerovacoch ZURICH a GENEVE [au-
tor]

3.3.5 V tomto bode, by mali byt’ dostupné spatnovazbové slucky, ktoré predstavuju

IPv6 aplikacie. Testuj dostupnost’ spojeni so Specifikaciou zdrojovej aplikacie

Jednoduch& uloha, ktord len overi konektivitu siete IPv6 aplikacii, ¢o bola hlavna

Ziadost® zakaznika pomocou pingu medzi smerova¢mi ZURICH a GENEVE. [3]

Tab. 11: Kontrola dostupnosti spatnovazbovnych sluciek na smerovacoch pre IPv4 a IPv6
[autor]

I ZURICH:

ping 2001::40 source Lo20
traceroute 2001::40
IGENEVE:

ping 2001::20 source Lo20
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‘ traceroute 2001::20

3.3.6 Pomocou ladenia over prichodzie ICMPvV6 pakety z predchadzajucej ulohy a

pred samotnym testom, aktivuj odchytavanie pomocou Wiresharku.

Odpoveda vystup zachytenych paketov Ziadanému stavu?

Nasledujuce zadanie sa tyka testovania paketov a prieskumu zapuzdrenia IPv6 paketu

do IPv4 pri 6to4 tunelovani.

GENEVE#ping 2001::20 source Lo40
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001::20, timeout is 2 seconds:

Packet sent with a source address of 2001::40

success rate is 100 percent (5/5), round-trip min/avg/max = 12/33/64 ms

GENEVE#

*Bpr 14 14:01:47.207: ICMPv6: Sent echo request, Src=2001::40, Dst=2001::20

*Apr 14 14:01:47.267: ICMPv6: Received echo reply, Src=2001::20, Dst=2001::40

*mpr 14 14:01:47.275: ICMPv6: Sent echo request, Src=2001::40, Dst=2001::20

*Apr 14 14:01:47.343: ICMPV6: Received echo reply, Src=2001::20, Dst=2001::40

*Rpr 14 14:01:47.347: ICMPvé: Sent echo reguest, Src=2001::40, Dst=2001::20

*Rpr 14 14:01:47.359: ICMPV6: Received echo reply, Src=2001::20, Dst=2001::40

*Apr 14 14:01:47.363: ICMPv6: Sent echo request, Src=2001::40, Dst=2001::20

*Apr 14 14:01:47.379: ICMPv6: Received echo reply, Src=2001::20, Dst=2001::40

GENEVE#

*Rpr 14 14:01:47.379: ICMPvé: Sent echo reguest, Src=2001::40, Dst=2001::20

*Rpr 14 14:01:47.399: ICMPV6: Received echo reply, Src=2001::20, Dst=2001::40

GENEVE#

*Apr 14 14:01:48.535: ICMPv6: Received echo request, Src=2001::20, Dst=2001::
*BRpr 14 14:01:49.535: ICMPv6: Sent echo reply, Src=2001::40
*Bpr 14 14:01:49.615: ICMPvé: Received echo request, Src=2001::20, Dst=2001::
*Bpr 14 14:01:49.615: ICMPv6: Sent echo reply, Src=2001::40
*Apr 14 14:01:49.623: ICMPv6: Received echo request, Src=2001::20, Dst=2001::
Src=2001::40, Dst=2001::20

*Apr 14 14:01:49.631: ICMPV6: Received echo request, Src=2001::20, Dst=2001::
Src=2001::40, Dst=2001::20

*mpr 14 14:01:49.623: ICMPv6: Sent echo reply,

*Apr 14 14:01:49.635: ICMPv6: Sent scho zeply,

Obr. 10: Ladenie ICMPvV6 paketov pri pingu

[autor]

, Dst=2001::20

, Dst=2001::20

40

40

40

40

ZURICH#

*Apr 14 14:01:47.419: ICMPv6: Received echo request,
*Apr 14 14:01:47.423: ICMPvé6: Sent echo reply, Src=2001
*Bpr 14 14:01:47.487: ICMPv6: Received echo request, Sr

» Dst=2001::20
=2001 0
1140, Dst=2001::20

*Apr 14 14:01:47.487: ICMPv6: Sent echo reply, Src=2001 . =2001::40
*Apr 14 14:01:47.523: ICMPv6: Received echo request, Sr ::40, Dst=2001::20
*Bpr 14 14:01:47.527: ICMPv6: Sent echo reply, Src=2001:: =2001::40

*Bpr 14 14:01:47.555: ICMPvé: Received echo request, Sr :1:40, Dst=2001::20
*Zpr 14 14:01:47.555: ICMPvé: Sent echo reply, Src=2001::20, Dst=2001::40
ZURICH#debug ip icmp debug ipvé icmp

*Bpr 14 14:01:47.567: ICMPvé: Received echo request, Src=2001::40, Dst=2001::20
*mpr 14 14:01:47.571: ICMPv6: Sent echo reply, Src=2001::20, Dst=2001::40
ZURICH#ping 2001::40 scurce Lo20

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001::40, timeout is 2 seconds

Packet sent with a source address of 2001::20

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/27/84 ms

ZURICH#

*Bpr 14 14:01:49.711: ICMPv6: Sent echo request, Src=2001::20, Dst=2001::40
*Bpr 14 14:01:49.795: ICMPv6: Received echo reply, Src= 140, Dst=2001::20
*Apr 14 14:01:49.795: ICMPvé: Sent echo request, Src=2001 , Dst=2001::40
*Bpr 14 14:01:49.803: ICMPV6: Received echo reply, Src= 140, Dst=2001::20
*Bpr 14 14:01:49.803: ICMPv6: Sent echo request, Sre=2001 , Dst=2001::40
*Bpr 14 14:01:49.831: ICMPv6: Received echo reply, Src=. 140, Dst=2001::20
*Bpr 14 14:01:49.835: ICMPV6: Sent echo request, Src=2001 , Dst=2001::40
*Bpr 14 14:01:49.847: ICMPv6: Received echo reply, Src=2001::40, Dst=2001::20

medzi zakaznickymi pobockami cez Tunel 24

Pomocou debug ipv6 icmp sa aktivuje ladenie ICMPv6 paketov pri pingu. Vypinanie

ladenia, ktoré je mozné urobit pomocou negovania prikazu alebo v§eobecné vypnutie

ladenia undebug all. [4]

3.3.7 Nastav a porovnaj vystup zachytenych paketov vo Wiresharku a po¢as

testovania dostupnosti preskiimaj zabalenie paketov

Pouzitim pingu z predchadzajtcej tlohy sa generuju pakety, ktoré st zachytené: [9]
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Obr. 11: Zachytenie paketov ICMPV6 v 6to4 Tunelu24 medzi ZURICH a GENEVE [autor]

3.3.8 Nastav mod tunelovania na ISATAP, over nastavenie a porovnaj vystup

zachytenych paketov vo Wiresharku s prechadzajucou ulohou

Nasledujuce otdzka sa tyka pochopenia rozdielu medzi ISATAP tunelom a
prednastavenym 6to4 tunelom. Nastavenie ISATAP tunela, je potrebné urobit medzi
smerovaémi BERN a LUXEMBOURG; nastavenie novej konfiguracie ISATAP tunela:

Tab. 12: Konfiguracia ISATAP tunela medzi smerovacmi BERN a LUXEMBOURG [au-
tor]

I BERN:

]

BERN (config-if)# exit

BERN (config)# interface tunnel 35

BERN (config-if)# ipv6 address 2001::/64 eui-64
BERN (config-if)# no ipv6 nd suppress-ra
BERN (config-if)# tunnel source Lo3

BERN (config-if)# tunnel mode ipv6ip isatap

]

I LUXEMBOURG:

]

LUXEMBOURG:

LUXEMBOURG (config)# interface tunnel 35
LUXEMBOURG (config-if)# ipv6 enable
LUXEMBOURG (config-if)# ipv6 address autoconfig
LUXEMBOURG (config-if)# tunnel source Eth1/0
LUXEMBOURG (config-if)# tunnel destination 3.3.3.3
LUXEMBOURG (config-if)# tunnel mode ipv6ip

Konfiguruje sa smerova¢ BERN do ISATAP modu tunelovania a je pouzity prefix

2001::/64 s EUI-64. Je potrebné pouzit’ i no ipv6 nd suppress-ra (no ipv6 nd ra suppress)
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za u¢elom nepovolenia inzerovania RA na rozhrani tunelu. Smerova¢ LUXEMBOURG

moze pouzit’ RA pre autokonfiguraciu. Ciel’ sa nastavi L03, ¢im sa ziska spojenie. [10]
Pouzitim pingu na vzdialenU unicast adresu sa generuju pakety, ktoré si zachytené:

[‘ isatap.pcapng [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
codE s BEEXRIAaces0TLIEE Qaal BB % B

Filter E| Expression..  Clear Apply. Save
o i — SouCe Pestinationymy Rrofocol s lenqthyy info
360 470.407036000 192.168.201.1 224.0.0.10 EIGRP 74 Hello

361 474.583453000 192.168.201.2 224.0.0.10 EIGRP 74 Hello

362 474.749470000 2001 : :c902 2001::5efe:606:606| ICMPV6 134 Echo (ping) request id=0x10db, seq=0, hop 1imit=64 (reply in 363)
363 474.778473000 :606:606 2001::c0a8:c902 ICMPVE 134 Echo (ping) reply id=0x10db, seq=0, hop 1imit=64 (request in 362)
364 474.829478000 :c902 2001::5efe:606:606| ICMPV6 134 echo (ping) request id=0x10db, seq=1, hop 1imit=64 (reply in 365)
365 474.848480000 :606:606 2001::c0a8:c902 ICMPVE 134 Echo (ping) reply id=0x10db, seg=1, hop 1imit=64 (request in 364)
366 474.869482000 :c902 2001::5efe:606:606 ICMPV6 134 Echo (ping) request id=0x10db, seq=2, hop 1imit=64 (reply in 367)
367 474.888484000 :606:606 2001::c0a8:c902 ICMPVE 134 echo (ping) reply id=0x10db, seq=2, hop 1imit=64 (request in 366)
368 474.890484000 1c902 2001::5efe:606:606| ICMPVE 134 Echo (ping) request id=0x10db, seq=3, hop 1imit=64 (reply in 369)
369 474.908486000 :606:606 2001::c0a8:c902 ICMPVE 134 echo (ping) reply id=0x10db, seq=3, hop 1imit=64 (request in 368)
370 474.910486000 :c902 2001::5efe:606:606| ICMPV6 134 echo (ping) request id=0x10db, seq=4, hop 1imit=64 (reply in 371)
371 474.938489000 :606:606 2001::c0a8:c902 ICMPVE 134 Echo (ping) reply id=0x10db, seg=4, hop 1imit=64 (request in 370)
372 475.391534000 192.168.201.1 224.0.0.10 EIGRP 74 Hello

4 1

= Frame 362: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface 0
Ethernet IT, Src: ca:0a:31:e4:00:1c (ca:0a:31:e4:00:1c), Dst: ca:08:10:04:00:1d (ca:08:10:04:00:1d)
= Internet Protocol Version 4, Src: 192.168.201.2 (192.168.201.2), Dst: 6.6.6.6 (6.6.6.6)
= Internet Protocol Version 6, Src: 2001::c0a8:c902 (2001::c0a8:c902), Dst: 2001::5efe:606:606 (2001::5efe:606:606)
@ 0110 .... = Version: 6
@ .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000
............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 60
Next header: ICMPV6 (58)
Hop Tlimit: 64
Source: 2001::c0a8:c902 (2001::c0a8:c902)
[Source Teredo Server IPv4: 0.0.0.0 (0.0.0.0)]
[Source Teredo Port: 65535]
[source Teredo Client IPv4: 63.87.54.253 (63.87.54.253)]
Destination: 2001::5efe:606:606 (2001::5efe:606:606)
[Destination Teredo Server IPv4: 0.0.0.0 (0.0.0.0)]
[Destination Teredo Port: 41217]

0249 (249.249.249.249)]
[Destination ISATAP IPv4: 3.3.3.3 (3.3.3.3)
[Source GeoIP: unknown]
[Destination GeoIP: Unknown]

= Internet Control Message Protocol v6

0000 ca 08 10 04 00 1d ca 0a 31 e4 00 1c 08 00 45 00

0020 06 06 60 00 00 00 00 3c 3a 40 20 01 00 00 00 0O
0030 00 00 00 00 00 00 cO a8 «c9 02 20 0L 00 00 00 0O

AAEA AR AR AR AT AR AD AA AE AZ AT A0 AA N. Ak ne A

Obr. 12: Zachytenie paketov ICMPV6 v 6to4 tunela24 medzi BERN a LUXEMBOURG

[autor]

Pri detailnom skimani odchytenych paketov vo Wireshark sa zisti, ze sa 1i§i ISATAP od
6to4 tunela a Zze nepouziva rezervovany rozsah 2002::/16, ale globalne unikastove adresy.
ISATAP méa zabudované IPv4 adresy v poslednych dvoch kvartaloch. Dalej pouziva
jednotny prefix na zaklade, ktorého sa vytvoria tunely s pouzitim EUI-64. Jedna sa o

HUB & SPOKE topologiu. EUI-64 pracuje trochu inak pre tcely tunelovania:

e Smerovace pouzivaji 0000:5EFE pre 5. a 6. kvartal

e Smerovace budu pouzivat’ zdrojova tunelovi adresu, ktora sa prelozi pre 7. a 8.

kvartal[10]
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Co bola posledna uloha tejto laboratornej ulohy. Existuje nepreberné mnozstvo uloh,

ktoré je mozné vytvorit’ pre ucely testovania.

Vysledné nastavenie smerovacov pre konfiguraciu tunelov pre IPv4 a IPv6:

Tab. 13: Konfiguracia OSPF pre IPv4 a IPv6 smerovacov v Cisco 10S 15.2(4) S3 [autor]

LUXEMBOURG | GENEVE BERN ZURICH Wireshark GNS3
| €
LUXEMB.txt GENEVE.txt BERN.txt ZURICH.txt isatap.pcapng |test6to4.gns3

Laboratdrna uloha sliZi k rieSeniu ¢asto sa vyskytujicich problémov v danej technologii

sieti tunelov. V tejto laboratdrnej Glohe ste sa nauéili techniky prechodu z IPv4 na IPv6 a

tunelovanie, MCT/GRE statické tunely, multipoint automatické 6TO4 a ISATAP. [2, 3]

Pre konfiguraciu tunelov a zobrazenie suc¢asného stavu sa pouziju nasledujuce prikazy:

Tab. 14: Syntax aplikovanych prikazov a vysvetlenie vyznamu OSPF IPv4 a IPv6 [autor]

Syntax + Prikaz

Vyznam/U¢el

Syntax prikazu:

routerttshow interfaces
routerttshow interface tunnel 13

Zobrazenie Statistik pre
rozhrania na smerovaci.

Syntax prikazu:

router (config)#ipv6 unicast-routing
router (config)#ipv6 unicast-routing

Zasielanie IPv6 prenos
z CEF na smerovaci.

Syntax prikazu:

router (config-if)#ipv6 address IPv6 Address
router (config-if)#ipv6 address 2001::30/128

Nastavenie IPv6 adresy pre
dané rozhranie s prefixom.

Syntax prikazu:

router (config-if)#ip address IP Address
router (config-if)# ip address 192.168.30.30 255.255.255.0

Nastavenie IPv4 adresy pre
dané rozhranie.

Syntax prikazu:

router (config)#ipv6 enable
router (config)#tipvé enable

Povolenie spracovavania
IPv6 na danom rozhrani .

Syntax prikazu:

router (config)#interface [brief] [ type number ] [prefix]
router (config)ttinterface tunnel 13

Vstup do konfiguracného
rozhrania tunel 13

Syntax prikazu:

router (config-router)#trouter-id RID
router (config-rtr)#router-id RID

RID Specifikované v
konfiguracii OSPF procesu

Syntax prikazu:

r(config)#trouter ospf 1; network 1.1.1.1 0.0.0.0 area 1;
r(config)#interface Ethernet1/0; ipv6 ospf 1 area 1;

Nastavenie inzerovania
siete v OSPFv2 a OSPFv3.

Syntax prikazu:

#tshow ip ospf neighbor [[detail] | [summary]]
#tshow ipv6 ospf neighbor [[detail] | [summary]]

Zobrazi susedov, ktorych
OSPF IPv4 a IPv6 pozna.

Syntax prikazu:

router#ishow ip route
router#fshow ipv6 route

Zobrazenie smerovacej
tabulky pre IPv4 a IPv6.

Syntax prikazu:

router#fshow ip protocols
router#fshow ipv6 protocols

Zobrazenie detaily pre IPv4
a IPv6 protokoly.

Syntax prikazu:

ritipv6 general-prefix prefix-name
r(config)#ipv6 general-prefix TEST 6to4 Ethernet1/0

Konvertovanie adresy na
definovanom rozhrani
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Syntax prikazu:

r(config-if)# tunnel destination IP Address
r(config-if)# tunnel destination 3.3.3.3

Nastavenie ciefovej IPv4
adresy tunela.

Syntax prikazu:

r(config-if)# tunnel mode ipv6ip
r(config-if)# tunnel source Eth1/0

Nastavenie modu
tunelovania.

Syntax prikazu:

r(config-if)# no ipv6 nd suppress-ra
r(config-if)# no ipv6 nd suppress-ra

Nepovolenie inzerovania
RA na rozhrani tunela.

Syntax prikazu:

r(config-if)# tunnel mode ipv6ip
r(config-if)# tunnel mode ipv6ip

Nastavenie modu
tunelovania IPv6IP.

Syntax prikazu:

r(config-if)# tunnel mode ipv6ip isatap
r(config-if)# tunnel mode ipv6ip isatap

Nastavenie modu
tunelovania isatap.

Syntax prikazu:

r(config-if)# tunnel mode gre ip
r(config-if)# tunnel mode gre ip

Nastavenie mddu
tunelovania GRE.

Syntax prikazu:

router#clear ip ospf [process-id] process
router#clear ipv6 ospf [process-id] process

Reset celého OSPFv2 a
OSPFv3 procesu PID.

Syntax prikazu:

show ipv6 interface [brief] [ type number ] [prefix]
router# show ipv6 interface Loopback 36

Zobrazenie stavu rozhrania
Loopback 36 a ipv6 adries

Syntax prikazu:

router#clear ip route
router#clear ipv6 route

Vymazanie OSPF
smerovacej tabulky

Syntax prikazu:

router#show ip ospf
router#show ipv6 ospf

Overenie OSPFv2 info
Overenie OSPFv3 info

Syntax prikazu:

router#debug ip ospf packet
router#debug ipv6 ospf packet

Diagnostika OSPFv2
Diagnostika OSPFv3

Syntax prikazu:

router#undebug all

Vypnutie vietkych debug
oznameni na terminali.

Syntax prikazu:

router#ping [-t] [-a] [-n count] [-I size] [-f] [-r count] [-R]
R2# ping 10.1.1.2

Overenie odozvy
protistrany (icmp)

Syntax prikazu:

router#traceroute IP Address
router#traceroute 2A00:CB20:F:2::6

Zistenie cesty k cielu pre
IPv4 a IPv6 adresu

Syntax prikazu:

ritcopy running-config startup-config /write memory
r(config-if}j#copy running-config startup-config

Ulozenie aktualneho
nastavenia do NVRAM.
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ZOZNAM POUZITYCH SYMBOLOV A SKRATIEK

6to4 technolodgia tunelovanie

BDR Zalozny Urceny Smerovac (Backup Designated Router)
BGP Border Gateway Protocol

BIN Binarna

CCNA Cisco Certified Network Associate
DEC Dekadicka

DP Diplomova préca
DR Urceny Smerovac (Designated Router)
E1/0 Ethernet 1/0

EIGRP Enhanced Interior Gateway Routing Protocol
EUI-64  automaticky vypocet adresy rozhrania v podsieti z MAC adresy

GRE Generic Routing Encapsulation

H&S Hub&Spoke

HEX Hexadecimélna

ICMPV6  Internet Control Message Protocol v6 — poskytovatel’ sluzieb sprav
IF Rozhranie (Interface)

IGP Interior Gateway Protocol

IPSEC Oborovy Standart sady protokolov a algoritmov

IPV4 Internet Protocol Version 4

IPV6 Internet Protocol Version 6

ISATAP Intra-Site Automatic Tunnel Addresing Protokol

LO1 Spatnovézbova slucka (Loopbackl)

MAC L2 adresa, ktoréd jednoznacne identifikuje fyzické pripojenie hostitel'a

MCT Mannually Configured Tunel

MD5 MEssage Digest 5

NAT-PT Prechod medzi IPv4 a IPv6

NVRAM Non Volatile Random Access Memory
OSPF Open Shortest Path First

P2P Point-to- Point

PID ID procesu (Process-1D)

RA Router advertisement

RFC Request For Change

RID ID smerovaca (Router-1D)
RIPng Routing Information Protokol
RTR Smerovaé (Router)

SHA Secure Hash Algorithm

SIA Stuck In Active

TCP/IP Transmission Control Protocol/Internet Protokol
VPN Virtual Private Network
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