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1 IPV6 NDP (NEIGHBOR DISCOVERY PROTOCOL)

V tejto Ulohe sa preskiumaju zékladné typy IPv6 adries vo Wireshark. Pridelovanie
roznych typov adries pre smerovace a hostov. Nasledne sa preskima rozdiel adries
s IPv4 a mapovanie L3 na L2 adresu pomocou protokolu NDP. Poslednou ¢astou NDP
bude odhalovanie smerovacov RS a RA. Pouzivajl sa jednoduché topologie v GNS3 z
laboratérnej Ulohy o vzdialenej sprave IPv4 a IPv6 siete, ktoré su upravené pre potreby
danej ulohy. IPv6 pouZiva tplne odlisny spdsob zist’ovania L2 adries a ciel'om tejto tlohy

sa s nim zoznamit. [1]

1.1 Zadanie:

Pomocou tlohy over funk¢énost’ IPv6 adries a preskiimaj komunikaciu medzi uzlami IPv6.
1.2 Topologia:

2001:DB8:FAB1::/64

PC1
- PC3
swi ,;_Rﬁl F:Rﬁz -
5 | g | 2 5 |
PC2
B 2001:DB8:FAB2::/64 2001:DB8:FAB3::/64

Obr. 1: Ukdzka jednoduchej a zlozitejsej topologie a priklad IPv6 adresdcie [autor]

1.3 Teodria:

Rozlisuju sa 3 typy prenosov unicast, multicast a anycast. Na zaklade nich musi znacka
toku reflektovat’ vsetky moznosti pri tychto prenosoch. Na rozdiel od klasickej

klasifikacie, kde rozlisujeme zdroj, ciel’, port, transportny protokol, IPv6 staci tato trojica.

e Unicast (individualne) — data st posielané hostovi a rozlisuju jedného prijemcu/
sietové rozhranie;

e Multicast (skupinové) — identifikacia skupiny prijemcov, smerovace musia
posielat’ data pre vSetky sietové zariadenia, ktoré su ¢lenmi danej skupiny FF::/§;

e Anycast (vyberové) — nové v IPv6, rozliSuje sa skupina prijemcov, ale pakety

dorucené jednému (najblizSiemu). Tymto sa dosiahne rozkladanie zataze (load
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balancing) medzi viacerymi uzlami v skupine a optimalizuje sietovu prevadzku a v
neposlednom rade sa Setri $irka prenosového pasma chrbticovej siete;
e Vv IPv6 neexistuje broadcast adresy, nahradzuje sa pomocou adresy lokalnej linky.

Sprava a pridel'ovanie adries; [2][4]

Sietovy inzinier ma tri moznosti nastavenie adries pomocou statického pridelenia,
pomocou DHCPv6 a NDP (objavovanie susedov) alebo bezstavovou autokonfiguraciou,

ktora vyuziva EUI-64. Nasledujuci Obr. 2 sa venuje pridePovaniu IPv6:

Pridelovanie IPv6 adries
2001:4db7:1810:1::/64
R1 2001:4db7:1810:2::/64 R2 2001:2db8:2:45::6/64 Cloud 2
A0 F e = 2
11
PC3
2001:4db7:1810:3::/64
2001:4db7:1810:4::/64 [ NN ] luki_yose — telnet — B0x24
NAME : PC3[1] L]
SW1 LINK-LOCAL SCOPE : feB@::25@:70ff:feb6:6802/64
a1 i - :2 GLOBAL SCOPE :
‘ e~ . ROUTER LINK-LAYER :
MAC i BB:5@:79:66:6B8:02
LPORT 10004
R3 RHOST: PORT : 127.0.9.1:10005
PC2 MTU: : 1500
PC3> ip 2001:4db7:1818:1::1
PC1 : 20801:4db7:1810:1::1/64
; 10 PC3> show ipvé
‘ NAME i PC3[1]
LINK-LOCAL SCOPE : feB@::25@:78ff:fe66:6802/64
GLOBAL SCOPE : 2001:4db7:1810:1::1/64
ROUTER LINK-LAYER :
PC1 MAC i BB:5@:79:66:6B8:02
LPORT 10004
RHOST: PORT : 127.0.9.1:10005
MTU: 1500
pcas I

Obr. 2: Priklad pridelovania IPv6 adries a ukazka statickej alokacie v software GNS3 [7]

Statické pridelenie IPv6 adries

Manualne nastavenie celej 128 bitovej unicast adresy — ¢i uz globalnej alebo lokalnej. Na
Obr. 2 su staticky nastavené adresy pre lokalne rozhrania smerovacov a koncovych uzlov.
PC3 méa automaticky pridelent linkovu-lokalnu adresu FEO00::250:79FF:FE66:6802
podra svojej fyzickej MAC adresy a staticky nastavenu 1Pv6 2001:4db7:1810:1::1. [5]

1.4 Pozadované zdroje:

GNS3 a Wireshark

IOS smerovace — Sablona smerovaca s Ethernet rozhranim [3]
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1.5 Postup:

Topoldgia obsahuje 2 smerovace ¢7200, ktoré su navzajom prepojené pomocou rozhrania
Ethernet 1/0 rozhrania. Je implementované IPv6 smerovanie k zabezpeceniu plnej
dostupnosti z PC1 do PC2. Nasledne by sa mali objavit’ i linkovo-lok&lne adresy, ktoré
zacinaju FE80 a globalne adresy zacinajuce 2 alebo 3 nasledované tromi d’al§imi znakmi.
GNS3 ma k dispozicii Virtual PC simulator, vol'ne dostupny navrhnuty Paulom Mengom,
ktory je vel'mi jednoduché pre ovladanie. Je niekol'ko predvolenych vyhradenych adries
pre nespecifikovany ::, spiatnovizbova slu¢ka (Loopback) IPv6 ::1, multicast FFxx:: a
mnohé d’alSie, ¢o bolo rozobraté v 1. Kapitole DP. V nasledujucej Ulohe je pouZita siet’
2001:DB8:FABC:1111::/64. Pred samotnym zapnutim zariadeni je spustené nahravanie
medzi rozbocovacom a R1, R1 a R2 a spustenie host'ov. Pre skimanie autokonfiguracie
povoluje zasielanie IPv6 prenos k ostatnym zariadeniam z CEF na smerovaéi ipvé
unicast-routing a prirad'uju sa MAC adresy. Z&merne boli znova vybrané MAC adresy

priznaéné pre rozhranie smerovaca v podsieti. [5]

Rozhranie ma minimalne 2 IPv6 adresy a to globalnu a linkovo-lokalnu. Pri linkovej-
lokalnej adrese moézu Cisco smerovace pouzit’ EUI-64 $tandard a na zaklade MAC adresy
vygenerovat’ ID host’a ( druht ¢ast” 64bitov [Pv6 adresy). V naSom pripade je na strane R1
do vnutornej sieti k rozbocovacu nastavend napevno FE80::1 nasledujuca link-local .
Nésledne su priradené podobné adresy pre ostatné smerovace a su aktivované porty.
V neposlednom rade sa nastavi predvolend cesta pre smerova¢ R1, ze IPv6 pakety, ktoré
nebudd mat’ moznost’ zistit' ciel’ podl'a smerovej tabulky, bud( posielané na adresu R2
2001:DB8:FAB2::2. Zakladny syntax statickej cesty je siet kam sa chce dostat’ a
nasledujdca IP adresa suseda/odchadzajice rozhranie/pripadne linkovo-lokalna adresa.
Podl'a prvého prikladu sa nastavia ostavajuce rozhrania, v nizsie uvedenej tabulke st

pripravené implementac¢né prikazy (cmd): [5]

Tab. 1: Konfiguracia smerovacov v Cisco 10S 15.2(4) S3 [autor]

R1 R2

R1 implementacia NDP .txt R2 implementacia NDP .txt

Po nastaveni by mali byt’ schopné otestovat® zakladni komunikaciu pomocou pingu medzi

smerova¢mi. Prva strata paketu je spdsobena v désledku NDP protokolu a vyuéby okolo
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IPv6 operéacii. PC sa automaticky naucia vlastni IPv6 adresu po zadani: ip auto sa
vygeneruje 64 bitov host’ ID podl'a MAC adresy. Po overeni ipconfig (show ip) by si mali

pocitace navzajom dosiahnut’ IPv6 adresu. [6]

Dalej st zobrazené nastavenia jednotlivych PC a rozhrani smerovacov s filtrom:

PCl> ip auto
GLOBAL SCOPE : 2001:dbB:fab2:0:2050:79%ff:fec6:6E00/64
ROUTER LINE-LAYER : 00:01:63:22:11:11

Obr. 3: Generovanie IPv6 adresy pre virtualne PC1 [autor]

Dané virtualne stanice mézu byt nahradené smerovacmi, ale otestuji GNS3 moznosti.
Nasledujuce stanice PC2 a PC3 su automaticky nastavené ako PC1, takze sa pouzil prikaz

show ipv6 pre kompletné overenie IPv6 autokonfiguracie adries na PC2 a PC3:

PC2> show ipvée PC3> show ipvé

NAME : PC2[1] TRME : BC3[1]

LINK-LOCAL SCOPE : feB0::250:79ff:fe66:6801/64 LINK-LOCAL SCOPE : feB0::250:79ff:fe66:6802/64

GLOBAL SCOPE : 2001:db8:fab2:0:2050:7%£f: fe66:65801/64 LOBAL SCOPE 1 2001:dp8:fab3:0:2050:79ff:fed6:6802/64
ROUTER LINK-LAYER : 00:01:63:22:11:11 ROUTER LINK-LAYER : 00:01:63:33:22:22

MAC : 00:50:79:66:68:01 VRC : 00:50:79:66:68:02

LPORT - 10003 LPORT : 10002

RHOST : PORT : 127.0.0.1:10002 RHOST : PORT : 127.0.0.1:10008

MTU: : 1500 vTU: : 1500

Obr. 4: Zobrazenie IPv6 adresy pre virtualne PC2 a PC3 (vpcs dynamips) [autor]

Pouzitim prikazu show ipv6 interface brief a filtrovanim Ethernet rozhrania sa overi

nastavenie a stav ipv6 unicast adries a linkovych lok&lnych adries:

Al#show ipvé inter brief | section Ethernetl R2 (config)#do show ipvé inter brief | section Ethernestl
sthernetl/0 [up/upl Ethernetl/0 [up/up]
FE80::1 FEB0::1
2001:DB8:FAB2::1 2001:DBB:FAB3::1
ithernetl/1 [up/up] Ethernetl/1 [up/upl
FEB0::201:63FF:FE11:1111 FEG0::201:63FF:FE11:2222
2001:DB8:FABL::1 2001:DB8:FRB1::2
Sthernetl/2 [administratively down/down] Ethernetl/2 [administratively down/down]
unassigned unassigned
ithernetl/3 [administratively down/down] Ethernetl/3 [administratively down/down]
unassigned unassigned

Obr. 5: Potvrdenie natvrdo priradenej IPV6 adresy pre rozhrania smerovacov Rla R2 [au-
tor]

Testovanie pingom susednej IPv6 natvrdo priradenej pre smerovac R2 a nésledne PC:
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Rl(contig)#do ping Z2001:DBE:FAB1::Z
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:DBB:FABl::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/32/84 ms

Obr. 6: Testovanie dostupnosti susedného rozhrania smerovaca R2 [autor]

Rl#ping 2001:dbB:fab2:0:2050:79ff:fe66:66801

Type escape Sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DBB:FAB2:0:2050:7SFF:FE66:6801, timeout is 2 s
econds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/28/68 ms

Obr. 7: Testovanie dostupnosti virtualnej stanice PC2 zo smerovaca R1 [autor]

Po vykonani tychto testov je mozné analyzovat® komunikaciu medzi PC1 a R1, pripadne
medzi smerovaémi R1 a R2 vo Wiresharku. Napriklad paket ¢islo 16 medzi smerovacom
a PC1 ma za ucel detekcie duplicity adries (DAD - Duplicate Address Detection). Ked’ si
rozroluju hlavicku tretej vrstvy, vidia neSpecifikovanti zdrojovt adresu ::. To preto, ze R1
pred zacatim vysielania pouziva linkovo-lok&lnu adresu FE80::/1. Pokial’ sa chce overit,
¢i uz niekto pouziva dant IPv6 adresu, vzdy zdrojova adresa je nespecificka a cielova
adresa bude zacinat' s FF, ¢o je multicast adresa spojena s linkovo-lokdlnou FE80::/1.
Detailny rozbor o technoldgii nie je ciePom tejto laboratornej tUlohy. Zat'azenie (payload)
je vtomto pripade ICMPV6, ktory sa pouziva pri viacerych funkcii NDP, ¢o zahrnuje
i odhalenie L2 adresy suseda. [5]

Nevyhodou SLAAC konfiguracie je, ze nezaist'uje nastavenie DNS servera, doménovych

nazvov ¢i SIP servery a nezaistuje Ziadnu spravu adries vo fonde.

U IPv4 sa pouzival znamy ARP, ktory zahriioval L3 na L2 mapovania, avSak v IPv6
neexistuje broadcast. Pokial’ sa pozrie na nasledujuci paket 18, zdrojova adresa je
FE80::/1a , cielova L3 adresa je multicast. Po vykonani pingu prikazu sa nam naroluju
pakety 380-394, ktoré zahriiujt cely proces echo ziadosti a odpovede. Tato komunikéacia
nauci rozpoznavat’ linkovo-lokalnu, globalnu adresu, tok multicastu a nespecifické adresy.

Idealny pripad je porovnat’ teoretické znalosti so spradvami RS/ RA a NS/NA. [5]
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‘ Wireshark PC1-R1.pcapn

File Edit View Go Capture Analyze Statistics Telephong Tools Internals Help
00 i BIRE AesynTL Qaen «&Em:x B

Filter: IZI Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info o
1 0.000000001Cisco_11:22:22 CDP/VTP/DTP/PAgP /UDICDP 344 Device ID: R2 Port ID
2 12950 ‘FUUILT TO_TT722722 CisTo—t1-22722 1 LOOP 60 Reply
3 3701617200 TT0Z2::1:1111:22722 ICMPv6 78 Neighbor Solicitation
4 3.9832280@fe80::201 63ff fell fF02::16 ICMPVE 90 Multicast Listener Rep
5 3 0 i ICMPVE 90 Multicast Listener Rep
6 3.9832280@fe80::201 63ff fell ff02::1 ICMPVE 86 Neighbor Advertisement
7 3.98322800fe80::201:63ff:fel1l ff02::1 TCMPVE 86 Router Advertisement f
8 4.95128300feB0::201:63ff:fell ff02::16 ICMPVE 90 Multicast Listener Rep
9 4.95128300feB80::201:63ff:fell ff02::16 ICMPV6 90 Multicast Listener Rep
10 7.02540200Cisco_11:22:22 CDP/VTP/DTP/PAgP /UDICDP 372 Device ID: R2 Port ID
11 7.99245700Cisco_11:22:22 CDP/VTP/DTP/PAgP /UDICDP 372 Device ID: R2 Port ID
12 11.28264501Cisco_11:22:22 Cisco_11:22:22 LOOP 60 Reply
13 16. 364936@C15c0_11 11:11 CDP/VTP/DTP/PAgP/UmCDP 344 pevice ID: R1 Port ID
A 344 Device ID: R1 Port ID
17 VTP 344 pevice ID: R1 Port ID
16 19 3221050| fF02::1:ff11: 1111 ICMPVE 78 Neighbor Solicitation
17 20. 093149mfe80::201:63ff:fe11ff02 11 ICMPVEH 86 Router Advertisement T
ICMPVE 90 Multicast Listener Rep
19 20.3631650fe80::201:63ff:fell ff02::16 ICMPVE 90 Multicast Listener Rep
20 20.37316501fe80::201:63ff:fell £f02::1 ICMPVE 86 Neighbor Advertisement _
A VN YT ECAEAON . v L EYELE LA ELNATY . oA ToRan. e OFf Nmcitnin Al e mvnmena £
< 11l | 3
o Frame 16: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0 -~
@ Ethernet II, Src: Cisco_11:11:11 (00:01:63:11:11:11), Dst: IPvbmcast_ff:11:11:11 (33:33:ff[ |
= Internet Protocol Version 6, Src: :: (::), Dst: ff02::1:ff11:1111 (ff02::1:ff11:1111)
® 0110 .... = Version: 6
B o.... 1110 0000 ... .... ... .. o... = Traffic class: 0x000000e0

............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 24
MNext header: ICMPvE (58)
Hop Timit: 255
source: :: (::)
Destination: ff02::1:ff11:1111 (ff02::1:ff11:1111)
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]
5] Internet Contr01 Message Pr0t0c01 vb =

111

11 00 01 63 11 11 11 86 e
ff 00 00 00 00 00 00 00 00 00 00

00 ff 02 00 00 00 00 00 00 00 OO
11 87 00 f5 el 00 00 00 00 fe 80
00 00 00 00 00 00 02 01 63 ff fe 11 11 11

(8] @‘ Frame (frame), 78 bytes | Packets: 534 - Displayed: 534 (100.0%) - Load time: 0:00.004 | Profile: Default

Obr. 8: Ukdzka NDP protokolu z odchytanych paketov medzi PC1 a R1 [autor]

Pri detailnom skimani paketov sa zisti, ze pomocou NS je mozné si mapovat’ L2 adresu,
ktora je ulozena v Ethernet I, na zaklade ktorej sa prelozi adresa na multicast skupiny, na
ktorej bude nacuvat dané zariadenie. Pozorné oko si vSimne rozdiel i v type: IPv6
(0x86dd) a IPv4 (0x800). Pri odpovedi PC v NA je vidiet ICMP zat’aZenie, L2 MAC
adresu, ktoru posiela ako odpoved’ v jednej multicast skupine. Pre zjednodusenie adresacie

je mozné pouzit' i EUI-64 pre generovanie IPv6 do prefixu podl'a L2 adresy. [6]

Pri skiimani premavky medzi smerova¢mi paket ¢islo 11 v ICMPV6 je vidiet’ zdrojova L2
adresu. L3 adresy IPv6 st pouzité FE80::/1 ako zdrojova a zndma multicast adresa uzlov
FEO02::1 a indikécia d’alsej hlavicky je nastavend na ICMPV6. Dalsim prikladnym paketom
je 177 RS, ktory sluzi pri h’adani smerovacdov. Paket je generovany R1. Pri skimani IPv6



UTB ve Zliné, Fakulta aplikované informatiky 8

je zdrojovd adresa 2001:db8:fab2:0:2050:79ff:fe66:6800, z PC1 cielova adresa je
multicast skupina pre smerovace. L2 vrstva MAC adresy zndmej multicast adresy

skupiny. [5]
M Wireshark R1-R2.pcapng [Wireshark 1124 (v1.124-0-gb4861da from master-L.12)] W e =)

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codimi B AesaT L EF QAR @®% % B

Filter: B Expression... Clear Apply Save
No. _ +Time __ _ Source Destination Protocol Length Info i
172 2084.98225.Cisco_22:11:11 Cisco_22:11:11 LOOP 60 Reply
173 2094.98782 Ciscao_22:11:11 Cisco_22:11:11 LOOP 60 Reply
174 2098.88104'Cisco_22:11:11 CDP/VTP/DTF/PAgP/UWCDP 400 Device ID: R1 Port ID
175 2105.00430Cisco_Z2Z2 11T 1T Cisco_ZZ:T1:11 LOOP 60 Reply
176 2115.01997 Cisco_22:11:11 Cisco_22:11:11 LOOP 60 Reply
177 2121.7 H H U S ICMPV6 62 Router Solicitation
178 2121.74p35 fe80::1 £102::1 ICMPv6 118 Router Advertisement f
179 2125.043541Cisco_22:11:11 Cisco_22:11:11 LOOP 60 Reply —
180 2135.03511 Cisco_22:11:11 Cisco_22:11:11 LOOP 60 Reply
181 2145.05169Cisco_22:11:11 Cisco_22:11:11 LOOP 60 Reply
182 2145.33370:12001 :db8:fah2:0:205ff02::2 ICMPV6 62 Router Solicitation |
183 2145.34570 fe80::1 ffo2::1 ICMPV6 118 Router Advertisement f
184 2148 .66389'Cisco_22:11:11 CDP/VTP/DTP/PAgP /UDICDP 400 Device ID: R1 Port ID
185 2155.07126 Cisco_22:11:11 Cisco_22:11:11 LOOP 60 Reply -
< | 1N | »
= Frame 177: fes captured (496 bits) on interface 0

Ethernet II| Src: Private_66:68:00 (00:50:79:p6:68:00), Dst: IPvbmcast_02 (33:33:00:00:00:02
Internet Protocol Version b, src. 2001:db8:fab2:0:2050:79fF:febb:6800 (2001:db8:fab2:0:2050:
= 0110 .... Vokelon: A

2]

o

@ .... 000070000 ..., ...- ---. ---- ... = ”raffic class: 0x00000000
eve evewv .... 0000 0000 0000 QOO0 0000 = Flowlabel: 0x00000000
Payload length: 8
Next header: ICMPv6 (58)
Hop Timit: 255
Source: 2001:db8:fab2:0:2050:79ff:fe66:6800 (2001:db8:fab2:0:2050:79ff :feb6:6800)

Destination: ff02::2 (ff02::2)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

2 Internet Control Message Protocol vb
Type: Router Solicitation (133)

Code: 0
Checksum: 0x5295 [correct] |
Reserved: 00000000 |

< | I | »
0000 33 33 00 00 00 02 00 50 79 66 68 00 86 dd 60 00
0010 00 00 00 08 3a ff ENNUENGETEEN PPN
0020 [ e 66 68 00 02 00 00 00 00 00 00 OO 0O

0030 00 OO 0O 00 0O 02 85 00 52 95 00 00 00 00

(@] [H‘ Source [Pvb Address (ipvb.src), 16 ... | Packets: 307 - Displayed: 307 (100.0%) - Load time: 0:00.003 | Profile: Default
— — -

Obr. 9: Ukdzka paketu RS a RA pri hl'adani smerovaca z PC1 [autor]
Znama multicast adresa skupiny je 33:33:00:00:00:01. V detaile ICMPv6 RA odpovede
zo smerovaca je zaujimavo uloZena odpoved’ z L2 adresy smerovaca 0000.63222.1111 pre
prefix 2001:db8:fab2 vo forme RA. Pri rozrolovani sa zisti, Ze smerova¢ posiela host'ovi
PC1 detailné informécie o smerovaci a lokalizacii. RS posiela host'a na najdenie

smerovaca. [6]
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- Internet Control Message Protocol vé
Type: Router Advertisement (134)
Code: 0
Checksum: 0x8103 [correct]
Cur hop limit: 64
= Flags: 0x00
Router Tifetime (s): 1800
Reachable time (ms): 0
Retrans timer (ms): O
7% ICMPv6 Option (Source link-layer address : 00:01:63:22:11:11)
# ICMPv6 Option (MTU : 1500)
= ICMPv6 Option (Prefix information : 2001:db&:fab2::/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
Prefix Length: 64
= Flag: 0xc0
valid Lifetime: 2592000
Preferred Lifetime: 604800
Reserved
Prefix: 2001:db8:fab2:: (2001:db8:fab2::)

Obr. 10: ICMPV6 informécie v sprdave RA od smerovaca R1 [autor]

Vysledné nastavenie smerovaov pre overenie funkcnosti IPv4 a IPv6 adresacie a

zistovanie MAC adries pomocou NDP protokolu. [5]

Tab. 2: Konfigurdcia smerovacov v Cisco 10S 15.2(4) S3 [autor]

R1 R2 vPCs1-3 Wireshark PC1-R1 Wireshark R1-R2

" "

R1.txt R2.txt vPC .txt Wireshark PC1-R1.pcapng Wireshark R1-R2.pcapng
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1.6 Otazky na zamyslenie o IPv4 a IPv6 adreséacii a protokolu NDP:

1. Aké typy IPv4 a IPv6 adries poznate ? Popiste: [1]

SPOLOCNE

Unicast (individualne)

— data su posielané host’ovi a rozliSujeme jedného prijemcu/ siet’ové rozhranie;
Multicast (skupinové)

— identifikacia skupiny prijemcov, smerovace musia posielat’ data pre vSetky

siet’ové zariadenia, ktoré su ¢lenmi danej skupiny FF::/8;
ROZDIELY:
Anycast (v§esmerové) 1Pv4

— data st posielané vSetkym uzlom v danej podsieti moéZzu byt adresované
naraz; ¢o je bezpefnostna hrozba ana hraniciach siete je vicSinou tato

moznost’ zakazana;
Anycast (vyberové) IPv6

— nové v IPv6, sa rozliSuje skupina prijemcov, ale pakety dorucené jednému
(najbliz§iemu). Tymto sa dosiahne rozkladanie ziat’aZe (load balancing) medzi
viacerymi uzlami v skupine a optimalizuje sietovu prevadzku a v neposlednej
rade sa Setri Sirka prenosového pasma chrbticovej siete; u IPv6 neexistuje

broadcast adresy, nahradzuje sa pomocou adresy lokalnej linky;

2. Aké tri moznosti pridel'ovania IPv6 adries mozu spravcovia pouzit’ ? [5]

Statickeho pridelenie (manualne), pomocou DHCPv6 a NDP (objavovanie

susedov) alebo bezstavovou autokonfiguraciou SLAAC, ktora vyuziva EUI-64.
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2 SPRAVAIPV4 A IPV6 ADRIES —- DHCPV4 A DHCPV6

V tejto laboratérnej Glohe sa preskima sprava IPv4 a IPv6 adries siete. Pomocou

Wiresharku su procesy pri pridelovani statickych a dynamickych adries pomocou DHCP.

Pouziva sa topoldgia v GNS3, kde su zohl'adnené tri moznosti pridel'ovania IPv6 adries.

2.1 Zadanie:

V nasledujlcej laboratornej Glohe sa konfiguruju IPv6 adresy (staticky, SLAAC a
DHCPv6) a analyzuji sa sp6soby overenia pridelenych adries s vyuzitim vSetkych

moznosti. [5]
2.2 Topoldgia:

DHCPv4

R1 R2

ip address 10.2.2.1

mac-address 0001.6311.1111 ip address 10.2.2.2 255.255.255.0

mac-address 0001.6322.2222

ip dhcp excluded-address 10.2.2.2 20.2.2.24
ip dhcp pool FAI_pool

network 10.2.2.0 255.255.255.0
default-router 10.2.2.2

dns-server 8.8.8.8

domain-name fai.utb.cz

PC1

Stavovy DHCPv6 Bezstavovy Dynamic Host Configuration Protocol pre IPv6 (DHCPv6)

2001:DB8:CAFE:R::/64 PC2

Ri swi R3 2001:DB8:CAFE:R::/64 R4

192.168.1.0/24

loR4: R.R.R.R/128

DNS
R2 loR6: 2001:DB8:CAFE:R::RRRR/128
mac-address 0001.63RR.RRRR
2001:DB8:DAFE:R::/64 L2,L3 adresa bude podl‘a cisla ID smerovaca R

Obr. 11:Topoldgia pre test DHCPv4, IPv6 stavovy a bezstavovy DHCPv6 [autor]
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2.3 Tebria:

Predpoklada sa, ze je zname, ¢o je IP adresa a ako vypada, ¢i uz v DEC alebo BIN
podobe. Rozdelenie adries do tried A, B, C, vypocet sietovej alebo broadcastovej adresy
nie je napliou tejto Glohy. V pripade potreby zopakovat’ si IP protokol, veri sa, ze odkazy
na literatiru v diplomovej prace budi dostatoénym zdrojom. Adresy moézu byt
pridelPované staticky alebo dynamicky. DHCP (Dynamic Host Configuration Protocol) je
dynamické pridelovanie bloku adries servera pre sietové zariadenia. Ako je na
nasledujicom Obr. 12 PC pri $tarte ziada o IP adresu od DHCP servera pomocou
DISCOVER broadcastu (v danej VLAN), aby mohol pracovat’ v sieti. Tento paket je
poslany kazdému v danej podsieti, pripadne ak je smerova¢ nastaveny ako relay agent
(definuje sposob ako sa dostat’ k DHCP serveru — odkaz pomocou ip helper address).
V pripade lokalneho DHCP servera, nasleduje proces OFFER, ¢im sa ponukne IP adresa
pre hosta, jej platnost’ a pripadne d’alSie detaily. Na prenos tychto vyjednavacich paketov
sa pouziva 4. vrstva UDP protokolu 67 pre DHCP server a 68 pre DHCP Klienta.
Nasledne sa klient pomocou ziadosti REQUEST dotazuje na konkrétnu adresu a server
pridel'uje hostovi dand IP masku, DNS server a predvolent branu. DHCP pre IPv4 a cely
proces je preskimany pomocou Wiresharku. Kde pri detailnom rozbore sa zisti, ze 2-4

sprava moze byt broadcast pripadne unicast, ¢o zalezi na flagu, aky nesie paket. [2]

Bez IP, pred Ziadostou

N @
Z DHCP Discover —
s = 4
DHCP Server:
10.1.1.254 /\ @ Lukas laptop
2 — DHCP Offier [
g — — =
10 f;‘%:%ofl:l 20 Potvrdenie poufZitia poskytované IP
N
=z DHCP Request -
02 =

SIP adresou 10.1.1.11

DHCP Ack

N,

> !
l

\

Obr. 12: Proces pridelovania IP adries pomocou DHCP serveru [5][6]
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Hlavnym rozdielom pri dynamickom pridePovani IPv4 a IPv6 je mapovanie L3 na L2
adresy. IPv4 k tomu pouziva ARP protokol, naopak IPv6 k tomu pouziva NDP (¢o je
detailnejSic popisané v samotnej diplomovej praci), takze sa bude odkazovat' na fu.

Spomend sa len funkcie, ktoré zabezpecuje: [1]

e Objavovanie smerovacov
e Objavovanie MAC adries
e Detekcia duplicity adries

e Bezstavové autokonfiguracia SLAAC

Bezstavova autokonfiguracia je akysi mini DHCP server, ktory bezi na staniciach ¢asto
bez ich vedomia. Pouzivaju sa linkové adresy, jedint vec, ¢o sa pouziva z centradlneho

servera je prefix, ktory je pouzity pre siet’ a podla MAC adresy si doplni identifikator

rozhrania.
—— =
@) -
=,fzum:nss:|m:1::n /64 1 2001:DBB:1|11:|::22M4=’
— MAC 0200:2222:2222 2001 DB8:11111:11 /64
@NS MAC 0200.2222:2222

JReply it You Are 2001:0B&:1111:1:22}>

Reply if You Are 2001:DB8:1111:1:11

NA ® NAG

| am 2001:DB8:1111:1::22 Iam 2001:0B8:1111:1::11
| am MAC 0200:2222:2222[~

Obr. 13: Objavovanie linkovych adries susedov a duplicity [2][5]

Hostia pouzivaju Dynamic Host Configuration Protocol (DHCP), aby dostali IPv6 adresy.
Tento adresny manaZment je podobny chovaniu IPv4 (RFC 3315), kde boli adresy
prirad’ované centralnou autoritou DHCP serverom. DHCPV6 sa sklada (Obr. 14): [4]

1. Poziadavka (Solicit) — DHCPv6 klient hl'ada server, posiela ziadost' na multicast
adresu (vSetci DHCPVG relay agenti a servery) na konfiguréciu IP adresy;

2. Inzerdt (Advertise) — sprava s obsahujicou konkrétnou moznostou konfiguracie
od DHCPV6 servera, ktory prijal ziadost' a m& platnd konfiguraciu IPv6 pre klienta;

3. Ziadost (Request) —klient vyberie zo vsetkych moznosti jednu konfiguraciu
a odosle vybranému serveru poziadavku o pridelenie konkrétnej adresy;

4. Odpoved (Reply) - server odosle pozadovanu konfiguraciu pomocou tejto spravy;



UTB ve Zliné, Fakulta aplikované informatiky 14

DHCPvV6
server

&

dostupnest’ DHCP serverov Poziadavka (SOIICIt)

Inzeradt (Advertise) potvrdenie pritomnosti, adresy

-
-

prenajom adresy + konfig Ziadost (Request)
od konkrétneho DHCP

a konfiguraénych parametrov

Odpoved (Reply) potvrdenie poZadovanej konfiguracie

A

Obr. 14: Styri spravy stavovej DHCPv6 medzi klientom a serverom [1][6]

DHCPv6 zavadza DUID (DHCP Unique ldentifier), je dany vyrobcom, ktory néhodne
vygeneruje zvolené hexadecimalne znaky so $pecifickou dizkou retazca. DUID je viazané
na operacny systém, je trvaly v Case a nemal by zavisiet’ na technickom vybaveni klienta.
Spatné priradenie IPv6 adresy k danému klientovi cez DHCPV6 je prakticky nemozné.
Klient pouZiva identifikator (zhluk konfiguraénych informacii), vdaka ktorému sa
rozliSuji rozhrania, ktoré klient zahfna. Vdaka objavovaniu susedov a vSetkych
smerovacov, sluzba DHCPv6 nemusi mat’ predvoleny smerovac, a preto nie je poslana ani

klientovi. Klient sa ju vd’aka NDP protokolu z lokalneho smerovaca naudi. [6]

DHCP (bezstavovy spojeny s autokonfiguraciou SLAAC, RFC 2462)

Host' autondmne konfiguruje jeho vlastnu lokalnu linkovu adresu (pripoji identifikator
rozhrania). Router Solicitation (RS) su posielané pocas bootovania zariadenia, ¢im host’
ziada o konfiguraciu, ¢im urychli komunikéciu. Alebo smerova¢ sam v pravidelnych
intervaloch inzeruje vSetky pripojené uzly v sietovom segmente pomocou Router
Advertisement (RA) - oznamovacie spravy s informéciami o sieti a predvolenom
smerovaci pre pakety smerované mimo siete. Pomocou objavovania susedov sa overi, ¢i
pouziva iny host’ v sieti rovnaka linkovu adresu. Pokial’ detekcia duplicitnych adries
(DAD) prebehne v poriadku a st obdrzané vsetky parametre zo smerovaca, uzol si adresu
prideli (RFC 3315). Lokalna linkovd adresa je povinna pre komunikaciu dvoch

susednych zariadeni, naviac sa pouziva i v smerovacich protokoloch ako next-hop adresy,
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avSak nie su smerovatelné. Ich platnost’ je len v ramci sietovej domény, preto pri ich

pouZiti je potreba $pecifikovat’ rozhranie (ping na susedovu lokalno-linkov( adresu). [4]

DHCPV6 (stavovy)

Hostia pouzivaju Dynamic Host Configuration Protocol (DHCP), aby dostali IPv6 adresy.

Moznosti stavovej DHCPV6 konfiguracie je venované nasledujica laboratérna tloha 2.

2.4 Pozadované zdroje:
GNS3 a Wireshark

IOS smerovace — §abléna smerovaca s Ethernet rozhranim [3]

2.5 Postup:

Prva jednoduchsia topoldgia obsahuje 2 smerovace ¢7200, ktoré si navzajom prepojené
pomocou rozhrania Ethernet 1/0. Smerova¢ R2 bude nas DHCP server a R1 sa bude
spravat’ ako klient pouzitim ip address dhcp pod Specifickym rozhranim. Nasledne vo
Wiresharku sa moézu pozriet’ na celi komunikaciu medzi R1(klientom) a R2(serverom).
DHCP server sa nastavuje priamo v konfiguraénom rozhrani, definovanim poolu s menom
FAI_pool. Nasledne je $pecifikovany adresny rozsah pomocou adresy a masky. Dalej je
dobrym zvykom nastavit’ predvolenu branu, DNS server (Google 8.8.8.8) v neposlednej
rade sa doba pdzic¢ky adresy a vyhradeny rozsah. Vyhradeny rozsah (excluded addresses)
sa pouziva pre servery, smerovaCe a statické adresy, na ktoré st odkazované ostatné
sluzby, ktorych zmenou by sa mohla ovplyvnit’ stabilita a funkcia aplikacii. V laboratornej
ulohe bolo vyélenenych prvych 10 adries z podsietového rozsahu. Je dolezité si krokovat
konfiguraciu, preto su ukazané i prikazy na overenie nastavenia DHCP servera a

pridelenych adries klientom s moznost'ou parovat MAC adresu s IP adresou. [4]

Co sa tyka IPv6, otestujli si bezstavovu autokonfiguraciu (SLAAC), pri ktorej sa host
nauci prefix pouzitim NDP, vezme prefix a vytvori si vlastni IP adresu a identifikator
rozhrania. Identifikator rozhrania je Specificky pre MAC adresu (Cisco pouziva EUI-64,
ostatné systémy si mézu pouzit' ndhodné hodnoty), na zaver sa eSte otestuje duplicita
adries, ze v sieti nie je pouzita inou stanicou. Vd’aka SLAAC sa klient nauci IP a prefix,
ale nie DNS server. Toto je slabinou, ktorou sa lisi stavovy DNS server. Stavom sa myslia
IP adresy, ktorych doba prenajmu vyprSala. SLAAC si neudrZzuje zaznam o ni¢om o

Klientoch. Stavovy DHCPvV6 pracuje podobne ako v4 len pouziva odlisné vyjednavacie
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spravy, ¢o je popisané v 1.2.5 diplomovej praci. DHCP poskytuje ndm IP adresu, prefix,
DNS server a NDP zabezpeci predvolend branu pripadne dalsie volby pre klienta.
V pripade, ze DHCP server nie je na rovnakej podsieti je vyzadovany DHCP relay pre
posunutie spravy na centralny DHCP server, k comu vyuziva IPv6 Specialne multicast
adresy (FF02::1:2). [5]

Pre konfiguraciu rozhrani virtualnych liniek a nastavenie databazy uzivatelov sa

pouzivajU nasledujuce prikazy:

Tab. 3: Syntax aplikovanych prikazov a vysvetlenie vyznamu pri konfiguracii DHCPv4

[autor]

Syntax + Prikaz

Vyznam/Uc¢el

Syntax prikazu:

Krok 1:

ip dhcp pool name
R2(config)# ip dhcp pool FAI_pool

Vytvorenie mena DHCP a
vstup do konfig. rezimu.

Syntax prikazu:

Krok 2:

network network-number [{mask | /prefix-length}]
R2(dhcp-config)# network 10.1.1.0 255.255.255.0

Specifikacia siete a masky
pripadne prefixu

Syntax prikazu:

Krok 3:

default-router address [address2 ... address8]
R2(dhcp-config)# default-router 10.0.0.2

Specifikacia predvoleného
smerovaca pre klienta

Syntax prikazu:

Krok 4:

dns-server address [address2 ... address8]
R2(dhcp-config)# dns-server 8.8.8.8

Specifikacia DNS servera
pre klienta

Syntax prikazu:

Krok 5:

domain-name domain
R2(dhcp-config)# domain-name fai.utb.cz

Specifikacia domény pre
klienta

Syntax prikazu:

Krok 6:

lease {days [hours [minutes]] | infinite}
R2(dhcp-config)# lease 2

Specifikacia doby
prenajatia adries pre

Syntax prikazu:

Krok 7:

ip dhcp excluded-address low-address [high-address]
R2(config)tip dhcp excluded-address 10.1.1.1 10.1.1.24

Specifikacia adries, kt.
DHCP server nesmie dat

Syntax prikazu:

Krok 8:

ip helper-address
R2(config)# ip helper-address 10.1.1.9

Povoluje posuvat UDP
broadcast z rozhrania

Syntax prikazu:

Krok 9:

show ip dhcp pool
R2# show ip dhcp pool

Zobrazenie nastavenia
DHCP poolu IPv4 adries

Syntax prikazu:

Krok 10:

ip address dhcp
R1(config-if)# ip address dhcp

Nastavenie klienta pre
pouzitie DHCP

Syntax prikazu:

Krok 11:

show dhcp server
R1#show dhcp server

Zobrazenie nastavenia
DHCP servera zo strany

Syntax prikazu:

Krok 12:

show ip route | begin Gateway
Ri#tshow ip route | begin gateway

Zobrazenie smerovej
tabulky a branu

Syntax prikazu:

Krok 13:

copy running-config startup-config /write memory
R2 (config-if)# # copy running-config startup-config

UloZenie aktualneho
nastavenia do NVRAM.

Nakol'ko v pévodnej konfiguracii je nastaveny rozsah pre 2 aktivne adresy, je potrebné
zmenit’ obe nastavenia sietovych kariet. Na strane servera je potreba postupovat’ prikazmi
podl'a Tab. 26 a zmenit’ maska rozhrania Ethernet1/0 na 255.255.255.0. Na strane klienta

zruSit® statické nastavenie, idedlne rozhranie dat’ do predvoleného stavu pomocou default
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interface Ethernetl/0 a nésledne pouzitim prikazu ip address dhcp pre DHCP pod
Specifickym rozhranim sa ndm automaticky prideli IP adresa pre port. Pred samotnym
aktivovanim portu bolo zapnutie zachytavanie paketov. [1]

R2#show ip dhcp pool

Fool FAI pool :

Utilization mark (high/low) : 100 /O

Subnet size (first/next) 0/ 0

Total addresses : 254

Leased addresses o1

Excluded addresses : 20

Pending event : none

1 subnet is currently in the poo

Current index IF address range Leased/Excluded/Total
10.2.2.72 10.2.2.1 - 10.2.2.254 1 /20 / 254

Obr. 15: Zobrazenie nastavenia DHCP poolu IPv4 adries na smerovaci R2 [autor]

Prikazy v kroku 12-14 sa pouzivaja u hosti s Windows OS pre zobrazenie informéacii o
sietovej karte. V kone¢nom dosledku pri sprave velkého mnozstva klientov je dobrym
zvykom si vytvorit’ zoznam hostov s odpovedajicimi L2 a L3 adresami pre autentifikaciu

chyb ako je to v d’alsej tabul’ke Tab. 4.

Tab. 4: Laboratdrna tloha DHCP sukromna kancelaria- Posledna zmena:2/18/2016 [au-

tor]

Siet L3 Maska MAC L2 Popis
10.2.2.1-254 | 255.255.255.0 * Rozsah adries pre kanceldriu
10.2.2.1-20 255.255.255.0 ¢c01.2938.0010 IP pre server
10.2.2.1 255.255.255.0 | 0063.6973.636f.2d63. | DHCP SERVER
10.2.2.71 255.255.255.0 0001.6322.2222 Sekretariat/U¢tovnicka
10.2.2.72 255.255.255.0 0001.6322.1111 Marketing

Ked sa aktivuje ladenie debug ip dhcp server events, tak je vidiet ako DHCP server
kontroluje prenajaté adresy, pripadne sa prideli nova adresa. Pokial’ chcl skontrolovat
pocet ziadosti sluzi k tomu prikaz show ip dhcp server statistics, tym si mézu overit’ ¢i

niekto negeneruje podvrhované ziadosti a nevznikaji konflikty v tabulke. [4]
Pomocou prikazov vyssie v Tab. 3 sa nakonfiguruje R2 DHCP server a pred samotnym

spustenim DHCP offer na R1 klient pomocou ip dhcp auto spusti sa Wireshark. Po

aktivacii autokonfigurécie sa na strane klienta objavi systémovy log o prideleni adresy:
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*Mar 1 00:21:36.611: %DHCP-6-ADDRESS_ASSIGN: Interface Ethernetl/0 assigned DHCP address
10.2.2.1, mask 255.255.255.0, hostname R1

Rl#show dhcp server
DHCP serwver: BNY (255.255.255.255)

Leases: 1

Offers: 1 Requests: 1 Lcks : 1 Naks: 0
Declines: 0O Releases: 0 Query: 0 Bad: 0
DNSO: 8.8.8.8, DNS1: 0.0.0.0

Subnet: 255.255.255.0 DNS Domain: fai.uth.cz

Obr. 16: Zobrazenie statistik DHCP poolu IPv4 adries [autor]

Obr. 16 zobrazuje i priradeny DNS server a predvolend branu, ktora si mozu overit
pomocou smerovacej tabulky. Pri tejto prilezitosti je mozné si vyskusat filtrovanie

pomocou PIPE, kde sa hl'ada zac¢inajuce slovo Gateway (predvolena brana):

Rl#show ip route | begin Gateway
Gateway of last resort is 10.2.2.2 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets
C 10.2.2.0 is directly connected, Ethernetl/0
5% 0.0.0.0/0 [254/0] wvia 10.2.2.2

Obr. 17: Zobrazenie predvolenej brany (gateway) v smerovacej tabulke [autor]

Nésledne je cela premavka a proces priradenia IPv4 je mozné zobrazit' vo Wiresharku.

Pomocou filtru bootp, ¢o je predchodca DHCP. [4]

Obr. 18 zobrazuje paket78, ktory po rozrolovani ndm prezradi detailné informéacie o L2 a
L3 vrstve. L2 zdrojové rozhranie je spojene s Eth1/0 (0001.6311.1111) a ciel'ovou
broadcast adresou (FFFF.FFFF.FFFF) s nadejou, ze je v sieti zariadenie, ktoré odpovie na
discovery paket. Pokial' sa rozrolujii L3 informacie, zjavia sa 0.0.0.0 ako zdrojova L3
adresa a broadcast 255.255.255.255 ako cielova adresa, ¢o je logické, pretoze host’ eSte
nevie adresu, akd mu bude pridelena a posiela to na vSetkych hostov v broadcastovej

domeéne.[5]
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.
M +standard input [Wireshark 1124 (v1.12.4-0-gb4861da =k

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codEs BN Ae*»2TL [EEFQaQaAl 2% % B

Filter: bootp E Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info -
28 75.002290010.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -
29 78.767505010.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -
37 108.65821510.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -
40111.72739010.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -
42 115.28259310.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -
46 117.62472710.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -
64 120.9539180.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -
66 125.24516310.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -|=
73144.5132650.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -
Zo 148 _S084940 0 0 0 255 255 288 250 QHCP (18 OHCP _Discoy —
78 152.79073910.0.0.0 255.253.255.255 DHCP 618 DHCP Discover
82 154.856857110.2.2.2 255.253.255.255 DHCP 342 DHCP offer
| 83154 8768580 .0 0.0 TSS 255 255 255 DHCP 618 DHCP Reguest -
< [T P

| »

B Ethernet II,[Src: Cisco 11 : , Dst: Broadcast
> LT TOr . produacdst LIt .rr.rr.rr.rr.art
Source: Cisco_11:11:41 (00:01:63:11:11:11)
Eﬂ. TP Lox0o00)
= Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.
Version: 4
Header Length: 20 bytes
m Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not E
Total Length: 604
Identification: 0x0011 (17)
= Flags: 0x00
Fragment offset: 0
Time to live: 255
| Protocol: UDP (17)
= Header checksum: 0xb980 [validation disabled]
Source: 0.0.0.0 (0.0.0.0)
Destination: 255.255.255.255 (255.255.255.255)
[Source GeoIP: Unknown]
[Destination GeoIP: U ul
User Datagram Protocol mw_w&d n
&l ?nnfsfran Protocol (Discover) |
4 1L} I
0000
0010
0020
0030
0040
0050

0060
0070

@] M| Frame (frame), 618 bytes | Packets: 102 - Displayed: 21 (20.6%) - Dropped: 0 (0.0%) | Profile: Default

m

Obr. 18: Ukazka zachyteného DHCP offer paketu s L2 a L3 broadcastu [autor]

Wireshark tiez odkryva IP hlavicku s protokolom UDP (17) a L4 informacia so
zdrojovym portom 68 (klient = R1) a cielovy port 67 (server = R2). Jednd sa 0 zname
porty pridelené pre DHCP proces. Dalsie spravy discover, offer, request a
acknowledgment mézu byt preskimané v ulozenom wireshark stibore. NizSie v datovej
casti je vidiet’ zataZenie, Co predstavuje bootstrap protokol, kde je zaujimavy bootp flag,
¢o znamena, ze kazdy klient si nastavi broadcast a vSetky 4 spravy bude klient posielat’ na

broadcastovu adresu. Nasledujlca sprava offer posiela DHCP server ARP Ziadost’ so
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spravou: ,, Pouziva niekto adresu 10.2.2.,1 ak ano posli mi L2 adresu .*“ Tymto sa DHCP
server vyhne prenajmu adresy, ktord je pouzitd inou stanicou. Pokial ARP je uspesné,
DHCP server bude pokrac¢ovat’ pingom danej adresSy, ¢o potvrdi pouzivanie danej adresy
niekym inym. Nakoniec dana adresa, teda nemoze byt’ pouzita, inak by doslo ku konfliktu.
Nakol'ko v naSej jednoduchej topologii nik danu adresu nepouzival a neexistuje ziadna
ARP odpoved, server pontkne danu adresu klientovi. Pri detailnom preskimani paketu 82

,,OFFER* zdrojovy port je 67 a ciePovy 68 a ponUka adresu 10.2.2.1.

Pri rolovani nizsie je zaujimavé, ze sietova maska, predvolena brana, DNS server je uz
v tejto sprave. Nésledne v pakete 83 REQUESTU klient potvrdzuje, Ze je spokojny
spridelenou adresou a pokraduje vo vyjednavani. Vysledok je paket 84
ACKNOWLEDGEMENT s kopiou ip adresy, sietovej masky, predvolenej brany a DNS
servera. [4][8]

78 152.7907390.0.0.0 255.255.255.255 DHCP 618 DHCP Discover -

82 154.856857110.2.2.2 255.255.255.255 DHCP 342 DHCP offer =

83 154.8768580.0.0.0 255.255.255.255 DHCP 618 DHCP Request -|
|
4 I 2

® Bootp flags: O0x8000 (Broadcast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 10.2.2.1 (10.2.2.1)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Cisco_11:11:11 (00:01:63:11:11:11)
Client hardware address padding: 00000000000000000000
server host name not given
Boot file name not given
Magic cookie: DHCP
2 0option: (53) DHCP Message Type (ACK)
Length: 1
DHCP: ACK (5)
= Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 10.2.2.2 (10.2.2.2)
= 0option: (51) IP Address Lease Time
Length: 4
IP Address Lease Time: (86400s) 1 day

Obr. 19: Zobrazenie bootp flagu a detail ACKNOWLEDGEMENT od servera [autor]

Druhou moznostou je priradenie unicast moznosti pre DHCP. Overit je to mozné
pomocou virtualneho PC v GNS3, napriklad pripojenim R1 do rozbocovaca, R2 do
rozboCova¢a pomocou rovnakych rozhrani a PC tiez pre ziadost DHCP. GNS3 ma
k dispozicii Virtual PC simulator, vol'ne dostupny navrhnuty Paulom Mengom, ktory je
vel'mi jednoduché pre ovladanie. Pre nastavenie automatickej konfigurécie jednoducho

sa pouzije ip dhcp prikaz, ¢o sposobi, ze PC prejde celym procesom. Skratene pri trakovani



UTB ve Zliné, Fakulta aplikované informatiky

21

rozdiel oproti predchadzajlcej verzie je nenastavenie bootp flagu, ¢o spdsoby posielanie

Unicastu od DHCP servera na rozdiel od predchadzajuceho broadcastu. Na zéklade

poslanej MAC adresy server odpoveda pomocou L2 adresy a sprava sa dostane spét’ na

PC. Takze este pred priradenim IP adresy klientovi je pouzita cielova MAC adresa. Az po

posledny paket, ¢o je DHCP acknowledgment, ktory posiela spat’ na ciel'olovi MAC

adresu klienta, ktory pozadoval IP adresu, je nahrdvana premavka dat vo Wiresharku. [8]

 eveoT2EE QD $E8% B

[welcome to Vir
|Dedicated to D:
{Build time:

Jun
[a11 rights reserved.

distributed under th
can be found at vpc
lease visit wiki.
'2' to get help.

Bl x=cuting the startup file

ec1>
=> |IpC1> ip dhcp
IDDORA IP 10.2.2.3/24 GW 10.2.2.2

PC Simulator, version 0.6.1

lcopyright (c) 2007-2014, Paul Meng (mirnshi@gmail.com)

=

b

Filter: [+ expression_ Apply
No. Tim, Source Destination Protocol Length Info
R1 R2 10. 00000000(55(0 22:22:22 Cis0.22:22:22 LooP 60 Reply
3 2 2.86816400Cisco_11:11:11 Cisco_11:11:11 LoopP 60 Reply
310.0045720Cisco_22:22:22 Cisco_22:22:22 LooP 60 Reply
413.5207730:Cisco_11:11:11 Cisco_11:11:11 LooP 60 Reply
ey/o e1/0 518.7700730Cisco.11:11:11 CDP/VTP/DTP/PAgP /UDICDP 392 Device ID: Rl =
6 20.0451460:Cisco_22:22:22 Ci5€0.22:22:22 Loop 60 Reply
HUB1 7 24.2213850Cisco_11:11:11 Cisco_11:11:11 LooP 60 Reply
1 8 30.0097160:0.0.0.0 255.255.255.255 DHCP 406 DHCP Discover -
9 30.0647190:Cisc0._22:22:22 Broadcast ARP 60 who has 10.2.2.
10 30.0747200:Ci5C0_22:22:22 Cisc0_22:22:22 LOOP 60 Repl
z 740:0.0.0. ~255. 255, HCP Discover -]
3 12 32.0768350110.2.2.2 10.2.2.3 DHCP 342 DHCP offer
13 34.010945010.0.0.0 255.255.255.255 DHCP 406 DHCP Request -
0 1434 07w10 2.2.2 10.2.2.3 DHCP 34 DHCP_ACK -
1 e | 4 52 »
— + Ethernet II, SN'. Cisco_22: t _06:068:0

6 3 00+
+ Internet Protocol Version 4, Src: 10.2.2.2 (10 2. 2 2), Dst: 10.2.2.3 10.2.2.3)
+ User Datagram Protocol, Src Port: 67 (67), Dst Port: 68 (68)

Hootstrap Protocol CACK)
Message type: Boot Reply (2)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: 0
Tv ansa(non ID Dxdle48 0

ela

d D
3 Boot flags: OxOOOO (Umcast)
Client IP address:

ns of the "BSD" licence.

Next server IP address: 0.0.0.0 (0.0.0.

Server host name not given
Boot file name not given
Magic cookie: DHCP
@ Option: (53) DHCP Message Type (ACK)
m

nnnn

3)
Your (client) IP address “10. Z 2 3 (10 2.2.3)
0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Private_66:68:00 (00:50:79:66:68:00)
Client hardware address padding: 00000000000000000000

Obr. 20: Priradenie IPv4 adresy pre virtaul PC pomocou Unicast moznosti pre DHCP

[autor]

Potvrdenie priradeni IP adries z pohl'adu DHCP servera:

R2#show ip dhcp binding

Bindings from all pools not associated with VRF:

IFP address

Client-ID/

Lease expiration

Hardware address/

User

0063.
3030.
2e3l.
312¢f.
0100.

name

10.2.2.1 6973

30
10.2.2.3

.636f.2d30.
312e.
3131.

5079.

Feb 23 2016 05:20 PM
3633.3131.
312d.4574.

6668.00 Feb 23 2016 10:16 PM

Type

Automatic

Automatic

State

Lhctive

Lctive

Obr. 21: Kontrola priradenych unicast IPv4 adries pomocou show ip dhcp binding [autor]
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Tab. 5: Show prikazy overujice DHCP nastavenie a DHCPv4 konfigurécie [autor]

R1 R2
R1#show run inter eth 1/0 R2# show ip route | begin Gateway
R1(config)# ipv6 unicast-routing R2# ip dhcp pool
R1(config)#interface Ethernet1/0 R2# ip dhcp server
R1(config-if)#mac-address 0001.6311.1111 R2(config)# ipv6 unicast-routing
R1(config-if)# ip address dhcp R2(config)#ip dhcp pool FAI_pool
R1(config-if)# full-duplex R2(dhcp-config)# network 10.2.2.0 255.255.255.0
R1(config-if)# ipv6 address R2(dhcp-config)# default-router 10.2.2.2
2001:DB8:FABC:111::5/64 R2(dhcp-config)# dns-server 8.8.8.8
R1(config-if)#ipv6 enable R2(dhcp-config)# domain-name fai.utb.cz
R1(config-if)#no shutdown R2# show ip dhcp binding
R1(config-if)# interface Loopback1 R2# show ip dhcp server statistics
R1(config-if)# ipv6 address R1(config)#interface Ethernet1/0
2001:DB8:FBBC:6666::6666/128 R1(config-if)j#mac-address 0001.6311.1111
R1(config-if)#ipv6 enable R1(config-if)# ip address dhcp
R1(config-if)#no shutdown R1(config-if)# full-duplex
R1(config-if)# ipv6 address 2001:DB8:FABC:111::5/64
R1(config-if)#ipv6 enable

V pripade d’alsej zAkaznickej siete za smerova¢om R1 je mozné pouzit’ tzv. Relay agenta,
ktory bude predavat’ ziadosti na DHCP server anebolo potrebné vytvarat’” d’alsi server
azvysili stym integritu pouzitych adries. Z technologického hl'adiska je z ddvodu
obmedzenia broadcastovej domény, potrebné pridat funkcionalitu preposielania UDP

broadcastov, ktoré su prijaté na rozhranie. Nasledujuca Tab. 6 ukazuje ako to nastavit’:

Tab. 6: Vytvorenie sumarizacie ciest na sériovom rozhrani S0/0 na smerovaci MARS [au-
tor]

R1(config-if)# interface Eth1/1
R1(config-if)# ip helper-address 10.2.2.2
R2(config)# ip dhcp excluded-address 10.2.2.110.2.2.10

Poslednym prikazom z Tab. 6 je mozné vy¢lenit’ adresy pre servery a statické pridelenia.
Vysledné nastavenie smerovaov pre overenie funkénosti IPv4 a IPv6 adresacie a

zistovania MAC adries.

Tab. 7: Konfigurdcia smerovacov v Cisco 10S 15.2(4) S3 [autor]

R1 R2 vPCs Wireshark UNI Wireshark BC

m m

R1.txt R2.txt VPC txt dhcp_unicast.pcapng dhcpbc.pcapng
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Na zéklade predchadzajlcej laboratornej Glohy IPv6 a NDP je zrejmé, ¢o vsetko je
potrebné konfigurovat’ pre aktivovanie IPv6 adries, prip. predchadzajuca jednoduchsia
topoldgia mala nastavené statické IPv6 adresy. Bolo zmienené, ako prebieha zist'ovanie a
asociacia adries L3 vrstvy s adresami L2 vrstvy. Tato tloha pouziva i simulaciu prepinaca
pre rozdelenie podsieti pri virtualnej lokéalnej sieti VLAN. Nakol’ko je mozné sa stretnut’ so
sprdvou dynamickych adries pomocou externych DHCP serverov, spravovanych
systémovymi administratormi — toto je dolezité si ujasnit’ pri navrhovani dizajnu siete za

okruhlym stolom v pritomnosti v8etkych stran, kto za ¢o zodpoveda. [5]

V nasledujucej laboratornej ulohe sa predpoklada, Ze je potrebné riesit DHCP pre IPv4 a
IPv6 smerovace, nakolko sa chct uSetritt naklady za d’al$iu extern( sluzbu. Ukéazka
mozného navrhu DHCPV6 servera na smerovaci pre rozne VLANy je na nasledujucom

obrazku i s konfiguréciou:

R1-DHCP server
VLAN 10, 20
VLAN 30 SLAAC

statlc DHCP — IPv4 klient

}—Viani: 10.1.1,0/28 (VLAN1) I Trunk - DotL.q vian1 10, 20, 30, 1002-1005 R1

R1 interface GigabitEthernet0/0.10

ipv6 dhcp pool 30 swi 2 encapsulation dot1Q 10
dns-server 2001:DB8:FABC:111::1 VLAN 30 E VLAN 10 ip address 10.1.1.1 255.255.255.0

! _’ ip dhcp excluded-address 10.1.1.1
interface GigabitEthernet0/0.30 7

encapsulation dot1Q 30 , y = ip dhcp pool FAI_pool_10

!pv6 address FE80::1 link-local = R1 network 10.1.1.0 255.255.255.240
ipv6 address = VLAN 20 iPV6 dhcp pool 20 default-router 10.1.1.1
2001:DB8:FABC:111:30::1/64 prefix-delegation pool 20

ipv6 nd other-config-flag dns-server 2001:DB8:FABC:111::1 dns-server 8.8.8.8

ipv6 dhcp server 30 |PV6 SLAAC !

ipv6 local pool FAI_pool_20

2001:DB8:FABC:111::/64 64

!

13; interface GigabitEthernet0/0.20
encapsulation dot1Q 20

DHCP — IPv6 klient ipvé address 2001:DB8:FABC:111:20::1/64

ipv6 dhcp server 20

Obr. 22: Priklad dizajnu vsetkych moznosti IPv6 adresdcie s konfigurdaciou na smerovaci

[autor]

Predpoklada sa situacia, ze siet’ovy inZinier ma nastavit' SLAAC (bezstavovy) a stavovy
DHCPV6 pre zakaznika podl'a topoldgie z bodu 2.2 a pre tretieho klienta s RS ma byt
pouzitda DHCPV4, nakol’ko sa rozhodol pockat’ s migraciou a pouzit statické adresy IPv6,

takze sa zopakuje nastavenie z predchadzajicej Casti, ktoré uz nebude popisované.

2.5.1 Prepoj siet’ podl’a druhej topolégie z bodu 2.2 a nastav zakladné nastavenie.

Podla obrazku je potreba prepojit’ siet’ v pripade pouzitia emulovaného prepinaca a je
potrebné aktivovat' $ablonu s podporou IPv6 (sdm prefer dual-ipv4-and-ipv6 default).
Zakladné nastavenie sa rozumie vypnutie DNS lookup, premenovanie zariadenie,

nastavenie banerov, Sifrovanie hesiel v zdrojovom kodu, pridanie autentifikdcie pre
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privilegovany rezim, konzolu a virtudlne linky, pripadne nastavenie synchronizacia
logovania a ulozenie zmien do NVRAM. V pripade prepinaca je dobrym zvykom zatvorit’
nepouzivané porty, v pripade nepodpory 10U je mozné preskocit’.[3]

2.5.2 Nastavenie bezstavového DHCPvV6 a aktivovanie IPv6.

Over nastavenie IPv6 sady v opera¢nom systéme v nastaveni LAN.

Viastnosti 128 orotokol 1P verze 6 (TCPAPVG) - viastnost -8 [t
Sité | sdileni Obecné
Phpojit pomoci: Podporuje-i sit'automatickou kenfiguradi IPv6, je mozné ziskat nastaveni protokolu IPvS
© ieelF) 2257511 Ggabe Network Comnecton automaticky. V opainém pipadé vam sprévné nastaven porad spravee sité.
biogboumia, © ZRkat U adiesd aliomaiidky:

Pousit nésledujic 1Pve adresu:

2 6 (TCP/IPVE)
4(TCP/IPvwd)
ndnE e msrmEn

ru DNS automaticky

dresy serverd DNS:
Popis

Frotokol TCP/IP verze 6. Nejnovéii i verze intemelového
protekalu, kters poskytuje kemunikaci pres odiEné propojené
she

PFi tkongenl ovEfit platnost nastaven e

Obr. 23: Nastavenie protokolu IPv6 (TCP/ICPV6) v operacnom systéme Windows [autor]

V pripade overenia vsetkych klientov. je mozné zapnit’ odchytavanie paketov medzi R1 a
SW1. Vo Wiresharku je vhodné filtrovat multicast pre vSetky uzly na linke FF02::1,

z dovodu kontroly len RA sprav, ako je zobrazené nizsie:
Filter: ipvﬁ.dst: =ff02::1 E| E}(pres;ign_“ Clear Apply

Obr. 24: Filtrovanie multicast pre vsetky uzly na linke FF02::1 [autor]

Na smerovaci je potrebné povolit’ zasielanie IPv6 prenosu k ostatnym zariadeniam z CEF
na smerovaci ipv6 unicast-routing, nastavit’ FE80::1 the IPv6 link-lokélnu adresu, priradit’
MAC adresy a aktivovat’ port Eth1/0. Samotné nastavenie SLAAC, overenie, Ze

smerova¢ R1 je sucast'ou skupiny multicast je podobné predchadzajicej laboratornej tlohe.

Tab. 8: Nastavenie SLAAC na SW1 a zobrazenie nastavenia PC1 [autor]

R1(config)# ipv6 unicast-routing

R1(config)# interface FastEthernet0/1
R1(config-if)#ipv6 address 2001:db8:cafe:1::1/64
R1(config-if)# ipv6 address FE80::1 link-local
R1(config-if)# no shutdown
SW1(config-if)#interface vlan 1
SW1(config-if)#ipv6 address autoconfig

R1# show ipv6 interface g0/1

SW1# show ipv6 interface

PC1# ip auto
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Pomocou jednoduchého show ip (ipconfig /all) prikazu je mozné overit’ nastavenie IPv6

pridelenych adries a predvoleny smerovac.

PCl> ip auto
GLOBRI SCOFPE : 2001:dbB:cafe:1:2050:79ff:fec6:6800/64
ROUTER LINEK-LAYER : 00:01:63:11:11:11

Obr. 25: Nastavenda IPv6 adresa pomocou SLAAC pomocou VPC [autor]

V odchytenych paketoch vo Wiresharku je vidiet RA spravy alebo sa moze aktivovat
filtrovanie pre multicast skupiny FF02::1 pre hostov vid’ :[8]

| “standard input._[Wireshark 112 5

Eile Edit View Go Capture Analyze Statistics Telephony Iools Internals Help
COANME BRI NS DTE aQap ¥Dm% @

Filter:  ipvidst==f02:1 [-]exoression..  ciear Apply Save
No. Time Source Destination Protocol Length Info
87.529431000 fe80::1 ffo2::1 ICMPVE 86 Neighbor Advertisement feso :1 (rtr, ovr) is at 00:01:63:11:11:11

10 7.533431000 Fro2::1 118 Router Advertisement from 00:01:63:11:11:11

14 8.535488000 2001:d 02::1 ICMPVE 86 Neighbor Advertisement 2001: 1::1 (rtr, ovr) 75 at 00:01:63:11:11:11

17 10. 642609000 fes0::1 ff02::1 ICMPVE 118 Router Advertisement from 00:01:63:11:11:11

26 20.832192000 fe80::c802:14ff:fe2c:6 ffo2::1 ICMPVE 86 Neighbor Advertisement fe80::c802:14ff:fe2c:6 (ovr) is at ca:02:14:2c:00:06

28 21.255216000  fed0::1 ff02::1 ICMPVE 118 Router Advertisement from 00:01:63:11:11:11

31 22.260273000 2001:db8:cafe:1:c802:14ff:fe2c:6 ff02::1 ICMPVE 86 Neighbor Advertisement 2001:db8:cafe:1:c802:14ff:fe2c:6 (ovr) is at ca:02:14:2c:00:06

i ’
© Frame 10: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0
« Ethernet IT, Src: Cisco_11:11:11 (00:01:63:11:11:11), Dst: IPvbmcast_01 (33:33:00:00:00:01)
= Internet Protocol Version 6, Src: fe80::1 (fe80::1), Dst: ff02::1 (ff02::1)
=
Type: Router Advertisement (134
Code: 0
Checksum: 0xb0c7 [correct]
Lur hop limit:
Flags: 0x00
0.. .. = Managed address configuration: Not set

.0.. .... = other configuration: Not set

..0. .... = Home Agent: Not set

...00 = Prf (Default Router Preference): Medium (
. .0.. = Proxy: Not set

2.0, = Reserved: 0

Rou(er 11\‘et1me (s): 1800
Reachable time (ms): O
Retrans timer (ms): O
# TCMPv6 Option (Source link-layer address : 00:01:63:11:11:11)
+ TEMBUE Option (ML - 15003
= JcMPvE Option (Prefix information : 2001:db8:cafe:l::/64

Type: Prefix information (3)

Length: 4 (32 bytes)

prefix Length: 64

Flag: OxcO

valid vifetime: 2592000

preferred Lifetime: 604800

Reserved

prefix: 2001:db8:cafe:1:: (2001:dbB:cafe:1::)

00
['2E V00 00 00 00 00 01 86 00 bﬂctdﬂOﬂD?ﬂEOﬂﬂ
.2 Frame (frame), 118 bytes Packets: 33 - Displayed: 7 (21.2%) - Dropped: 0 (0.0%) Profile: Default

Obr. 26: RA spréva, ktora bola zachytena; flag ICMPV6 rozlisuje typ DHCPv6 [autor]

Z predchéadzajiceho Obr. 26 v podlozke flag protokolu ICMPv6 sa v pripade
plnohodnotného DHCPv6 nastavuju parametre Managed address configuration, Other
configuration. Dalie overenie je na prepinaéi SW1, kde sa pomocou SLAAC ziska IPv6
adresa pre rozhranie VLANL.:
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swl#show ipvé interface
FastEthernet(/1 is up, line protocol is up
IPvE is enabled, link-local address is FEB0::CB02:14FF:FE2C:6
No Virtual link-local address (es):
Stateless address autoconfig enabled
5lobal unicast address(es):
2001:DB8:CAFE:1:CB802:14FF:FE2C:6, |subnet is 2001:DBB:CAFE:1::/64 [EUI/CRAL/FRE]
valid lifetime 2591982 preferred lifetime &04782
Joined group address(es):
FFO2::1
FFOZ::1:FF2C:6
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMF unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND NS retransmit interval is 1000 milliseconds
Default router is FEB0::1 on FastEthernet0/1

Obr. 27: Overenie poskytnutej IPv6 unicast adresy pomocou SLAAC [autor]

2.5.3 Nastav bezstavovy DHCPv6 na smerova¢och R3 a R4 s podporou DNS

Nasledujuca ¢ast’ sa zameriava na nastavenie bezstavového DHCPV6 na smerovaci. Po

priradeni adresy si nepamaita stavy danych adries, ¢o je overené v nasledujuce;j Casti.

Tab. 9: Nastavenie bezstavového DHCPv6 na R3 a R4 a zobrazenie nastavenia DHCPv6
[autor]

R3/R4 (config)# ipv6 unicast-routing

R3(config)# ipv6 dhcp pool cafe-test-luki
R3(config-dhcpv6)# domain-name fai.utb.cz
R3(config-dhcpv6)# dns-server 2001:DB8:CAFE:2::DB01
R3(config-dhcpv6)# exit

R3/R4 (config)# interface Ethernet1/0

R3(config-if)#ipv6 address FE80::1 link-local
R3(config-if)#ipv6 address 2001:DB8:CAFE:2::1/64
R3/R4(config-if)#ipv6 enable

R4(config-if)#ipv6 address autoconfig

R3(config-if)# ipv6 dhcp server cafe-test-luki
R3(config-if)# ipv6 dhcp server cafe-test-luki rapid-commit
R3(config-if)# ipv6 nd other-config-flag

R3(config-if)# end

R3# show ipv6 dhcp binding

R3/R4# show ipv6 dhcp interface Eth1/0

R3/R4# show ipv6 interface Eth1/0

R3# show ipv6 dhcp pool

Po nastaveni smerovacov si opdt pre kontrolu nastavi odchytdvanie paketov vo

Wiresharku a povoli ladenie na oboch smerovacoch: [8]




UTB ve Zliné, Fakulta aplikované informatiky 27

R4 (config) #inter el/0
R4 (config-if) #shu

R4 (config-if) #no
*Mar 28 07:30:41
*Mar 28 07:30:41
*Mar 28 07:30:41
R4 (config-if) #no

R4 (config-if)#
07:

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

30:

shu
.823:
.823:
.827:

shut

.343:
.343:
.343:
.343:
.343:
.343:
.343:
.343:
.343:
.343:
.343:
.343:
.355:
.355:
.359:
.359:
.359:

IPvé DHCP: Stopping client stateless autoconfig
IPvé DHCP: Unconfiguring DNS server 2001:DBS:CAFE:2::DBO1
IPv6e DHCP: Unconfiguring domain name fai.utb.cz

IPvé DHCP: detailed packet contents
src FEB0::CB802:12FF:FE6&4:1C
dst FF02::1:2 (Ethernetl/0)
type INFORMATION-REQUEST (11), =xid 2378002
option ELAPSED-TIME(8), len 2
elapsed-time 0
option CLIENTID(1), len 10
00030001CA0212640008
option ORO(6), len 4
DNS-SERVERS, DOMAIN-LIST
IPv6 DHCP: Sending INFORMATION-REQUEST to FF02::1:2 on Ethernetl/0
IPv6 DHCP: DHCPv6 changes state from IDLE to INFORMATION-REQUEST (STATELESS) on Ethernetl/0
IPv6 DHCP: Received REPLY message
IPv6 DHCP: Received REPLY from FEB0::1 on Ethernetl/0
IPVG DHCP: detailed packet contents
src FEB0::1 (Ethernetl/0)

R4 (config-if)# dst FEB0::C802:12FF:FE64:1C (Ethernetl/0

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

.359:
.359:
.359:
.359:
.359:
.359:
.359:
.359:
.359:
.359:
.359:
.359:
.359:
.359:

type REPLY(7), xid 2378002
option SERVERID(2), len 10
00030001cr01124C0008
option CLIENTID(1), len 10
00030001CR0212640008
option DNS-SERVERS(23), len 16
2001:DBB:CAFE:2::DBO1
option DOMAIN-LIST (24), len 12
fai.utb.cz
IPv6 DHCP: Adding server FEB0::1
IPvé DHCP: Processing options
IPvé DHCP: Configuring DNS server 2001:DB8:CAFE:2::DBO1
IPvé DHCP: Configuring domain name fai.utb.cz
IPv6 DHCP: DHCPvE changes state from INFCRMATION-REQUEST to IDLE (REPLY RECEIVED) on Ethernetl/0

Obr. 28: Ladenie bezstavového DHCPv6 na R4 po zatvoreni a otvoreni rozhrania Eth1/0

[autor]

Tab. 10: Nastavenie ladenie bezstavového DHCPv6 na R3 a R4 [autor]

R3/R4#debug ipv6 dhcp
R3/R4#debug ipv6 dhcp detail
R3/R4#debug ipv6 dhcp database
R3#undebug all
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Eile Edit View Go Capture Ana\yze Slatlm:s Telephony Tools ]nlema\s Help

cocdmz R e+ TL([EEQAQAD @B%% B
Filter:  ipvBudst==Fi02:1 ZIExprEss\'on_ Clear Apply Save

No, Time Saurce Destination Protocol Length Info
2 1.357203000 fe80::1 ff02::1 ICMPv6 118 Router Advertisement from ca:01:12:4c:00:1c
417.362831000  fe80::1 ff02::1 ICMPV6 118 Router Advertisement from ca:01:12:4c:00:1c
16 58.843304000  fe80::c802:12FF:fe6d:1c F£02::1 TCMPVG 86 Neighbor Advertisement fe80::c802:12ff: faaa 1c (rtr, ovr) is at ca:02:12:64:00:1c
17 58. 843304000 Te80::c802:12ff:feb4:1c ff02::1 ICMPVE 86 Router Advertisement from ca:02:12:64
19 59.139704000 feB0::1 ff02::1 ICMPVE 118 Router Advertisement from ca:01:12:4c: :1
25 60169306000  2001: dbs cafe:2:c802:12ff:fe64:1cFf02::1 ICMPVE 86 Neighbor Advertisement 2001:db8:cafe:2:c802:12ff:fe64:1c (rtr, ovr) is at ca:02:12:64:00:]
4074.926932000  fe80::c802:12fF:fe64:1c fF02::1 ICMPVE 86 Router Advertisement from ca:02:12:64:00:1c
47 90.979360000  fe80::c802:12ff:febd:1c ff02::1 ICMPVG 86 Router Advertisement from ca:02:12:64:00:1c

« Frame 19: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0
« Ethernet II, Src: ca:01:12:4c:00:1c (ca:01:12:4c:00:1c) Dst: IPvbmcast 01 (33:33:00:00:00:01)
o Internet Protocol Version 6, Src: fe80::l (fe80::1), Dst: FF02::1 (FFO2::1)
Internet Control Message Protocol vé
Type: Router Advertisement (134)
Code: 0
Checksum: 0x4840 [correct]
cur hop limit: 64
5 Flags: 0x40
0 .. = Managed address configuration: Not set
ot

= Home Agent: Not set
= prf (pefault Router preference): medium (0)

.. = Proxy: Not set
... ..0. = Reserved: 0
Router lifetime (s): 1800
Rreachable time (ms): 0
Retrans timer (ms): 0
4 TCMPVG Option (Source 1ink-layer address : ca:01:12:4c:00:1c)
@ TCMPv6 Option (MTU : 1500)
% ICMPvE Option (Prefix information : 2001:db8:cafe:2::/64)

0030
0040 00
0050 OC
0060 3a

© #| When set, it indicates that other co... | Packets: 49 - Displayed: 8 (16.3%) - Dropped: 0 (0.0%) - Load time: 0:00.000 Profile: Default

Obr. 29: Zachytené RA spravy vo FLAG nastaveni je nastaveny Other configuration [au-
tor]

Overime DHCP, Ze nie st klienti - prikazy show ipv6 dhcp binding, show ipv6 dhcp pool:

Tab. 11: Overenie nastavenia bezstavového DHCPv6, kde sa neuklada stav IPv6 adries

[autor]

R3 R4 |
Rj#sh?w 1pve dhcp pool . Rd#show ipvé dhcp interface
DHCPvE pool: cafe-test-lukl Ethernetl/0 is in client mode

DNS server: 2001:DBB:CAFE:2::DBO1 State is IDLE

Domain name: fai.utb.cz List of known Servers:

Active clients: 0 Reachable via address: FEB0::1
R3#show ipvé dhcp inter DUID: 00030001CA01124C0008
R3#show ipvé dhcp interface Preference: 0
Ethernetl/0 is in server mode Configuration parameters:

Using pool: cafe-test-luki DNS server: 2001:DBB:CAFE:2::DB01

Preference value: 0 Domain name: fai.utb.cz

Hint from client: ignored |

Bezstavovy DHCPv6 je prakticky a menej naroény na konfiguraciu, vo véacsich
organizaciach moze byt spojeny so stavovym DHCPV6, ktory sa stard o DNS a NTP.
Nakol'ko sa tento typ nestard o stav pozi¢anych IPv6 adries vo velkych organizaciach

prace toto zabezpeci obrovsky pokles rézii. U IPV6 nerieSime mnozstvo IPv6 adries.
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Vysledné nastavenie smerovacov pre overenie funkénosti bezstavového DHCPV6 na
smerovacoch R3 a R4:[5]

Tab. 12: Konfigurdcia smerovacov v Cisco 10S 15.2(4) S3 [autor]

R3 R4 Wireshark GNS3
FBT(t R4j<t stateless.pcapng stateless_DHCPv6.gns3

2.5.4 Nastav stavovy DHCPv6 na smerovacoch R3 a R4

Ako bolo napisaneé v tedrii stavovy DHCPV6 je centralne riadeny a klienti ziskavaju IPv6

adresy prostrednictvom DHCPV6 servera, ktory ich moze pridel'ovat’ pomocou médov:

e Rapid-Commit (zrychleny) — vymena len dvoch sprav (solicit and reply)

e Normal Commit (klasicky) — klasicka vymena sprav podla Obr. 14

V pripade aktivovania zrychleného procesu je potrebné nastavit' klientovi i serveru.
Obrovskou vyhodou v pripade testovania v GNS3, Ze je mozné si danu topologiu skladat’
ako lego, za¢ne sa nastavovanim funkcionality medzi 2 smerova¢mi, do ktorej nésledne sa
pridaju konfiguracie vsetkych zariadeni, d’alej je mozny ladenie DHCP pri otvoreni
rozhrania:[5]

e [ yew

- -_', ém‘@m;a:_ > ﬁ ECEmZoQam

l

Obr. 30: Povolenie pouzivania ladenia pri spusteni DHCPV6 [autor]



Rl#show ipvé inter el/0
Ethernetl/0 is administratively down, line protocol is down
IPv6 is tentative, link-local address is FEB80::201:63FF:FE11:1111 [TEN]
No Virtual link-local address(es):
Global unicast address(es):
2001:DBA:CAFE:2::1, subnet is 2001:DBB:CAFE:2::/64 [TEN]
Joined group address(es):

FF02::1
FE02::2
FF02::1:2
FF05::1:3

MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is 0 (unspecified)
ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
Hosts use DHCP to obtain routable addresses.

| Hosts use DHCP to obtain other config‘uration.l

Obr. 31: Povolenie pouzivania DHCPv6 pre ziskanie smerovatelnych adries [autor]

Podobne ako v predchadzajucom pri aktivacii posielania RA sprav, ked je rozhranie
aktivované je potrebné u stavového servera aktivovat’ naviac ipv6 nd managed-config-flag
pod rozhranim z dévodu pouzivania DHCPv6 pre ziskanie smerovatelnych adries.
Posledné prikazy, ktoré musia byt’ aktivované su ipv6 nd route-owner, ipv6 nd autoconfig
prefix, ipv6 nd autoconfig default-route, ktoré premostia ND s RA prijimanych na
rozhraniach a povoli ND zaviest' predvolenu cestu k smerovacu. Pripadne ipv6 address
dhcp rapid-commit pre povolenie médu rapid-commit, o musi byt’ nastavené i na strane
servera vid’ TAB niz$ie. Nasledne za¢ne prebiehat’ cely proces pridel'ovania adries spolu a
preposielanie DNS a NTP serverov s uchovavanim zdznamov o klientoch v databéze. [4]

T
Fea OF>DPIEC FmIIoQQAE

Obr. 32: Ladenie sprav pri stavovej DHCPv6 medzi klientom a serverom vid Obr. 14

[autor]
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Nasledne uz len sa prida prepina¢, kde sa otvoria potrebné porty a vSetko je nastavené.
S nastavenim DHCPV6 je mozné obmedzit' Zivotnost' paketov pri Specifikacii prefixu
pomocou volitelného prikazu lifetime. Pripadne na smerovaé¢i R2, kto je pozorny si
vs§imol, Ze je potrebné nastavit’ i relay agenta z dovodu odlisnej siete. Ide len o prikaz ipv6
dhcp relay destination 2001:DB8:CAFE:1::1 FastEthernet1/0, ¢o je rozhranie do lokalnej
sicte FTP. Avsak pre FTP sa predpoklada nastavenie statickej adresy a dodato¢né

smerovanie, ¢o je napliou d’alsich laboratornych uloh. [5]

Tab. 13: Nastavenie DHCPv6 na R1a R2 [autor]

R1/R2(config)# ipv6 unicast-routing
R1/R2(config)# ipv6 cef
|

R1(config)# ipv6 dhcp pool cafe-test-luki
R1(config-dhcpveé)# stavovy-fai.utb.cz

R1(config-dhcpv6)# 2001:DB8:CAFE:2::DB01
R1(config-dhcpv6)# exit

R1/R1 (config)# interface Ethernet1/0

R1(config-if)#ipv6 address FE80::1 link-local
R1(config-if)#ipv6 address 2001:DB8:CAFE:2::1/64
R1/R2(config-if)#ipv6 enable

R1(config-if)#ipv6 address autoconfig

R1(config-if)# ipv6 dhcp server cafe-test-luki

IR1(config-if)# ipv6 dhcp server cafe-test-luki rapid-commit /je mozné pouzit zrychleny mod
R1(config-if)# ipv6 nd other-config-flag

R1(config-if)# ipv6 nd managed-config-flag

R1(config-if)# end

R2(config)# interface Ethernet1/0

R2(config-if)# ipv6 address 2001:DB8:CAFE:2::5/64
R2(config-if)#ipv6 enable

R2(config-if)#ipv6 dhcp client pd cafe-test-luki rapid-commit
R2(config-if)#ipv6 dhcp relay destination 2001:DB8:CAFE:2::1
R2(config-if)#ipv6 dhcp relay source-interface Ethernet1/0
R2(config-if)#ipv6 dhcp relay trust

1

R1# show ipv6 dhcp binding

R1/R2# show ipv6 dhcp interface Eth1/0
R1/R2# show ipv6 interface Eth1/0

R1# show ipv6 dhcp pool
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Rl (config-if)#

*Mar 28 12:21:24.583: IPvé DHCP: Received SOLICIT from FEB0::C802:25FF:FEB0:1C on Ethernetl/0
*Mar 28 12:21:24.587: IPVE DHCP: detailed packet contents

*Mar 28 12:21:24_.587: src FEB0::CB802:25FF:FEB0:1C (Ethernetl/0)

*Mar 28 12:21:24.591: dst FF02::1:2

*Mar 28 12:21:24.591: type SOLICIT(1), =id 3252233

*Mar 28 12:21:24.591: option ELAPSED-TIME (8), len 2

*Mar 28 12:21:24.595: elapsed-time 0
*Mar 28 12:21:24.595: option CLIENTID(1l), len 10
*Mar 28 12:21:24.599: 00030001cn0225800008

*Mar 28 12:21:24.599: option RAPID-COMMIT(14), len O
*Mar 28 12:21:24.599: option ORO(6), len 6

*Mar 28 12:21:24.599: IA-FPD,DNS-SERVERS, DOMAIN-LIST
*Mar 28 12:21:24.595: option IR-PD(253), len 12
*Mar 28 12:21:24.595: IAID 0x00040001, T1 0, T2 O

*Mar 28 12:21:24.599: IPvV6 DHCP: Using interface pool cafe-test-luki

*Mar 28 12:21:24.603: IPvé DHCP_RRA: Retrieved subblock; It has RRR DNS_SERVERS=0
*Mar 28 12:21:24.603: IPvé DHCP: Source Address from SAS FEB80::CB01:1
Rl(config-if)#DFF:FE54:1C

*Mar 28 12:21:24.603: IPvV6 DHCP: detailed packet contents

*Mar 28 12:21:24.607: src FEB0::C801:1DFF:FE54:1C

*Mar 28 12:21:24.607: dst FEB0::CB02:25FF:FEB0:1C (Ethernetl/0)

*Mar 28 12:21:24.611: type REPLY(7), xzid 3252233

*Mar 28 12:21:24.611: option SERVERID(2), len 10

*Mar 28 12:21:24.611: 00030001CA011D540008

*Mar 28 12:21:24.615: option CLIENTID(1), len 10

*Mar 28 12:21:24.615: 00030001cnr0225800008

*Mar 28 12:21:24.615: option RAPID-COMMIT (14), len 0O
*Mar 28 12:21:24.619: option IA-PD(25), len 32

*Mar 28 12:21:24.619: IRID 0x00040001, T1 €0, T2 120
*Mar 28 12:21:24.619: option STATUS-CODE(13), len 16
*Mar 28 12:21:24.623: status code NOPREFIX-AVAIL(6)
*Mar 28 12:21:24.623: status message: NOPREFIX-AVAIL
*Mar 28 12:21:24.631: option DNS-SERVERS(23), len 16
*Mar 28 12:21:24.631: 2001:DBE:CAFE:2::DB01

*Mar 28 12:21:24.631: option DOMAIN-LIST(24), len 20
*Mar 28 12:21:24.631: stavovy-fai.utb.cz

*Mar 28

Rl (config-if)# 12:21:24.631: IPvVE DHCP: Sending REPLY to FE80::CB02:25FF:FE80:1C on Ethernetl/0

Obr. 33: Ladenie skrateného DHCPV6 rapid-commit procesu [autor]

.mmmmﬂ! reshark 112.7 (v1.1
File Edit View Go Capture Analyze Statistics Telephony Iools Intemals Help
coamg ENRSNe+saT2 [EEeeaan #BB% @

Filter: E] Expression..  Clear Apply Save
No. Time Source Destination Protocol Length Info -
£3 LU.UYULONUUY  TEOU. -LOUZ. L1 1 L1 EOU.LL 11Uz, .10 YU MIILILASL LISLENE KEPUI'L mEsSaye Ve
26 20.690184000 fe80::¢802:25ff:fe80:1c 5 ICMPVB 90 MuTticast Listener Report Message v2
27 21.421226000  2001:db8:cafe:2::5 & ICMPVE 86 Neighbor Advertisement 2001:db8:cafe:2::5 (rtr, ovr) is at ca:02:25:80:00:1c
28 21.431226000 __ feB0::c802:25ff:fe80:1c ICMPVE 90 Multicast Listener Report Message v2
. 082263000 2 2 2 B : 116 So icit XIB 0x262c32 CID: 00030001(30225800005
o8 054 6 D:
$1 22532289000 ca:02:25:80:00:1c cnv/vIP/nw/PAgP/uuchv 300 Dev1(e T0: R2 Port I0: Ethernetl/0
32 23.530346000 €a:02:25:80:00:1c CDP/VTP/DTP/PAgP /UDICDP 400 Device ID: R2 Port ID: Ethernetl/0 =
33 25.941484000 A CDP/VTP/DTP/PAGP /UDICDP 400 Device ID: R1 Port ID: Ethernetl/0
34 27.198556000 :1c fe80::c802:25ff :fe8 ICMPVE 86 Neighbor Solicitation for fe80::c802:25ff:fe80:1c from ca:01:1d:54:00:1c
35 27.208557000 a1c 801:1dff : feS- ICMPV6 78 Neighbor Advertisement fe80::c802:25ff:fe80:1c (rtr, sol)

36 30.033718000
37 30.099722000

:1c  LooP 60 Reply

00: :80:00:1c  LOOP 60 Reply

38 32.280847000  fe80 c802 25FF:fe80:1c "(801 1dff:fe5 I1CMPVE 86 Neighbor Solicitation for fe80::c801:1dff:fe54:1c from ca:02:25:80:00:1c

39 32.290847000  fe80::c801:1dff:fe54:1c 802:25ff : fe8 ICMPVE 78 Neighbor Advertisement fe80:

40 36.479087000 fe80::c802:25ff:feB0:1c ICMPVE 118 Router Advertisement from ca

41 40.049291000 €a:01:1d:54:00:1c ca:01:1d:54:00:1c  LOOP 60 Reply

42 40.100294000 €a:02:25:80:00:1c €a:02:25:80:00:1c _LOOP 60 Repl

33 48.049749000 7 : 5 Tic T DHCP VI 112 Solicit XID: Ox2c60ed CID: 00030001ca0225800008

44 48.064750000 1:C801: ldff fesa:1c ::€802:25Ff : fe8 DHCPVE 174 Advertise XID: Ox2c60ed CID: 00030001¢a022580000! =
)

« Frame 29: 116 bytes on wire (928 bits), 116 bytes captured (928 bits) on interface 0

# Ethernet II, Src: ca:02:25:80:00:1c (ca:02:25:80:00:1c), Dst: IPvemcast_01:00:02 (33:33:00:01: 2)
# Internet Protocol Version 6, Src: fe80::c802:25ff:fe80:1c (fe80::c802:25ff:fe80:1c), Dst: ff02::1:

« User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (547)

Message type: Solicit (1)
Transaction ID: 0x262c32
# Elapsed time
Client Identifier
Option: chent Identifier (1)

Hardware type Ethernet (1)
Link-layer address: ca:02:25:80:00:08
# Rapid Commit
# Option Request
« Identity Association for Prefix Delegation

9 0000000100020222 02230032f37f
0 Da 00 0

0
302258000080002 00000006000
0 17 00 18 00 19 00 O0c 00 04 00 01 00 0

Obr. 34: Odchytené pakety s DUID (id klient a server DHCPV6) [autor]
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DUID (DHCP Unique Identifier) jednoznaéne identifikuje par (klient, server), na zéklade

linkovej lokalnej adresy a MAC adresy. DUID zostava rovnaké i v pripade restartu. [5]

R2 (config-if) #do sh ipwvé dhcp int
Ethernetl/0 is in client mode
State is SOLICIT
List of known servers:
Reachable via address: FEB0::CB01:1DFF:FE54:1C
DUID: 00030001ca011D540008
Preference: 0
Configuration parameters:
Ir PD: IA ID 0x00040001, T1 €0, T2 120
DNS server: 2001:DBR:CAFE:2::DB01
Domain name: stavovy-fai.utb.cz
Prefix name: cafe-test-luki
Rapid-Commit: enabled

Obr. 35: Kontrola DHCPV6 na strane klienta so specifickym DUID [autor]

Nastavenie adries podl'a Obr. 11 pismeno R predstavuje odkaz na ¢islo smerovaca, ktory
urCuje konvenciu mien. V R5 je pomocou Ethl/1 je pripojeny k prepinac¢u ako pobocka
dcéry ktopoldgii holdingu firmy. Vysledné nastavenie smerovafov pre overenie
funké&nosti spravy IPv4 a IPv6 adries pomocou DHCPv4 a stavovy a bezstavovy DHCPv6
+ SLAAC:

Tab. 14: Konfigurdcia smerovacov R1, R2 a R5 v Cisco 10S 15.2(4) S3 [autor]

R1 R2 R5 PCx Wireshark UNI GNS3

E e

R1l.txt |R2 DNS.ixt R5.txt pcl_dhcp.txt dhcpvéstatefull.zip DHCPv6_stavovys.gns3
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2.6 Otazky na zamyslenie o DHCP IPv4 a IPv6:

1. Aké spravy si vymieria klient a DHCPv4/DHCPV6 server pri prendjme adresy.
DHCPv4 = Discover, Offer, Request, Acknowledgment
DHCPv6 = Solicit, Advertise, Request, Reply
2. Co zabezpetuje protokol NDP ?
Objavovanie smerovacov
Objavovanie MAC adries
Detekcia duplicity adries
Bezstavova autokonfiguracia SLAAC
3. AKkeé spdsoby poznate pre ziskanie IPv6 adresy ?
Statickeé pridelenie IPv6 adries
DHCP (bezstavovy spojeny s autokonfiguraciou SLAAC, RFC 2462)
DHCPvV6 (stavovy)

4. Pomocou akého prikazu je mozné menit’ $ablonu pre koexistenciu IPv4 a IPv6

protokolov v prepinacoch? Aky prikaz povoluje IPv6 adresy a smerovanie v sieti ?

Tab. 15: Nastavenie koexistencie IPv4 a IPv6 protokolu [autor]

SW1(config)# sdm prefer dual-ipv4-and-ipv6 default
R1(config)# ipv6 unicast-routing

5. Akym prikazom sa aktivuje SLAAC pre rozhranie ? PreCo potrebujeme Stavovy
DHCPvV6, ked pomocou SLAAC je mozné ziskat’ [Pv6?

Tab. 16: Nastavenie SLAAC IPv6 adresy pre rozhranie [autor]

‘ R1(config-if)#ipv6 address autoconfig

SLAAC nam nezabezpe¢i vymenu DNS ani NTP serveru. Casto je pouzité hybridné

rieSenie, kde sa vyuziva minimalnych rézii pri SLAAC a niekde je stavovy DHCPV6.

6. Je mozné urychlit’ proces 4 sprav pri ziskani IPv6 adresy v stavovom DHCPv6 ?

Tab. 17: Nastavenie rapid-commit procesu v stavovom DHCPv6 [autor]

‘ R3(config-if)# ipv6 dhcp server cafe-test-luki rapid-commit
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3 STATICKE SMEROVANIE PRE IPV4 A IPV6

V tejto laboratornej Glohe preskimame moznosti statického smerovania pre IPv4 a IPVv6.

Prikladom moéze byt Ze sietovy Specialista.

3.1 Zadanie:

Vytvor jednoduchi topologiu 2 smerovacov a over funk¢énost’ statického smerovania.

3.2 Topologia:

Konfiguracia IPv6 je rovnakéa ako u protokola IPv4 musime mat’ heslo, doménu a kl'dce.

192.168.100.1/30 192.168.100.2/30

2001:DB3:FAC::1/130 2001:DBS:FAC::2/130

mac-address 0001.6311.1111 mac-address 0001.6311.2222
R1 R2

s2/0 s2/0 — MAC: 0001.6322.2223

MAC: 0001.6311.1111 T
“ LoO: 2.2.2.2/32

LoD: 1.1.1.1/32

Lo0: 2001:DB8:1::1/128 s2/1 Lo0: 2001:DB8:2::1/128
192.168.200.1/30 192.168.200.2/30
2001:DB8:FAD::1/130 2001:DB8:FAD::2/130

mac-address 0001.6322.1111 mac-address 0001.6322.2222

Obr. 36: GNS3 topoldgia z laboratornej Ulohy Ethernet pre overenie funkcnosti statického

smerovania [autor]

3.3 Teoria:

Rozdiely medzi smerova¢mi a prepinac¢mi je 'ahké si predstavit’ na zaklade OSI modelu,
na ktorej vrstve dané sietové zariadenie pracuje. Nakol’ko smerovaé pracuje na 3.
siet’ovej vrstve, prepina¢ pouziva 2. datovi/linkovu vrstvu OSI modelu. Prepina¢ sa
rozhoduje na zaklade MAC adresy, ktort ma ulozeni MAC tabulke. Kazdy neznamy
ramec na zéklade zdrojovej adresy si spoji port s prichodzim rdmcom. Na zaklade tejto
asociécie pri odbaleni paketu kontroluje MAC adresu ciel'ového uzla aposle na
odchadzajuce rozhranie. Smerova¢ pracuje podobne, ale s IP adresami a na zéklade
smerovacej tabulky sa posielajd na odchadzajldce rozhranie. Koliznu/Broadcastovl
doménu, na ktorej sa Siri ramec /paket limituje prepina¢/smerova¢. V pripade priamo

pripojenych sieti K rozhraniu, su cesty pridavané automaticky do smerovacej tabulky
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s ozna¢enim C (connected). Avsak, ¢o ak chcl dosiahnut’ siete, ktoré s za broadcastovou

doménou (obmedzenou smerovaémi alebo VLAN)? [1][2] [6]

Vseobecne zobraté je moznost' pouzit' statické alebo dynamické smerovanie. V
laboratornej tlohe je pouzité statické smerovanie, ktorého nevyhodou je, ze kazda cesta
musi byt’ nastavena manualne. V pripade velkych zakaznickych sieti je nemozné. Statické
cesty sa najcastejSie pouzivaju ako zalozné cesty, prip. smerovanie na dvojbodovy spoj
medzi poskytovatelom Internetu. Statické cesty je mozné kontrolovat’ v smerovacich
tabul’kach show ip route s oznafenim S (static). Pri rozsiahlych sietach je Ziaduce Si
pokladat’ otdzky typu: Ako sa Siry premavka sietou v oboch smeroch ? Je $pecifikované
na smerovacoch, ako sa ma paket Sirit’ pri odpovede ICMP pri pingu ? Pri prechode
paketu smerovacom, je vzdy kontrolovana smerovacia tabulka, pre kontrolu adresy
ciePového uzlu. Ak v smerovacej tabul’ke nie je dana siet’ a nie je definovana predvolena

cesta, paket je zahodeny.

Predvolend cesta je Specifickym typom statickej cesty, kde su definované vsetky siete
pomocou 0.0.0.0 0.0.0.0 pre 1Pv4 a ::/0 pre IPv6. VSeobecny syntax pre staticku cestu je :

R1(config)#ip route prefix mask address interface dhcp distance name next-hop-name permanent track

Pre tcely, tohto kurzu si vystaéime s ¢ervenymi parametrami, ktoré st povinné Udaje.
Pismo kurzivou sa doplnia podla sicte, kde sa chcl destat’ (prefix mask address)
a zadaju odchadzajuce rozhranie ako sa tam dostat’ pripadne, IP adresu nasledujuceho
skoku. Vyuzivanie len vystupného rozhrania v statickych cestach bez uvedenia IP adresy
nasledujliceho skoku sa odporaca len pre point-to-point linky. Ked’ sa to zhrnie, vyhody
statického smerovania su bezpecnost’ (neposiela smerovacie aktualizacie), nie je mozné
odchytit’ data a rekonStruovat’ topoldgiu siete, nie je mozné podstréit’ chybné smerovacie
informécie), predpovedatePnost’ (Spravca kontroluje smerovanie smerovaca), Ziadne
vymienanie sietovych dat (Setri sa prenosova kapacita siete) a v neposlednej rade Ziadne
zat’azenie smerovaca pri budovani smerovacich tabuliek. Naopak ako nevyhody je mozné
uviest’ slaba adaptabilita na zmeny v sieti a vysoka naro¢nost’ na udrzbu (spravca musi
vSetko ruéne nastavit’). Pre multi-access siete sa odporuca pouzit’ kombinaciu vystupné

rozhranie a IP adresa nasledujuceho skoku. [4]
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3.4 Pozadované zdroje:
GNS3 a Wireshark

IOS smerovace — Sablona smerovaca s Ethernet rozhranim [3]

3.5 Postup:

Topologia obsahuje 2 smerovace c7200, ktoré si navzajom prepojené pomocou sériovych
rozhrani S2/0 a S2/1. SO priradené adresy z C podsiete 192.168.100/200.x/30 a
aktivované porty prikazom no shutdown. Pre konfigurovanie sa pouziva konzola putty,
ktort si mozu zmenit' na obl'ubeny terminal (RemoteNG, SecureCRT apod). Pri vysielani
si $pecifikuje MAC adresu pre R1 a R2.

V tejto tlohe preskima moznosti statického smerovania pre IPv4 a IPv6. Prikladom
moze byt, ze sietovy Specialista v spolo¢nosti AB&B, dostal ziadost’ od zakaznika, ktory
ma 2 uréené linky prepojit’ siet’ v Bratislave so Zlinom. Ide o linky, ktoré su uétované za
kazdy preneseny bit, takze smerovacie protokoly neprichadzaju v Uvahu. Preto je potrebné
nastavit’ statické a predvolené IPv6 cesty, aby sa urobila spolahliva a bezpetna cesta

k zédkaznikovi.

3.6 Ciele préace

Nasledujuce ciele boli navrhnuté veducim projektu v spolo¢nosti AB&B, po detailnej
kontrole siete. Povodné nastavenie smerovacov pred vasimi zmenami obsahuje €isty I0S

s licenciou. Pre konfiguraciu IPv6 je potrebny C7200-ADVIPSERVICESK9-M, 15.2(4)S5.

Nasledujtica laboratérna uloha ukazuje ako nastavit’ statické smerovanie pre IPv4 a IPv6,
pripadne ladenie nastavenia na urovni CCNA certifikacie. Boli pouzité sériove rozhrania.

-----

linkova lokalna adresa. [1]

3.6.1 Nastavte vSetky IPv4 a IPv6 adresy podl’a topoldgie

V pripade nastavenia ¢asovania na sériovom spoji by mal byt’ clock rate len na DCE. Ale
je pridany pod kazdy sériovy spoj pre istotu. Po nastaveni je vhodné si overit’ zakladnu
komunikéaciu pomocou pingu suseda. Pripadne overit’ poslednymi prikazmi nastavené

adresy a status linky:
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Tab. 18: Prvotna konfiguracia IPv4 a IPv6 adries a povolenie IPv6 smerovania [autor]

IBratislava:

conf term

hostname Bratislava
|

ipv6 unicast-routing

1

inter s2/0

ip add 192.168.100.1 255.255.255.252
mac-address 0001.6311.1111

ipv6 enable

ipv6 address 2001:DB8:FAC::1/130
no shut

1

inter s2/1

ip add 192.168.200.1 255.255.255.252
mac-address 0001.6322.1111

ipv6 enable

ipv6 address 2001:DB8:FAD::1/130
no shut

1

show ip inter brief

show IPv6 route

show IPv6 route

show IPv6 inter brief

1

1

1Zlin:

conf term

hostname Zlin

|

ipv6 unicast-routing

|

inter s2/0

ip add 192.168.100.2 255.255.255.252
mac-address 0001.6311.2222

ipv6 enable

ipv6 address 2001:DB8:FAC::2/130
no shut

1

inter s2/1

ip add 192.168.200.2 255.255.255.252
mac-address 0001.6322.2222

ipv6 enable

ipv6 address 2001:DB8:FAD::2/130
no shut

1

show ip inter brief

show IPv6 route

show IPv6 route

show IPv6 inter brief

3.6.2 Nastavte spatnovazbovu slu¢ku 0 pre Bratislavu testovanie dostupnosti
zdkaznickej siete 1Pv4 a IPv6

Dobry zvykom pri testovani zariadeni v laboratornej tlohe je vytvorit’ si spatnovizbovu

slu¢ku, ¢im je mozné v buddcnosti si testovat’ inzerovanie sieti, blokovanie premavky:
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Tab. 19: Konfiguracia IPv4 a IPv6 spatnovazbovych sluciek pre vsetky rozhrania [autor]

IBratislava:

inter LoO

ip address 1.1.1.1 255.255.255.255
mac-address 0001.6300.1111

ipv6 enable

ipv6 address 2001:DB8:1::1/132
no shut

3.6.3 Nastavte spitnovizbovu slu¢ku pre Zlin testovanie dostupnosti zdkaznickej
siete IPv4 a IPv6

Dobry zvykom pri testovani zariadeni v laboratornej ulohe je vytvorit’ si spatnovazbovu

slucku, ¢im je mozné v buducnosti si testovat’ inzerovanie sieti, blokovanie premavky:

Tab. 20: Konfiguracia IPv4 a IPv6 spatnovazbovych sluciek pre vietky rozhrania [autor]

1Zlin:

inter LoO

ip address 2.2.2.2 255.255.255.255
mac-address 0001.6300.2222

ipv6 enable

ipv6 address 2001:DB8:2::1/32

no shut

Bratislava#show 1p inter brie | section up

Serial2/0 192.168.100.1 YES manual up up
Serial2/1 192.1€8.200.1 YES manual up up
Loopback( 1.1.1.1 YES manual up up
Bratislava#show ipvé inter brie | section up

Serial2/0 [up/up]

FEB0::C801:26FF:FEEQ:8
2001:DBB:F::1
2001:DBR:FAC::1

Serial2/1 [up/up]
FEB0::C801:26FF:FEEQ:8
2001:DBR:FAD::1

Loopback0 [up/up]
FEB0::C801:26FF:FEEQ:8
2001:DBB:1::1

zlingshow ip inter brie | section up

Serialz/0 152.1¢8.100.2 YES manual up up
Serial2/1 152.168.200.2 YES manual up up
Loopback0 2.2.2.2 YES manual up up
zlin#show ipvé inter brie | section up

Serial2/0 [up/upl

FEB0::C802:26FF:FEFB:8
2001:DBE8:FRC::2

Serial2/1 [up/up]
FEB0::C802:26FF:FEFB:8
2001:DBB:FRD::2

Loopback0 [up/up]
FEB0::C802:26FF:FEFB:8
2001:DBB:2::1

Obr. 37: Testovanie priradenych IPv4 a IPv6 pre rozhrania [autor]
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3.6.4 Bratislava: vytvorte statickl cestu ukazujlcu na spéatnovizbovi slu¢ku 0 na
strane Zlina, tak aby tok dat prechadzal cez siet’ 192.168.100.0/30 pre protokol
IPv4 a 2001:DB8:FAC::2/130 pre protokol IPv6

Dalsie zadanie sa tyka pridania statickej cesty ukazujlcej na spatnovazbovi slucku 0 na
strane Zlina a zabezpedit' tak, aby tok dat prechddzal cez siet’ 192.168.100.0/30 pre
protokol 1Pv4 a 2001:DB8:FAC::2/130 pre protokol IPv6:

Tab. 21: Konfigurécia statického smerovania na spdtnovizbovi slucku 0 smerovaca Zlin
cez siet’ 192.168.100.0/30 pre protokol IPv4 a 2001:DB8:FAC::2/130 pre
protokol IPv6 [autor]

IBratislava:
ip route 2.2.2.0 255.255.255.252 192.168.100.2
ipv6 route 2001:DB8:2::/64 2001:DB8:FAC::2

Po nastaveni je mozné opit’ overovat’ vypisom smerovacej tabulky pre statické cesty:

Bratislava#show ip route static
Zodes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGF
D - EIGRP, EX - EIGRF external, O — OSPF, IR - OSPF inter area
N1l - OSPF NSSRE external type 1, N2 — OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - 15-15, su - I5-15 summary, L1 - IS-1I5 level-1, L2 - I5-15 level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override

Gateway of last resort is not set

2.0.0.0/30 is subnetted, 1 subnets
5 2.2.2.0 [1/0] via 192.168.100.2
Bratislava#show ipvé route static
IFPVé Routing Table - default - 9 entries
Codes: C - Connected, L - Local, S5 - Static, U - Per-user Static route
B - BGP, R — RIP, H - NHRP, TI1 - TIS5TS5 T1
I2 - ISIS L2, IR - ISIS interarea, IS - ISIS summary, D - EIGREP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, © - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
QE2 - QSPF ext 2, ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, 1 - LISP
3 2001:DBB:2::/64 [1/0]
via 2001:DBB:FAC::2

Obr. 38: Smerovacia tabulka so statickou cestou cez 192.168.100.0/30 a
2001:DB8:FAC::/130 [autor]
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3.6.5 Zlin: vytvorte predvolenu cestu ukazujucu na spétnovézbovi slu¢ku 0 na
strane Bratislavy, tak, aby tok dat prechadzal cez siet’ 192.168.200.0/30 pre
protokol 1Pv4 a 2001:DB8:FAD::/130 pre protokol IPv6. V smerovacej
tabul’ke by mal pribudnut’ zaznam 0.0.0.0.

Dalsie zadanie sa tyka pridania statickej cesty ukazujtcej na spitnovizbova slucku 0 na
strane Zlina a zabezpeCit tak, aby tok dat prechadzal cez siet 192.168.200.0/30 pre
protokol IPv4 a 2001:DB8:FAD:: /130 pre protokol IPv6:

Tab. 22: Konfigurdcia statického smerovania na spdtnovizbovu slucku 0 smerovaca
Bratislava cez siet’' 192.168.200.0/30 pre protokol IPv4 a 2001:DB8:FAD::2/130
pre protokol IPv6 [autor]

1Zlin:
ip route 0.0.0.0 0.0.0.0 192.168.200.1
ipv6 route ::/0 2001:DB8:FAD::1

Po nastaveni je mozné opét’ overovat’ vypisom smerovacej tabul’ky pre statické cesty:

Zlin#show ip route static
Zodes: L - local, T - connected, S5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRFP external, O - 0O3PF, IA - OSPF inter area
N1 - OSPF NSSZ external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 15-1I5, su - IS-IS summary, L1 - IS-I5 lewvel-1, L2 - IS-IS5 level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0o — CDR, P - periodic downloaded static route, H — NHRP, 1 - LISP
+ - replicated route, % - next hop override

sateway of last resort is 192.168.200.1 to network 0.0.0.0

g% 0.0.0.0/0 [1/0] wia 192.168.200.1
Zlin#show ipvé route static
IPvE Routing Table - default - 7 entries
Zodes: C - Connected, L - Local, § - Static, U - Per-user S5tatic route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, I - ISIS interarea, IS - ISIS summary, D — EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, O - OSPF Intra, 0I - OSPF Inter, OEl - OSPF ext 1
OEZ - QOSPF ext 2, ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, 1 - LISP
5 ::/0 [1/0]
via 2001:DBB:FAC::1
via 2001:DBB:FARD::1

Obr. 38: Smerovacia tabulka s predvolenou cestou cez 192.168.200.0/30
a 2001:DB8:FAD::/130 [autor]
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3.6.6 Bratislava: vytvorte zaloZnu staticku cestu ukazujicu na spatnovazbovu
slu¢ku 0 na strane Zlina s administrativnou vzdialenost’ou 150, ktora sa

pouZzije pri vypadku primarnej pre protokoly IPv4 a IPv6

Dalie zadanie sa tyka pridania zaloZnej statickej cesty ukazujicej na spatnovazbov(
slucku 0 na strane Zlina a zabezpecit' tak, aby tok dat prechadzal cez zaloznu linku
v pripade vypadku 192.168.200.0/30 pre protokol IPv4 a 2001:DB8:FAD::/130 pre
protokol IPv6:

Tab. 23: Konfigurdcia zdlozného smerovania na spdtnovizbovi slucku 0 smerovaca Zlin
cez siet’ 192.168.200.0/30 pre protokol IPv4 a 2001:DB8:FAD::2/130 pre
protokol IPv6 s administrativnou vzdialenostou 150

IBratislava:

ip route 2.2.2.0 255.255.255.252 192.168.200.2 150

ipv6 route 2001:DB8:2::/64 2001:DB8:FAD::2 150

ILogické zatvorenie sériového rozhrania Serial 0/0

inter Serial 0/0

shutdown

Ino shutdown !znovuotvorenie portu a zavenie povédnych ciest 192.168.100.2 a 2001:DB8:FAC::2

Na Obr. 39 je vidiet failover test, v ktorom sa logicky zatvori sériové rozhranie Serial 2/0
a do smerovacej tabulky sa zavedie novo pridana zaloznd cesta s administrativnu

vzdialenost 150. Po nastaveni je mozné opdt’ overovat’ vypisom smerovacej tabul’ky

192.168.100.1/30 192.168.100.2/ 30
2001:DB8:FAC::1/130 2001:DB8:FAC::2/130
mac-address 0001.6311.1111 mac-address 0001.6311.2222
IPv4 —=
R1 ipve "; R2

M

MAC: 0001.6322.2222
LoD: 2.2.2.2/32

MAC: 0001.6311.1111
LoD: 1.1.1.1/32

Lo0: 2001:DB8:1::1/128 52/1 Lo0: 2001:D88:2::1/128
192.168.200.1/30 192.168.200.2/30
2001:DB8:FAD::1/130 2001:DB8:FAD::2/130

mac-address 0001.6322.1111 mac-address 0001.6322.2222

Obr. 39: llustracia vypadku sériového rozhrania Serial 2/0 a zavedenia zdloznej cesty

[autor]

Nasledujuci Obr. 40 simuluje testovanie vypadku (logicky sa zatvori sériové rozhranie

Serial 2/0) a ukazuje moznost’ kontroly zavedenia novych ciest do smerovacej tabul’ky.




UTB ve Zliné, Fakulta aplikované informatiky 43

Bratislava#show 1p route 2.2.2.2

Routing entry for 2.2.2.0/30
Known via "static™, distance 1, metric 0
Routing Descriptor Blocks:

Route metric is 0, traffic share count is 1
Bratislava#show 1pve route 2001:DBE:Z::1
Routing entry for 2001:DBB:2::/64

Known via "static", distance 1, metric 0
Backup from "static [150]"
Route count is 1/1, share count 0
Routing paths:
2001:DBB:FAC::2
Last updated 01:45:31 ago

Bratislava#conf term
Enter configuration commands, one per line. End with CNTL/Z.
Bratislava(coniig)#inter sZ/0
Bratislava(config—if)#shutdown
Bratislava(config-if) #end
Bratislava#show ipvé route 2001:DBB:2::1
*Mar 28 17:41:35.519: %S5YS-5-CONFIG I: Configured from console by console
Bratislava#show 1p route 2.2.2.2
*Mar 28 17:41:36.255: %LINK-5-CHANGED: Interface Serial2/0, changed state to admini
tratively down
*Mar 28 17:41:37.255: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, ch
nged state to down
Bratislava#show ip route 2.2.2.2
Routing entry for 2.2.2.0/30

Known via "static", distance 150, metric 0

Routing Descriptor Blocks:

Route metric is 0, traffic share count is 1

Bratislava#show 1pve route Z2001:DBE:Z::1
Routing entry for 2001:DB8:2::/64

Known via "static", distance 150, metric 0

Route count is 1/1, share count 0

Routing paths:

2001:DBB:FAD::2
Last updated 00:00:08 ago

Obr. 40: Failover testovanie a kontrola zavedenia novych ciest do smerovacej tabulky [au-

tor]

3.6.7 Zlin: Zmen predvolenu cestu, tak aby bola v smerovacej ceste aj v pripade

padu rozhrania pre protokol IPv4

Dalsie zadanie sa tyka pridania predvolenej cesty ukazujlcej na spatnovizbovi slué¢ku 0
smerovaca Bratislava a zabezpecit tak, aby tok dat prechadzal cez siet’ 192.168.100.0/30
pre protokol IPv4:

Tab. 24: Konfiguracia predvolenej cesty na spdtnovéizbovii slucku 0 smerovaca Bratislava
cez siet’ 192.168.100.0/30 pre protokol IPv4 [autor]

1Zlin:
ip route 0.0.0.0 0.0.0.0 192.168.100.1 permanent

Po nastaveni je mozné opat’ overit’ dané nastavenie zatvorenim sériového rozhrania Serial
2/0 a do smerovacej tabulky sa zavedie novo pridana zalozna cesta s administrativnu

vzdialenost’ 150 len pre IPv6 a nasledujuci Obr. 41 ponuka dokaz novych statickych ciest:
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Zlin(config-if) #do show ip rou
*Mar 28 19:16:08.007: ZLINK-5-CHBNGED: Interface Serial2/0, changed state to adminis
tratively down
*Mar 28 19:16:09.007: 3LINEPROTO-5-UPDOWN: Tine protocol on Interface Serial2/0, cha
nged state to down
Zlin(config-if) #do show ip rou
Codes: L - local, C - connected, 5 - static, R - RIP, M - mobile, B — BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - I5-15 inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override

Gateway of last resort is 192.168.200.1 to network 0.0.0.0
5% 0.0.0.0/0 [1/0] wia 192.168.200.1

[1/0] wia 19%2.168.100.1
2.0.0.0/32 is subnetted, 1 subnets

C 2.2.2.2 is directly connected, Loopback0
192.168.200.0/24 is wvariably subnetted, 2 subnets, 2 masks

C 1592.166.200.0/30 is directly connected, Serial2/1

L 192.168.200.2/32 is directly connected, Serial2/1

Zlin(config-if) #do show ip route 0.0.0.0
Routing entry for 0.0.0.0/0, supernet
Enown wvia "static", distance 1, metric 0, candidate default path
Routing Descriptor Blocks:
* 162.1€8.200.1
Route metric is 0, traffic share count is 1
1%92.168.100.1, permanent
Route metric is 0, traffic share count is 1
zlin(config-if) #exi
Zlin(config) #no ip route 0.0.0.0 0.0.0.0 192.168.100.1 permanent
Zlin(config)#do show ip route 0.0.0.0
Routing entry for 0.0.0.0/0, supernet
Enown wvia "static", distance 1, metric 0, candidate default path
Routing Descriptor Blocks:
* 152.168.200.1
Route metric is 0, traffic share count is 1

Obr. 41: Smerovacia tabulka s predvolenou cestou cez 192.168.100.1 a 192.168.200..1 v

pripade padu rozhrania pre protokol 1Pv4 [autor]

V pripade testovania realneho zat'azenia je vidiet’ pri zhodeni linky, Ze sa strati 4% paketov
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via Serial2/0, directly connected
(0/0]

L  2001:DBB:FAC::1/128
via Serial2/0, receive
c 2001:DBB:FAD::/126 [0/0]
via Serial2/1, directly connected
L  2001:DBB:FAD::1/128 (0/0]
via Serial2/1, receive
L FF00::/8 [0/0]
via Null0, receive

Bratislava(config-if) #do show ipvé route 2001:DB8:2
Routing entry for 2001:DBS8: 64
Known via "static", distance 1,
Backup from "static (150]"
Route count is 1/1, share count 0
Routing paths:
2001:DBB:FAC::2
Last updated 00:00:18 ago

metric 0

Bratislava(config-if) #shut
Bratislava(config-if) #do show ipvé route 2001:DB8:2::1
*Mar 28 19:32:29.587: MLINK-S5-CHANGED: Interface Serial2/0,
tratively down
*Mar 28 19:32:30.587: SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, cha
nged state to down
Bratislava(config-if) #do show ipvé route 2001:DB8:2::1
Routing entry for 2001:DB8:2::/64

Known via “"static", distance 150,

Route count is 1/1, share count

Routing paths:

2001:DBB:FAD::2
Last updated 00:00:03 ago

changed state to adminis

metric 0

Bratislava(config-if) #do show ipvé route
IPv6 Routing Table - default - S entries

Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
OE2 - OSPF ext 2, ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, 1 - LISP
LC 2001:DBB:1::1/128 (0/0)
via Loopback0, receive
S 2001:DBB:2::/64 [150/0]
via 2001:DB8:FAD::2
C  2001:DBB:FAD::/126 [0/0]

via Serial2/1, directly connected

L 2001:DBB:FAD::1/128 (0/0)
via serial2/1, receive
L FFO0::/8 [0/0)
via Null0, receive

Bratislava (config-if) #shutf]

ype escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:DB8:
1o

, timeout is 2 seconds:
[Success rate is 60 percent (3/5),
Z1in(config-if) ¢
*Mar 28 19:31:11,299:
nged state to down
Zlin(config-if)#do ping 2001:DB8:1::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DB8:1:
iSuccess rate is 100 percent (5/5), round-trip min/avg/max = 8/14/28 ms
zZlin(config-if)#do ping 2001:DB8:1::1 repeate 50

round-trip min/avg/max = 4/16/24 ms

ALINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, cha

1, timeout is 2 seconds:

% Invalid input detected at '~' marker.

Z1in(config-if)#do ping 2001:DB8:1::1 repeat S0

'ype escape sequence to abort.

iSending 50, 100-byte ICMP Echos to 2001:DB8:1:

R N R R R R R R R TR RN AL e

Success rate is 100 percent (50/50), round-trip min/avg/max = 8/10/12 ms

Z1in (config-if) #do ping 2001:DB8:1::1 repeat 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 2001:DB8:1
EEEEERRENNEE! ' RETERRREE]

timeout is 2 seconds:

timeout is 2 seconds:

'
' '
'
'

'
'
'
'
'

Success rate is 100 percent (500/500), round-trip min/avg/max = 4/10/20 ms
Z1in (config-if)#

*Mar 28 19:32:11.299: SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, cha

:1 repeat 500

success rate is 96 percent (483/500), round-trip min/avg/max = 1/10/40 ms
Z1in (config-if) ¥

Obr. 42: Testovanie vypadku rozhrania S2/0 a zavedenia zdloznej IPv6 cesty pri zatazeni

[autor]

Pri rovnakom teste IPv4 je situacia podobna, a je to sposobené zist'ovanim stavu linky:

% Invalid input detected at '~' marker.

Bratislava(config-if)#de show ip route 2.2.2.2
Routing entry for 2.2.2.0/30
Known via "static", distance 1,
Routing Descriptor Blocks:
* 192.168.100.2
Route metric is 0, traffic share count is 1
Bratislava(config-if}#do show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
© - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override

metric 0

Gateway of last resort is not set

1.0.0.0/32 is subnetted, 1 subnets

c 1.1.1.1 is directly connscted, Loopback0
2.0.0.0/30 is subnetted, 1 subnets
s 2.2.2.0 [1/0] via 192.168.100.2
192.168.100.0/24 is variably subnetted, 2 subnets, 2 masks
c 192.168.100.0/30 is directly connected, Serial2/0
L 162.168.100.1/32 is directly connected, Serial2/0
192.168.200.0/24 is variably subnetted, 2 subnets, 2 masks
c 192.168.200.0/30 is directly connected, Serial2/l
L 192.168.200.1/32 is directly connscted, Serial2/l

Bratislava(config-if)#do show ip route 2.2.2.2
Routing entry for 2.2.2.0/30

Known via "static", distance 1,

Routing Descriptor Blocks:

+ 182.168.100.2

Route metric is 0, traffic share count is 1

Bratislava(config-if) #inter 52/0
Bratislava (config-if)#shut
Bratislava(config-if)#
*Mar 28 19:39:25.799:
tratively down
*Mar 28 19:39:26.799:
nged state to down
Bratislava(config-if) #do show ip route 2.2.2.2
Routing entry for 2.2.2.0/30

Known via "static", distance 150, metric 0

Routing Descriptor Blocks:

+ 182.168.200.2

Route metric is 0,

Bratislava (config-if)#

metric 0

$LINK-5-CHANGED: Interface Serial2/0, changed state to adminis

$LINEPROTO-S-UPDOWN: Line preotocol con Interface Serial2/0, cha

traffic share count is 1

Success rate is 96 percent (483/500), round-trip min/avg/max = 1/10/40 ms

[z1in (config-if) #do ping 1.1.1.1 repeat 500

Type escape sequence to abort.

[sending 500,
T

IUD byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
I T

lsuccess rate is 100 percent (500/500),
[z1in (config-if) #do ping 1.1.1.1 repeat 500
IType escape sequence to abort.

round-trip min/avg/max = 8/10/28 ms

|Sending 500, 100-] byr.E ICMP Echos to 1. 1 1.1, timeout A.s 2 seconds
I

“Mar 28 19:36:41.299; 3LINEPROTO-5- UPDOWN: Line protocol on Interface Serial2/0, cha
Inged state to up.
T
success rate is 96 percent (480/500), round-trip min/avg/max = 4/11/160 ms
[Z1in (config-if) #
*Mar 28 19:37:21.299: FLINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, cha
Inged state to down
lz1in(config-if) 4
*Mar 28 19:38:31.209: BLINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, cha
Inged state to up
[z1in (config-if) #do ping 1.1.1.1 repeat 500
IType escape sequence to abort.
sending 500, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
' ' \ T
cha

*Mar 28 19:40:01.298:
'

nged state to down
Piitiriiiinng

$LINEFROTC-5-UFDOWN:
]

success rate is 96 percent (481/500), round-trip min/avg/max = 8/11/128 ms
lz1in (config-1if) 4

Obr. 43: Testovanie vypadku rozhrania S2/0 a zavedenia zdloznej IPv6 cesty pri zataZeni

[autor]
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Vysledné nastavenie smerovacov pre konfiguracie statickej cesty:

Tab. 25: Konfigurdcia smerovacov R1 a R2 v Cisco 10S 15.2(4) S3 [autor]

R2 Wireshark prim | Wireshark back
N N
s2-0.pcapn s2-1.pcapn
R1.txt R2.txt peapng peapng

Pre konfiguraciu rozhrani virtudlnych liniek a nastavenie databazy uzivatel'ov pouzivame

nasledujuce prikazy:

Tab. 26: Syntax aplikovanych prikazov pri konfiguracii DHCPv6 [autor]

Syntax + Prikaz

Vyznam/U¢el

Syntax prikazu:

routerttshow interfaces

Zobrazenie Statistik pre
rozhrania na smerovaci.

Syntax prikazu:

router (config)#ipv6 unicast-routing

Zasielanie IPv6 prenos
z CEF na smerovaci.

Syntax prikazu:

router (config)#ipv6 address IPv6 Address
router(config-if)#ipv6 address 2001:DB8:CAFE:2::1/64

Nastavenie IPv6 adresy pre
dané rozhranie s prefixom.

Syntax prikazu:

ip address IP Address
router(config-if)# ip address 1.1.1.1 255.255.255.255

Nastavenie IPv4 adresy pre
dané rozhranie.

Syntax prikazu:

Interface [ type number ]
router(config)#interface Ethernet1/1

Vstup do konfiguracného
rozhrania Ethernet1/1

Syntax prikazu:

switch# prefer dual-ipv4-and-ipv6 default

Aktivovanie Sablény pre
koexistenciu IPv6 a IPv4

Syntax prikazu:

router#tshow ipv6 interface [brief] [ type number ] [prefix]

Zobrazenie stavu IPv6 pre
rozhrania na smerovaci

Syntax prikazu:

router(config-if)#ipv6 address autoconfig

Nastavenie SLAAC IPv6
adresy pre rozhranie.

Syntax prikazu:

ipv6 address ipv6 address
router(config-if)# ipv6 address FE80::1 link-local

Nastavenie IPv6 linkovej
adresy pre dané rozhranie.

Syntax prikazu:

ipvé dhcp pool poolname
router(config)# ipvé dhcp pool cafe-test-luki

Vytvorenie mena DHCPv6 a
vstup do konfig. reZzimu.

Syntax prikazu:

domain-name domain
router(config-dhcpvé)# domain-name fai.utb.cz

Specifikacia domény pre
klienta

Syntax prikazu:

dns-server ipv6-address
router(config-dhcpv6)# dns-server 2001:DB8:CAFE:2::DB01

Specifikacia DNS servera
pre klienta

Syntax prikazu:

ipv6 dhcp server [pool] rapid-commit
router(config-if)#tipv6 dhcp server cafe-luki rapid-commit

Nastavenie rapid-commit
procesu pre DHCPvV6 server

Syntax prikazu:

router(config-if)#ipvé dhcp client pd [pool] rapid-commit

Nastavenie rapid-commit
procesu pre DHCPv6 klient

Syntax prikazu:

router(config-if)#ipv6 dhcp relay destination [prefix]

Nastavenie adresy DHCPv6
servera z relay agenta

Syntax prikazu:

router(config-if)# ipvé nd other-config-flag

Nastavenie flagu pre
stavovy DHCPv6 RA spravy
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Syntax prikazu:

router(config-if)# ipvé nd managed-config-flag

Nastavenie flagu pre
stavovy DHCPv6 RA spravy

Syntax prikazu:

show ipv6 dhcp binding [ipv6-address] [ vrf vrf-name ]
router# show ipv6 dhcp binding

Zobrazenie priradenych
IPv6 klientov DHCPV6 serv.

Syntax prikazu:

show ipv6 dhcp interface [ type number ]
router# show ipv6 dhcp interface Eth1/0

Zobrazenie informacii
rozhrania pre DHCPv6

Syntax prikazu:

show ipv6 interface [brief] [ type number ] [prefix]
router# show ipv6 interface Eth1/0

Zobrazenie stavov rozhrani
a ipv6 adries

Syntax prikazu:

router# show ipv6 dhcp pool

Zobrazenie nastavenia
DHCP poolu IPv6 adries

Syntax prikazu:

router#debug ipv6 dhcp

Zobrazi hlavné informacie
z ladenia pre DHCPv6.

Syntax prikazu:

router#debug ipv6 dhcp detail

Zobrazi detail. informacie
z ladenia pre DHCPv6.

Syntax prikazu:

router#debug ipv6 dhcp database

Zobrazi ladenie informacie
z databaze pre DHCPv6.

Syntax prikazu:

undebug all

Vypnutie vietkych ladenie
oznameni na terminaly.

Syntax prikazu:

show ip/ipv6 interface brief
R1/R2# show ip/ ipv6 interface brief

Zobrazenie IP/IPv6 infor.
pre dané rozhrania

Syntax prikazu:

show ip/ ipv6 route
R1/R2# show ip/ ipv6 route

Zobrazenie smerovace;j
tabulky pre IPv4 a IPv6.

Syntax prikazu:

Ip route prefix mask {ip-address | interface-type interface-number [ip-address]}
[dhcp] [distance] [name next-hop-name] [permanent | track number] [tag tag]

router#ip route 2.2.2.0 255.255.255.252 192.168.100.2

Nastavenie statickej cesty
pre IPv4 a vietky moZnosti

Syntax prikazu:

ipv6 route ipv6-prefix / prefix-length ipv6-address | interface-type interface-
number ipv6-address]} [administrative-distance]

router#ipv6 route 2001:DB8:2::/64 2001:DB8:FAC::2

Nastavenie statickej cesty
pre IPv6 a vSetky moZnosti

Syntax prikazu:

Ip route prefix mask {ip-address | interface-type interface-number [ip-address]}
[dhcp] [distance] [name next-hop-name] [permanent | track number] [tag tag]

router#ip route 0.0.0.0 0.0.0.0 192.168.100.1 permanent

Nastavenie predvolenej
statickej cesty pre IPv4

Syntax prikazu:

ipv6 route ipv6-prefix / prefix-length ipv6-address | interface-type interface-
number ipv6-address]} [administrative-distance]

router#ipv6 route ::/0 2001:DB8:FAD::1

Nastavenie predvolenej
statickej cesty pre IPv6

Syntax prikazu:

ipconfig [/allcompartments] [/all] [/renew] [/release]
PC>ipconfig

Zobrazenie nastavenia
sietového adaptéru

Syntax prikazu:

PC>tracert / Rittraceroute
R1# traceroute 10.1.1.2

Zobrazenie cesty k cielovej
IP a dosiahnuty uzlom v

Syntax prikazu:

netstat [-a] [-e] [-n] [-0] [-r] [-s] [-p<Protocol> ]
R2(dhcp-config)# domain-name fai.utb.cz

Zobrazenie aktivneho
sietového spojenia a tabulu

Syntax prikazu:

ping [-t] [-a] [-n count] [-] size] [-f] [-r count] [-R]
R2# ping 10.1.1.2

Overenie odozvy
protistrany (ICMP)

Syntax prikazu:

copy running-config startup-config /write memory
R2 (config-if)# # copy running-config startup-config

UloZenie aktualneho
nastavenia do NVRAM.
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ZOZNAM POUZITYCH SYMBOLOV A SKRATIEK

AAA
ACL

C
CCNA
CDP
CLI
DAD
DHCP
DNS
E1/0
EXEC
GNS3
ICMP
10S

IP

IPV4
IPV6
Lol
MAC
multiaccess
NA

NDP

NS
NVRAM
0OS

oSl
payload
R/S

RA
RADIUS
RS

RSA
run-config
S

S2/1
SNMP
SSH
TACACS+
TTL
UDP

Authentication, Authorization, and Accounting

Access-list = kontrolny zoznam = filter

Priamo pripojena cesta - Connected

Cisco Certified Network Associate

Cisco Discovery Protocol- zhromazdovanie info o lokalne zariadeni
command-line interface = rohranie prikazoveho riadku

detekcia duplicity adries (Duplicate Address Detection)

Dynamic Host Configuration Protocol

Domain Name System — preklad nazvov host'ov

Ethernet 1/0

Mod nad konfiguraciou, rozliSujuci prava USER-, PRIVILEGED-
Graphical Network Simulator 3

Internet Control Message Protocol — poskytovatel’ sluzieb zprav IP
Internetwork Operating System

Internet Protocol

Internet Protocol Version 4

Internet Protocol Version 6

Spétnovazbova slucka 1 (Loopback1)

L2 adresa, ktoré jednoznacne identifikuje fyzické pripojenie hostitel'a
Viacpristupovy

Neighbor advertisement

Neighbor Discovery Protocol

Neighbor solicatation

Nonvolatile RAM — obsahuje platny startup-config pouzivany pri restarte
Operating System - opera¢ny systém

Open Systems Interconection- Cisco model 7 hierarchickych vrstiev
zat'azenie — samotné data v paketoch

Routing and Switching

Router advertisement

Remote Authentication Dial-in User Service — server pre AAA
Router solicatation

Rivest-Shamir-Adleman — Sifrovaci systém pre verejné kl'ice

beziaca konfiguracia

Staticka cesta - Static

Serial 2/1

Simple Network Management Protocol — protokol pre spravu siete
Secure Shell — zabezpecena relacia nad standardnym pripojenim TCP/IP
Terminal Access Controller Access-Control System + protokol pre AAA
Time to Live — zamedzenie neobmedzenej Zivotnosti paketov

User Datagram Protocol
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VLAN Virtualna LAN - doména v8esmerového vysiielania
VPCS Virtual PC Simulator
VTY virtualna linka pre spravu/vzdialeny pristup
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