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1 IPV4AETHERNET BROADCAST

V tejto Ulohe sa preskima vytvaranie broatcastu pomocou Wiresharku a vytvori sa

jednoduchéa Ethernet topologiu v GNS3 a pomocou pingu sa overi ARP.

1.1 Zadanie:

Vytvor jednoducht topoldgiu 2 smerovacov a over funkénost” ARP a broadcastu.

1.2 Topologia:

10.2.2.0/30
10.2.2.1/30 R1 R2 10.2.2.2/30

el/0 el/0

Obr. 1: GNS3 topoldgia pre Ethernet broadcast ARP Ziadosti IPv4 [autor]

1.3 Teodria:

Prva cCast’ ulohy sa tyka IPv4 Ethernet Broadcast. Aku adresu cielového uzlu Lukasov
laptop mdze pouzit’ pre posielanie ramcov do siete, aby ich vSetky ostatné uzly v rovnakej
VLANe (virtualna lokalna siet, ktora pouziva vlastnu podsiet’) mohli vidiet’ a spracovat’
? Odpoved’ou samozrejme je ramec IPv4 Ethernet brodcast. L2 adresa cielového uzlu
bude mat’ tvar 48 bitov alebo 12 HEX znakov . Prikladom IPv4 protokola, ktora pouziva
broadcast je ARP Ziadost’. Napriklad Lukas potrebuje zistit' L2 adresu vychodzej brany,
ktord je 10.1.1.20 a jeho laptop je nastaveny pouzit' IP adresu vychodzej brany,
potrebujeme zistit’ teda aka je L2 adresa spojend s danou IP adresou (L3 adresou). Takze
ARP Ziadost’ bude broadcast (vSesmerové vysielanie). Prepina¢ posunie ramce na vsetky
zariadenia v rovnakej VLANe a na vsetky TRUNKOVE VLANy (prenasuju vsetky
VLANY). Kazdé z prijimanych zariadeni za¢ne odpuzdrovat’ ramec, aby sa pozrelo
dovnutra. Jedine smerova¢ s L3 adresou 10.1.1.20 bude odpovedat® spit k Lukasovmu
laptopu: ,,To je moja adresa“. Tato odpoved’ uz nie je broadcastova ale unicastova,

pretoze v broadcastu je adresa zdrojoveho uzlu. [1] Presne ako je na Obr. 1:
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Obr. 2: Priklad Ethernet broadcast ARP Ziadosti IPv4 [autor]

1.4 Pozadované zdroje:
GNS3 a Wireshark

I0S smerovace — $ablona smerovaca s ethernet rozhranim

1.5 Postup:

Topologia obsahuje 2 smerovace ¢7200, ktoré st navzdjom prepojené pomocou Ethernet
1/0 rozhrania. Su priradené adresy z A podsiete 10.2.2.0/30 a aktivované porty prikazom

no shutdown.

Pocas konfiguracie v GNS3 je dobrym zvykom pouzivat TAB pre dopliiovanie a

zobrazenie moznosti, ako je ZItou zobrazene nizsie v Tab. 1:

Tab. 1. Pouzitie TAB a napovedy pre zobrazenie moznosti [autor]

R1(config)#inter e1/0

R1(config-if)#ip address ?

A.B.C.D IP address

dhcp  IP Address negotiated via DHCP

Pre priradenie adries a aktivovanie portov sa pouzivaju nasledujuce prikazy:
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Tab. 2: Syntax aplikovanych prikazov a vysvetlenie vyznamu [autor]

Syntax + Prikaz Vyznam/U¢el
Syntax enable Vstup do privileg. EXEC mddu
prikazu: R1# enable R1#
Syntax configure terminal Vstup do globalneho konfig.
prikazu: R1/R2# configure terminal maodu R1 (config) #
Syntax hostname name Specifikuj meno zariadenia. Max
prikazu: R1/R2(config)#thostname R1/R2 63 znakov. Len pismena, Cisla a -.
Syntax interface type number Specifikacia rozhrania a vstup do
prikazu: R1/R2 (config)#tinterface ethernet 1/0 globdlneho konfig. médu rozhr.
Syntax no shutdown Aktivovanie rozhrania Ethernet
prikazu: R1 (config-if)# no shutdown 1/0
Syntax ip address ip-address mask Konfig. IP adresy a masky pre
prikazu: R1 (config-if)# ip address 10.2.2.1 255.255.255.252 dané rozhranie
Syntax ip address ip-address mask Konfig. IP adresy a masky pre
prikazu: R2 (config-if)# ip address 10.2.2.2 255.255.255.252 dané rozhranie
Syntax end Ukonéenie aktudlneho konfig.
prikazu: R1 (config-if)# end maodu a navrat do privileg. modu
Syntax copy running-config startup-config /write memory | UloZenie aktudlneho nastavenia
prikazu: R2 (config-if)# # copy running-config startup-config do NVRAM (startup-config)

Este pred tym nez sa overi ARP broadcast vo Wiresharku, sa nastavia i ladiace prikazy

pre zobrazovanie paketov a zmien ARP tabulky:

Tab. 3: Prikazy pre overenie implementovanych konfiguracnych zmien a ladenie [autor]

Syntax + Prikaz Vyznam/U¢el
Syntax enable Ladenie operacii v ARP tabulke
prikazu: R2#debug arp table
Syntax show ip interface Zobrazenie IP parametrov pre
prikazu: R1/R2# show ip interface ethernet 1/0 dané rozhranie eth1/0
Syntax show ip route connected Zobrazenie IP sieti priamo
prikazu: R1/R2# show ip route connected pripojenych sietovych zariadeni
Syntax debug arp table Ladenie monitorovania a spravy
prikazu: R1/R2#debug arp table ARP informdcii

Pri vykonavani rozsiahlejSich zmien je vzdy dobrym zvykom si vSetko trasovat’ a
krokovat’, ¢i sa vSetky prikazy aplikovali pomocou show prikazov. Po vykonani prikazu
ping R1 posle ARP pre R2, ktory unicastom odpovie a R1 si nasledne ulozi L2 adresu R2
do ARP tabul’ky. Podl'a MAC (L2 adries si m6ze skontrolovat’ pakety vo Wiresharku). [8]

Tab. 4: Pouzitie show arp pre zobrazenie ARP tabulky [autor]

R1#show arp

Protocol Address Age (min) Hardware Addr Type Interface
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Internet 10.2.2.1 - €a01.1924.001c ARPA Ethernet1/0
Internet 10.2.2.2 17 ca02.1a34.001c ARPA Ethernet1/0
M “Standard input [Wireshark 1124 (v1.124-0-gb4861da from master-1.12)] |11 (N T e B S

File Edit View Go Capture Analyze 5Statistics Telephony Tools Internals Help

oo dEZ ENXE A+ T2IEE Qaaal @EMx% B

Filter: arp IZI Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
515.69202301ca:01:19:24:00:1c  Broadcast ARP 60 who has 10.2.2.2? Tell 10.2.2.1
615.70202301ca:02:1a:34:00:1c  ca:01:19:24:00:1c  ARP 6010.2.2.2 is at ca:02:1a:34:00:1c |||

< | 1 | »

= Frame 5: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
= Ethernet II, Src: ca:01:19:24:00:1c (ca:01:19:24:00:1c), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
= Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Address: Broadcast (Ff:ff:ff:ff:ff:ff)

1o oo i ovv. o... = LG bit: Locally administered address (this is NOT the factory defau
ceee o 1 o0 Lo ... ... = 1IG bit: Group address (multicast/broadcast)
= Source: ca:01:19:24:00:1c (ca:01:19:24:00:10)
Address: ca:01:19:24:00:1c (ca:01:19:24:00:1c)
e LG bit: Locally administered address (this is NOT the factory defau
N | IG bit: Individual address (unicast)
Type: ARP (0x0806)
Padding: 000000000000000000000000000000000000
= Address Resolution Protocol (request)

< | 1 3
0000 INNNEEN RN RN RN NN RN R EERNE NN ENNEENN] 11001010 00000001 F

0008 00011001 00100100 00000000 00011100 00001000 00000110 00000000 00000001  .5......

0010 00001000 00000000 00000110 00000100 00000000 00000001 11001010 00000001  ........

0018 00011001 00100100 00000000 00011100 00001010 00000010 00000010 00000001 [ Y

0020 00000000 00000000 00000000 00000000 00000000 00000000 00001010 00000010  ........

0028 00000010 00000010 00000000 00000000 00000000 00000000 00000000 00000000  ........

0030 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000  ........

0038 00000000 00000000 00000000 00000000 -

®)] &ﬂ Source or Destination Hardware A... ‘ Packets: 16 - Displayed: 2 (12.5%) - Dropped: 0 (0.0%) | Profile: Default

Obr. 3: Zachytena ARP Ziadost a odpoved medzi R1 a R2 [autor]

Pred pingom v GNS3 je potrebné nastavit' zachytavanie paketov na linke medzi
smerova¢mi. Nasledne po pingu vo Wiresharku sa nastavi filter pre ARP a uvidia
broadcast z L2 adresy R1 a odpoved ako unicast od R2. Pri rozkliknuti HEX adresy je
mozné nastavit' preklad do BIN podoby auvidia sa 48 jedni¢iek. ARP je ddvod
vypadnutého bitu. [2][4]
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timeout 1is 2

Obr. 4: Ping medzi R1 a R2 pre overenie ARP [autor]

Tab. 5: Show prikazy overujuce implementované konfigurécie [autor]

R1#show run inter eth 1/0
Building configuration...

Current configuration : 79 bytes
|

interface Ethernet1/0
ip address 10.2.2.1 255.255.255.252
duplex full

R1#show ip inter e1/0

Ethernet1/0 is up, line protocol is up
Internet address is 10.2.2.1/30
Broadcast address is 255.255.255.255

R1#show ip route connected
Codes: L - local, C - connected, S - static, R - RIP,
M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA
- OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF
NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external

type 2
i - 1S-1IS, su - 1S-IS summary, L1 - IS-IS level-1,

R2#show run inter eth 1/0
Building configuration...

Current configuration : 79 bytes

!

interface Ethernet1/0

ip address 10.2.2.2 255.255.255.252
duplex full

R2#show ip inter e1/0

Ethernet1/0 is up, line protocol is up
Internet address is 10.2.2.2/30
Broadcast address is 255.255.255.255

R2#show ip route connected
Codes: L - local, C - connected, S - static, R - RIP,
M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, 1A
- OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF
NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external
type 2

i - IS-1S, su - IS-1S summary, L1 - IS-IS level-1,
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L2 - IS-IS level-2

ia - I1S-IS inter area, * - candidate default, U -
per-user static route

0 - ODR, P - periodic downloaded static route,
H - NHRP, | - LISP

+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 2 subnets, 2
masks
C 10.2.2.0/30 is directly connected, Ethernet1/0
L 10.2.2.1/32 is directly connected, Ethernet1/0

L2 - IS-IS level-2

ia - I1S-IS inter area, * - candidate default, U -
per-user static route

0 - ODR, P - periodic downloaded static route,
H - NHRP, | - LISP

+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 2 subnets, 2
masks
C 10.2.2.0/30 is directly connected, Ethernet1/0
L 10.2.2.2/32 is directly connected, Ethernet1/0

Vysledné nastavenie smerovacov pre overenie funk¢nosti ARP a broadcastu:

Tab. 6. Konfiguracia smerovacov v Cisco 10S 15.2(4) S3 [autor]

R1 R2

Wireshark

rl_final_config.txt

r2_final_config.txt

.

arp-request.pcapng

1.6 Otazka na zamyslenie:

1. Aky dalsi protokol poznate, ktory vyuziva brodcast okrem ARP (Overte svoje

odpovede pomocou Wiresharku) ?
DHCP
Aktualizacie smerovacej tabul’ky

2. Kolko bitov a hexa znakov ma MAC a [P

adresa pre IPv4 a IPv6 ?

MAC adresa = L2 adresa = 48 bit (IPv4 a IPv6 su protokoly 3. vrstvy)

IP adresa = L3 adresa
IPv4 = 32 bit = 16 HEX

IPv6 = 128 bit = 32 HEX

3. Co ohraniduje brodcast a rozdel'uje broadcastové domény?

Smerovace a multilayer prepinace, VLANy a L3 vrstva
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2 IPV4AETHERNET MULTICAST

V tejto Ulohe sa preskimaju vytvaranie multicastu pomocou Wiresharku a vytvoria si

jednoduchu ethernet topoldgiu v GNS3 a pomocou pingu sa overi ARP.

2.1 Zadanie:

Vytvor jednoduchu topologiu 2 smerovacov a over funk¢énost’ multicastu.

2.2 Topologia:

10.3.3.1/30 10.3.3.0/30 10.3.3.2/30
R2 igmp join-group 224.66.255.10

el/0 el/0

mac-address 0000.0111.1111 mac-address 0000.0222.2222

Obr. 5: GNS3 topoldgia pre ethernet multicast od skupiny 224.66.255.10 [autor]

2.3 Teoria:

Vyhodou multicastu je, ze posiclané pakety si uréené skupine zariadeni, ale Unicast
smeruje len k jednému uzlu. Napriklad, je tu obsah, ktory sa ma posielat’ Lukasovi, Lucii
a Ludmile. Preto by sme mohli mat tychto hostov Vv jednej multicast skupine
(224.132.6.17), aby multicast server mohol posielat jeden paket a nasledne bol
spracovany vsetkymi hostami v danej skupine. Podl'a multicast adresy je presne dana L2
adresa, o ktoru sa nebudu ostané PC ako Pavol zaujimat’ pre dany multicast. Multicast ma

vyc€leneny rozsah adries 224.0.0.0 — 239.255.255.255. [1]



UTB ve Zliné, Fakulta aplikované informatiky 9

R2

Public Internet —%—., Jan
Multicast group T ‘
224132617 !
01:00:5E:04:08:11
~ 3
Lukas \ :
= (- S
L= T M Multicast
T VIANS server
Ludmila

Trieda D L3 adresy 224.0.0.0 - 239.255,255.255
L2 adresa 01:00:5E: + poslednych 23 bitov IP == HEX

LZ2=01:00:5E xxx
Lucia Multicast use:
= Smerovacie protokoly:
QOSPF
Pavol

EIGRP
Obr. 6: Priklad multicast skupiny a odpovedajucej L2 adresy [autor]

Streamingove aplikacie

V Ethernet sieti sa rozhoduji ramce podl'a MAC adresy, ktora ma 12 hexa znakov. Prva
polovica bude vzdy 01:00:5E a druha sa dopocitava na zaklade L3 adresy multicast
skupiny (poslednych 23 bitov, ktoré su prevedené na hexa). Hlavné pouzitie multicastu
je u smerovacich protokolov ako OSPF a EIGRP. VVyhodou je, Zze pokial’ mame topologiu
so Siestimi smerova¢mi v sietovom segmente a prvy smerova¢ bude posielat’ hello spravy,
ostatni budu nac¢avat’ pre dany multicast (eigrp = 224.0.0.10 a ospf 224.0.0.5 alebo 6 —
uréené smerovade). Dalsou aplikaciou je video streamovanie obsahu, ktoré nacavaju

stanice v danej skupinme. [3]
2.4 Pozadované zdroje:

GNS3 a Wireshark

IOS smerovace — Sablona smerovaca s ethernet rozhranim [7]

2.5 Postup:

Topologia obsahuje 2 smerovace ¢7200, ktoré su navzajom prepojené pomocou Ethernet
1/0 rozhrania. Su priradené adresy z A podsiete 10.3.3.0/30 a aktivované porty prikazom
no shutdown. Pre konfigurovanie sa pouziva konzola putty, ktori si mézete zmenit' na

obl'ubeny terminal (RemoteNG, SecureCRT apod). Pri vysielani sa Specifikuje MAC
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adresa pre R1, aby dana adresa bola jednozna¢na vo Wiresharku. Prvy otaznik pred
pingom susedného hosta je nam po predchadzajucej laboratérnej Glohe zrejmy. Ako
overit’® multicast ? Pingom multicast skupiny, ale pred tym sa spusti zachytavanie

paketov vo Wiresharku. [8]
@ Unsaved prcject*fGNS‘ —_—_ Y . i == ﬁ

Fi\e Edit View Control Device Annotate Tools Help

=B OF> PIIEC FRIIOQ QM

" All devices [ | Topology Summary

(@]
@ ATM swit... » GIRL
> @ R2

a 7200 R1 10.3.3.0/30 -~

10.3.3.1/30 - i~

@ @ 10.3.3.2/30
el/o -\ Startcapture 0
Q aEthernet Wi Delete

7= mac-address 0000.0111.11 > mac 00.0222.2222
J Ethernet I

Obr. 7: Spupstenie zachytavania paketov, nezdlezi na porte, ktory sa vyberie [autor]

Poc¢as konfiguracie v GNS3 je dobrym zvykom si overovat’ vSetky vloZené prikazy.
Problém je, ze vzdy pred tym ako chce aplikovat’ show command, sa musi vyskoe¢it’ do

EXEC alebo privilegovaného modu. Druhou moznostou je aplikovat’ pred prikazom do.

Tab. 7: PouZitie show arp pre zobrazenie ARP tabulky [autor]

R1#show arp
Protocol Address Age (min) Hardware Addr Type Interfac
R1(config)#interface Ethernet1/0
R1(config-if)#mac-address 0000.0111.1111
R1(config-if)#ip address 10.3.3.1 255.255.255.252
R1(config-if)#show ip inter brief

AN

% Invalid input detected at "' marker.

R1(config-if)#do show ip inter brief

Interface IP-Address  OK? Method Status Protocol
FastEthernet0/0 unassigned  YES unset administratively down down
FastEthernet0/1 unassigned  YES unset administratively down down
Ethernet1/0 10.3.3.1 YES manual up up

Pre priradenie adries a aktivovanie portov sa pouzivaju nasledujtce prikazy:

Tab. 8: Syntax aplikovanych prikazov a vysvetlenie vyznamu [autor]

Syntax + Prikaz Vyznam/U¢el

Syntax enable Vstup do privileg. EXEC mdédu
prikazu: R1# enable R1#
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Syntax configure terminal Vstup do globdalneho konfig.
prikazu: R1/R2# configure terminal médu R1 (config) #

Syntax hostname name Specifikuj meno zariadenia. Max
prikazu: R1/R2(config)#hostname R1/R2 63 znakov. Len pismen3, Cisla a -.
Syntax interface type number Specifikacia rozhrania a vstup do
prikazu: R1/R2 (config)#interface ethernet 1/0 globalneho konfig. mddu rozhr.
Syntax no shutdown Aktivovanie rozhrania Ethernet
prikazu: R1/R2 (config-if)}# no shutdown 1/0

Syntax ip address ip-address mask Konfig. IP adresy a masky pre
prikazu: R1 (config-if)# ip address 10.3.3.1 255.255.255.252 dané rozhranie

Syntax mac-address [mac address xxx.xxx.xxx] Konfig. MAC  adresy pre
prikazu: R1 (config-if)# mac-address 0000.0111.1111 Specifického vyrobcu XEROX
Syntax ip address ip-address mask Konfig. IP adresy a masky pre
prikazu: R2 (config-if)# ip address 10. 3.3.2 255.255.255.252 | dané rozhranie

Syntax mac-address [mac address xxx.xxx.xxx] Konfig. MAC  adresy pre
prikazu: R2 (config-if)# mac-address 0000.0222.2222 Specifického vyrobcu XEROX
Syntax ip igmp join-group group-address Konfig. IP adresy Specifickej
prikazu: R2 (config-if)# ip igmp join-group 224.66.255.10 multicastovej skupiny pre rozhr.
Syntax end Ukonéenie aktudlneho konfig.
prikazu: R1 (config-if)# end modu a navrat do privileg. médu
Syntax copy running-config startup-config /write memory | UloZenie aktudlneho nastavenia
prikazu: R2 (config-if)# # copy running-config startup-config do NVRAM (startup-config)

Pri konfiguracii S$pecifickej multicastovej skupiny je mozné zadat’ i zdrojovu
multicastovu adresu. Podrobnejsie prikazy pre multicast s dostupné na oficialnych Cisco
strankach v sekcii Cisco 10S Command Reference. Este pred tym nez sa overi ARP
broadcast vo Wiresharku, sa nastavia i ladiace prikazy pre zobrazovanie paketov a zmien
ARP tabul’ky:

Tab. 9: Prikazy pre overenie implementovanych konfiguracnych zmien a ladenie [autor]

Syntax + Prikaz Vyznam/U¢el
Syntax enable Ladenie operacii v ARP tabulke
prikazu: R2#debug arp table
Syntax show ip interface Zobrazenie IP parametrov pre
prikazu: R1/R2# show ip interface ethernet 1/0 dané rozhranie eth1/0
Syntax show ip route connected Zobrazenie IP sieti priamo
prikazu: R1/R2# show ip route connected pripojenych sietovych zariadeni
Syntax debug ip igmp Ladenie monitorovania a spravy
prikazu: R1/R2#debug arp table ARP informdcii

Pri vykonavani rozsiahlejsich zmien je vzdy dobrym zvykom si vSetko trasovat a
krokovat’, ¢i sa vSetky prikazy aplikovali pomocou show prikazov. Po vykonani prikazu
ping R1 posle ARP pre R2, ktory unicastom odpovie a R1 si nasledne ulozi L2 adresu R2
do ARP tabul’ky. Podl'a MAC (L2 adries sa mdzu skontrolovat’ pakety vo Wiresharku,
ktory ma db zndmych adries, nasa MAC je adresa Xeroxu). [2][8]
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Tab. 10: Pouzitie show ARP pre zobrazenie ARP tabulky [autor]

R1#show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.2.2.1 - ca01.1924.001c ARPA Ethernet1/0

Internet 10.2.2.2 17 ca02.1a34.001c ARPA Ethernet1/0

M +Standard input [Wireshark 1.12.4 (v1.12.4-0-gb4861da from masterel12)] —" =18 X ]

| File Edit View Go Capture Analyze Statistics Telephong Tools [nternals Help

codE s BB AesaTLIEEFacaan @aB0mxl B

Filter: E Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
1 0.00000000/Xerox_11:11:11 Xerox_11:11:11 LOOP 60 Reply
2 0.08400500Xerox_22:22:22 Xerox_22:22:22 LOOP 60 Reply
310.0115720Xerox_11:11:11 Xerox_11:11:11 LOOP 60 Reply
410.0515750Xerox_22:22:22 Xerox_22:22:22 LOOP 60 Reply
517.6060070110.3.3.2 224.66.255.10 IGMPv2 60 Membership Report
6 20.03714601Xerox_11:11:11 Xerox_11:11:11 LOOP 60 Reply
7 20.06714801Xerox_22:22:22 Xerox_22:22:22 LOOP 60 Reply
8 21.32822001Xerox_11:11:11 CDP/VTP/DTP/PAgP/UDICDP 362 Device ID: R1 Por
9 26.3015040110.3.3.1 224.66.255.10 ICMP 114 Echo (ping) reques
10 26.3345060110.3.3.2 10.3.3.1 ICMP 114 Echo (ping) reply
11 27.65858201Xerox_22:22:22 CDP/NVTP/DTP/PAQP /UDICDP 362 Device ID: R2 Por
12 30.0527190Xerox_11:11:11 Xerox_11:11:11 LOOP 60 Reply
13 30.07272000Xerox_22:22:22 Xerox_22:22:22 LOOP 60 Reply
< | I | 3

= Frame 5: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0 .
= Ethernet II, Src: Xerox_22:22:22 (00:00:02:22:22:22), Dst: IPvdmcast_42:ff:0a (01:0[

= Destination: IPvdmcast_42:ff:0a 200:5e-42-ff-0a)
Address: IPvdmcast_42:ff:0a (01:00:5e:42:ff:0a) HEX
..0. = LG Iy urmque—address (factory default
e el s oo oo ..., = 1IG bits dress (multicast/broadcast)
= Source: Xerox_22:22:22 (00:00:02:22:22:22
Address: Xerox_22:22:22 (00:00:02:22:22:22) =
.00 Lo .. ... .... = LG bit: Global i ddress (factory default
0 e teee we.. = IG bit: Individua nicast)

Type: IP (0x0800)
Padding: 0000000000000000000000000000

= Internet Group Management Protocol

[IGMP Version: 2] DEC Tl
Type: Membership Report (0x16)
Max Resp Time: 0.0 sec (0x00) -

0a 00 00 02 22 22 22 08 00 46 cO

00 20 00 Ob 00 00 01 02 37 bb 0a 03 03 02 e0 42
f 0a 94 04 00 00 16 00 O0a b2 eD 42 ff 0a 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Q M| Frame (frame), 60 bytes | Packets: 13 - Displayed: 13 (100.0%) - Dropped: 0 (0.0%) | Profile: Default

Obr. 8: Zachytena multicast a odpoved medzi R1 multicast serverom [autor]
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Pred multicast pingom v GNS3 je potrebné nastavit’ zachytavanie paketov na linke medzi
smerova¢mi. Nasledne po pingu vo Wiresharku sa vidi multicast s protokolom IGMP.
Ako bolo v teoretickom Uvode vysvetlené, multicastova adresa ramca 01:00:5E:42:ff:0a
sa vypocitala z povodnej IP adresy 224.66.255.10. V paketu echo Ziadosti ICMP, ked’ sa
detailne preskuma L2 hlavi¢ka je prave tato adresa ako ciePovy uzol a zdrojova je prave
napevno zadand 0000.0111.1111 R1 rozhrania. Ako néhle R2 prijal rémec
s odpovedajucou multicast skupinou, je odbaleny na L3 adresu, nasledne pokracuje
s echo odpoved’ou ako unicast s L3 zdrojového uzlu 10.3.3.2 a L3 adresou ciel’ového
uzlu 10.3.3.1.[1] [2]

timeout is 2

Obr. 9: Ping medzi R1 a multicast skupinou 224.66.255.10 [autor]
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Tab. 11: Show prikazy overujuce implementovane konfiguréacie [autor]

R1#show run inter eth 1/0
Building configuration...

Current configuration : 107 bytes

!

interface Ethernet1/0

mac-address 0000.0111.1111

ip address 10.3.3.1 255.255.255.252
duplex full

R2#show run inter eth 1/0
Building configuration...

Current configuration : 141 bytes

I

interface Ethernet1/0

mac-address 0000.0222.2222

ip address 10.3.3.2 255.255.255.252
ip igmp join-group 224.66.255.10
duplex full

R1#show ip inter e1/0 | in Multicast | Internet
address | Broadcast address

Internet address is 10.3.3.1/30

Broadcast address is 255.255.255.255

R1#show ip route connected [ in connected

Codes: L - local, C - connected, S - static, R - RIP, M
- mobile, B - BGP

C 10.3.3.0/30 is directly connected,
Ethernet1/0

L 10.3.3.1/32 is directly connected, Ethernet1/0

R2#show ip inter e1/0 | in Multicast | Internet
address | Broadcast address Internet address is
10.3.3.2/30
Broadcast address is 255.255.255.255
Multicast reserved groups joined: 224.0.0.1
224.0.0.2 224.0.0.22

R2#show ip route connected [ in connected
Codes: L - local, C - connected, S - static, R - RIP, M
- mobile, B - BGP

Cc 10.3.3.0/30 is directly connected,
Ethernet1/0

L 10.3.3.2/32 is directly connected,
Ethernet1/0

Vysledné nastavenie smerovacov pre overenie funkénosti multicastu:

Tab. 12: Konfiguracia smerovacov v Cisco 10S 15.2(4) S3 [autor]

R1

R2 Wireshark

rl_final_config - Copy.txt

r2_final_config - Copy.txt

4 =

multicast.pcapng
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2.1 Otazka na zamyslenie:

1. Aky dalsi protokol poznate, ktory vyuziva brodcast okrem OSPF a EIGRP (Overte

svoje odpovede pomocou Wiresharku) ? [4]

RIP

2. Na akej topologii mozete pouzivat’ multicast ?

Ethernet

3. Na akej topologii nemodzete pouzivat’ multicast ?
Frame-relay bez explicitného povolenia broadcast pri FR mapovani
NBMA

4. Ktory protokol L3 pouZiva viac Multicast [Pv4 alebo IPv6 ?

IPV6, pretoze uz nie je broadcast

Tab. 13: porovnanie multicastov na L3 vrstve pre IPv6 a IPv4

Vyznam IPv6 IPv4
Linkova IPv6 uzly FFO2::1 -
Linkova IPv6 smerovace FF02::2 -
OSPF FF02::5 and FF02::6 224.0.0.6
EIGRP FFO2::A 224.0.0.10
RIP-NG FF02::9 224.0.0.9
DHCP Relay agenty FF02:1:2 -
DHCP servery FF05::1:3 -
Vsetky NTP servery FF05::101 -

5. Korlko bitov sa dopocitava do L2 ramca z multicastovej adresy ?

Poslednych 23 bitov
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3 CISCO DISCOVERY PROTOCOL (CDP) NAETHERNETE

V tejto Ulohe sa preskimavaju moznosti Cisco proprietarneho protokolu pre objavovanie

pripojenych Cisco susedov adetailné informécie z L2 vrstvy, ¢o sa overi vo

Wiresharku.

3.1 Zadanie:

Vytvor jednoduchu topoldgiu 2 smerovacov a over funkénost” CDP.

3.2 Topologia:
10.5.5.0/30
10.5.5.1/30 R1 R2 10.5.5.2/30
el/0 el/0
mac-address 0000.0631.1111 mac-address 0000.0632.2222

Obr. 10: GNS3 topoldgia pre overenie moznosti CDP [autor]

3.3 Teoria:

Predpoklada sa, Ze su prepojené dva smerovace kablom a nie je moznost’ byt fyzicky na
sieti. Casto sa stava, Ze sa prebera topologia, v ktorej chyba kvalitna dokumentacia.
Pomocou popisov z rozhrani ste schopny si domysliet, ¢o je na druhej strane portu, ale
nic¢ viac.

Tab. 14: Pouzitie show inter description pre zobrazenie popisov z rozhrani [autor]

pepsi_us02dfpor01>show inter description

Interface Status  Protocol Description

Fa0 up up  *Local Pepsi LAN or device/pc etc*
Fal up up Local Pepsi LAN or device/pc etc*
Fa2 up down *Local Pepsi LAN or device/pc etc*
Fa3 up up  *Local Pepsi LAN or device/pc etc*
ATO up up  *21CN Connect No 029039483770*
ATO.1 up up  * Connect Plus DSL BBPSA0329013*
VIl up up  *4 port hub subnet*

Lo100 up up  T-System mgmt Interface

LoO up up  DSL Loopback for DSL, Pepsi Express Manchester
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Aby sa zbyto¢ne nemuselo volat’ Field inZiniera alebo nejakého lokéalneho technika, aby
nam overil informacie adries, vyuzitie portov, verziu, schopnosti druhej strany,
hostname, duplexy, VTP, Nativhu VLAN, jednoducho pouZijeme CDP. Tento protokol
mdze v pripade hlasu VolP pomocou PoE napajania, pomoct’ so zistovanim potrebného

prikonu. Aktualneho stavu vyuZzitého vykonu a napétia pomocou POE alebo injektoru.

Len na okraj existuje | protokol, ktory je nezavisly na vyrobcovi Link Layer Discovery
Protocol (LLDP) podla IEEE 802.1 ab standardu. CDP pracuje len jednosmerne, L2
inzeraty su posielané pravidelne (kazdych 60s vychodzie nastavenie) pre kazdé pripojené
zariadenie na IP adresu cielového uzla 01-00-Oc-cc-cc-cc, ¢o si overime neskor vo
Wiresharku. Vo vychodzom stave je CDP zapnuté, avsak cisco uvadza CDP ako
bezpeénostnu hrozbu. Pokial’ sa chce zistovat’ topologia, je vel'mi spol'ahlivy pomocnik,

ale tak moze slazit ato¢nikovi pri planovani Gtoku na mapovanie siete. [4]
3.4 Pozadované zdroje:

GNS3 a Wireshark

IOS smerovace — Sablona smerovaca s ethernet rozhranim [7]

Postup:

Topologia obsahuje 2 smerovace ¢7200, ktoré su navzajom prepojené pomocou Ethernet
1/0 rozhrania. Su priradené adresy z A podsiete 10.5.5.0/30 a aktivované porty prikazom
no shutdown. Pre konfigurovanie sa pouziva konzola putty, ktori sa mdéze zmenit' na
obl'ibeny termindl (RemoteNG, SecureCRT apod). Pri vysielani si Specifikuje MAC

adresa pre R1, aby dana adresa bola jednozna¢na vo Wiresharku.

@ ethernetgns3 — GNS3 LY T T w
;

dit View Control Device Annotate Tools Help

MOE> PIEC FmIOoRQQAQE

10.5.5.0/30

R1 R2

10.5.5.1/30 = @ 10.5.5.2/30
a ei/0

el/0

mac-address 0001.6311.1111 | mac-address 0001.6322.2222

@ Packet capture L@Jﬁ

Please select a port:

R2 port Ethernet1/0 (Ethernet encapsulation: DLT_EN10MB) .

oK Cancel

Obr. 11: Vyber rozhrania pre zachytavanie paketov [autor]
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Pre priradenie adries a aktivovanie portov pouzivame nasledujuce prikazy:

Tab. 15: Syntax aplikovanych prikazov a vysvetlenie vyznamu [autor]

Syntax + Prikaz Vyznam/U¢el
Syntax enable Vstup do privileg. EXEC mddu
prikazu: R1# enable R1#
Syntax configure terminal Vstup do globdlneho konfig.
prikazu: R1/R2# configure terminal médu R1 (config) #
Syntax hostname name Specifikuj meno zariadenia. Max
prikazu: R1/R2(config)#hostname R1/R2 63 znakov. Len pismena3, Cisla a -.
Syntax enable password password Zmena enable password do
prikazu: R1/R2(config)#enable password cisco privil. médu. Vychodzie je
Syntax interface type number Specifikécia rozhrania a vstup do
prikazu: R1/R2(config)#tinterface ethernet 1/0 globalneho konfig. mddu rozhr.
Syntax no shutdown Aktivovanie rozhrania E thernet
prikazu: R1/ R2 (config-if)# no shutdown 1/0
Syntax ip address ip-address mask Konfig. IP adresy a masky pre
prikazu: R1 (config-if)# ip address 10.5.5.1 255.255.255.252 dané rozhranie
Syntax mac-address [mac address xxx.xxx.xxx] Konfig. MAC adresy pre
prikazu: R1 (config-if)# mac-address 0001.6311.1111 Specifického vyrobcu Cisco
Syntax ip address ip-address mask Konfig. IP adresy a masky pre
prikazu: R2 (config-if)# ip address 10.5.5.2 255.255.255.252 dané rozhranie
Syntax mac-address [mac address xxx.xxx.xxx] Konfig. MAC  adresy pre
prikazu: R1 (config-if)## mac-address 0001.6322.2222 Specifického vyrobcu Cisco
Syntax no cdp enable Vypnutie CDP inzercie pre
prikazu: R1 (config-if)# no cdp enable rozhranie, show cdp neighbor
Syntax no cdp run Vypnutie CDP inzercie, moznost
prikazu: R1/R2 (config)# no cdp run overenia show cdp neighbor
Syntax cdp run Zapnutie CDP inzercie, moznost
prikazu: R1/R2 (config)# cdp run overenia show cdp neighbor
Syntax cdp timer [time (s)] Specifikacia frekvencie
prikazu: R1/R2 (config)# cdp timer 8 inzerovania CDP v sec
Syntax cdp holdtime [time (s)] Specifikacia ¢asu, ako dlho sused
prikazu: R1/R2 (config)# cdp holdtime 62 ¢aka na prijatie CDP neZ odstrani.
Syntax copy running-config startup-config /write memory | UloZenie aktudlneho nastavenia
prikazu: R2 (config-if)# # copy running-config startup-config do NVRAM (startup-config)

Po konfiguracii smerovaov si moéZzu jednoducho overit’

inzerovanie pomocou CDP

prikazov zobrazenych v Tab. 16. Ked si budi overovat’ nastavenie zo smerovaca R1
musia prikazy zadavat' v privilegovanom mdde. Je vidiet, Zze st skutoéne zmenené
¢asovace, Comu odpoveda i rozdielne zat'azenie medzi vystupom 18 a vstupom 3, pretoze
R2 stale pouziva vychodziu hodnotu 60 s a posiela sa €o 8 sekind. Dalej si mozu overit
suseda pomocou ,,show cdp neighbors®, aby sa videlo priamo pripojené zariadenia. Pre

detailny vypis so vsetkymi informaciami sa pouzije ,,show cdp entry R2.[4] [7]
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Tab. 16: Prikazy pre overenie verzie CDP, c¢asovacov a akutalnych susedov [autor]

Syntax + Prikaz

Vyznam/U¢el

Syntax show cdp Zobrazi global CDP informacie,
prikazu: R1/R2# show cdp Casovace a verziu

Syntax show cdp interface e1/0 Zobrazi CDP informacie pre dané
prikazu: R1/R2# show ip interface ethernet 1/0 rozhranie - ¢asovace

Syntax show cdp traffic Zobrazenie CDP prevadzku a
prikazu: R1/R2# show cdp traffic informacie o zataZzeni

Syntax show cdp neighbors Zobrazi informacie o susedoch
prikazu: R1/R2#debug ARP table pouzivajucich CDP.

Syntax show cdp entry {* | device-name[*] [protocol ]} Zobrazi detailné informacie o
prikazu: R1/R2# show cdp entry R2/R1 susedovi pouzivajuceho CDP.

Po overeni zat’azenia vo Wiresharku sa zachytia priamo informécie zo siete. [8]

Cim sa aj potvrdi bezpe¢nostna hrozba o posielani detailnych informéaciach, ktoré

zjednodusia mapovanie siete, ale aj pre uto¢nika. Bol vybrany port na R2, takze sa
zachytava CDP so Specifickou MAC adresou od R1. Podl'a znamych MAC adries,

susedny smerovac je Cisco, aké prekvapenie!).[6]
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M *standard input [Wireshark 1124 (v1.12.4-0-gb4861da from master—l.l?)_ -QE‘EM

File Edit View Go Capture Analyze Statistics Telephunx Tools Internals Help

cedEf BrRE AesnTLIEEQQAR @HM%|H

Filter: |z| Expression. Clear Apply Save
No. Time Source Destination Protocol Length Info Gl
1 0.000000001Cisco_11:11:11 CDP/VTP/DTP/PAgP /UDICDP 362 Device ID: R1 Port ID: Ethernetl/0
2 5.06629000Cisco_11:11:11 Cisco_11:11:11 LOOP 60 Reply
3 5.71832700Cisco_22:22:22 Cisco_22:22:22 LOOP 60 Reply =
4 7.018401001Cisco_11:11:11 CDP/VTP/DTP/PAgP /UDICDP 362 Device ID: R1 Port ID: Ethernetl/0
5 14.98885701Cisco_11:11:11 CDP/VTP/DTP/PAQP /UDICDP 362 Device ID: R1 Port ID: Ethernetl/0 |
6 15.0918630Cisco_11:11:11 Cisco_11:11:11 LOOP 60 Reply
7 15.7168990Cisco_22:22:22 Cisco_22:22:22 LOOP 60 Reply
8 21.57223401Cisco_11:11:11 CDP/VTP/DTP/PAgQP /UDICDP 362 Device ID: R1 Port ID: Ethernetl/0
‘ 9 25.0904350Cisco_11:11:11 Cisco 11:11:11 LO(?P 60 Replv -
4 LI [
Frame 4: 362 bytes on wire (2896 bits), 362 bytes captured (2896 bits) on interface 0 ~

= IEEE 802.3 Ethernet
= Destination: CDP/VTP/DTP/PAgP/UDLD (01:00:0c:cc:cc:cc)
@ Source: Cisco_11:11:11 (00:01:63:11:11:11)
Length: 348
= Logical-Link Control
DSAP: SNAP (0xaa)
SSAP: SNAP (0xaa)
= Control field: U, func=UT (0x03)
Organization Code: Cisco (0x00000c)
PID: CDP (0x2000)
= Cisco Discovery Protocol
Version: 2
TTL: 62 seconds
® Checksum: 0xa653 [correct]
Software Version
Platform: Cisco 7206VXR
® Addresses
Port ID: Ethernetl/0
Capabilities
Duplex: Full
= Management Addresses
Type: Management Address (0x0016)
Length: 17
Number of addresses: 1 L
IP address: 10.5.5.1
0010 03 00 00 Oc 20 00 02 3e a6 53 [([NUNINTIEVEEN .... ..> .SEEESEl
0020 00 05 00 fb 43 69 73 63 6f 20 49 4f 53 20 53 6 ....Cisc o TI0S So
0030 66 74 77 61 72 65 2c 20 37 32 30 30 20 53 6f 66 ftware, 7200 Sof
0040 74 77 61 72 65 20 28 43 37 32 30 30 2d 41 44 56 tware (C 7200-ADV
0050 49 50 53 45 52 56 49 43 45 53 4b 39 2d 4d 29 2c IPSERVIC ESK9-M),
0060 20 56 65 72 73 69 6f 6e 20 31 35 2e 32 28 34 29 Version 15.2(4)
0070 53 35 2c 20 52 45 4c 45 41 53 45 20 53 4f 46 54 S5, RELE ASE SOFT
0080 57 41 52 4’15 20 28 9(_5 63 31 29 0a 54 65 63 68 b6e WARE gfc l).Tecblj -

O ¥ Text item (text), 6 bytes | Packets: 14 - Displayed: 14 (100.0%) - Dropped: 0 (0.0%) | Profile: Default |

1

1

[ | »

Obr. 12: Zachytena CDP inzerat s detailnymi informéaciami o zdrojovom zariadeni [autor]

Vybral sa ramec Cislo 4, ked’ sa skontroluju L2 informécie, ndjdu si tam zdrojova MAC
adresu, ktora je vyhradena firmou Cisco a 6x1 ako znamenie R1, cielova adresa odpoveda
$pecifickej CDP adrese 01-00-Oc-cc-cc-cc. Dalej si uvidi IEEE 802.3 hlavicku, &o
potvrdzuje, Ze to nie je posledny standard Ethernetu, ale CDP ho stale pouziva. Nakoniec
pokial’ sa odroluje ¢ast’ Cisco Discovery Protocol vidi detail o TTL 62 sekind, adresach

pre spravu, portoch na oboch stranach. [7]
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Obr. 13: Zobrazenie detailnych informdcii o susedovi R2 pouzivajiiceho CDP [autor]

Tab. 17: Show prikazy overujlce implementované konfiguracie [autor]

R1#show run inter eth 1/0
Building configuration...

Current configuration : 107 bytes

!

interface Ethernet1/0

mac-address 0001.6311.1111

ip address 10.5.5.1 255.255.255.252
duplex full

R2#show run inter eth 1/0
Building configuration...

Current configuration : 107 bytes

!

interface Ethernet1/0

mac-address 0001.6322.2222

ip address 10.5.5.2 255.255.255.252
duplex ful

Ri1#show ip inter e1/0 | in CDP | Internet address
| Broadcast address

Internet address is 10.5.5.1/30

Broadcast address is 255.255.255.255

R2#show ip inter e1/0 | in CDP | Internet address |
Broadcast address

Internet address is 10.5.5.2/30

Broadcast address is 255.255.255.255
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R1#show ip route connected | in connected R2#show ip route connected | in connected
Codes: L - local, C - connected, S - static, R - RIP, M | Codes: L - local, C - connected, S - static, R - RIP, M -
- mobile, B - BGP mobile, B - BGP

C 10.5.5.0/30is directly connected, Ethernet1/0 | C  10.5.5.0/30 is directly connected, Ethernet1/0
L 10.5.5.1/32 s directly connected, Ethernet1/0 | L~ 10.5.5.2/32 s directly connected, Ethernet1/0

Vysledné nastavenie smerovacov pre overenie funkénosti CDP protokola:

Tab. 18: Konfiguracia smerovacov v Cisco 10S 15.2(4) S3

R1 R2 Wireshark
FiL.
rl_final_config—_Copy - Copy.txt r2_fina|_config—_Copy - Copy.txt cdp-adv.pcapng

3.5 Otazka na zamyslenie:

1. Budu sa vidiet' susedia, pokial’ budii prepojeny na trunku s rozdielnymi nativnymi

VLANami ? Ak nie preco (Overte svoje odpovede pomocou GNS3 a Wiresharku) ?
NIE, CDP manazZment protokol komunikuje cez netaggovani VLANu.
2. Na ktorej vrstve komunikuje CDP?
2. datova linkova vrstva — konkrétne 2.5 NCP = Network Control Protocol
3. Ktory protokol druhej vrstvy zabezpecuje stibeznti funkénost CDP, IPv4 a IPv6?
NCP
4. Moze sa pomocou CDP lokalizovat’ Siemens Voice alebo nové HP prepinace?

Nie, CDP je Cisco proprietarny
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ZOZNAM POUZITYCH SYMBOLOV A SKRATIEK

ARP
BIN
CCNA

CDP

CLI
DHCP
E1/0
EIGRP

EXEC

GNS3
HEX
IF

IGMP

10S

IP

IPV4
IPV6
LLDP
Lol

Lx

MAC
Multicast
NBMA
NVRAM
0OS

OSl

OSPF
R/S
S2/1

TCP

TTL
UDP

Adddress Resolution Protocol
Binarny tvar v dvojkovej sustave (0, 1)
Cisco Certified Network Associate

Cisco Discovery Protocol- zhromazdovanie info o lokalne pripojen.
zariadeni

command-line interface = rohranie prikazoveho riadku
Dynamic Host Configuration Protocol
Ethernet 1/0

Enhanced Interior Gateway Routing Protocol

Moéd  nad  konfigurdciou, rozliSujici prava uzivatelov USER-,
PRIVILEGED-

Graphical Network Simulator 3
Hexadecimalny tvar v Sestnastkovej sustave (0, 1, 2, 3.9, A, B..F)

Rozhranie (Interface)

Internet Group Message Protocol — poskytovatel’ sluzieb zasielania sprav
IP

Internetwork Operating System

Internet Protocol

Internet Protocol Version 4

Internet Protocol Version 6

Link Layer Discovery Protocol

Zpiatnovazbova Slucka (Loopback])

Layer x — referencia na konkrétnu vrstvu modelu OSI

L2 adresa, ktoré jednoznacne identifikuje fyzické pripojenie hostitel'a
Viacsmerové vysielanie

Non Broadcast Multi-Access

Nonvolatile RAM — obsahuje platny startup-config pouzivany pri restarte
Operating System - opera¢ny systém

Open Systems Interconection- Cisco model obsahuje 7 hierarchickych
vrstiev

Open Shortest Path First
Routing and Switching

Serial 2/1

Transmission Cotrol Protocol- prijima velké bloky dat adeli ich na
segment

Time to Live — zamedzenie neobmedzenej Zivotnosti paketov
User Datagram Protocol
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Unicast Jednosmerné vysielanie
VLAN Virtual LAN
VTY virtualna linka pre spravu/vzdialeny pristup
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